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Disclaimer

* Certain commercial equipment, instruments, software, or materials are
identified in this article in order to specify the experimental procedure
adequately. Such identification is not intended to imply recommendation
or endorsement by NIST, nor is it intended to imply that the equipment,
instruments, software or materials are necessarily the best available for

the purpose.

* The views, opinions and/or findings expressed are those of the author

and should not be interpreted as representing the official views or
policies of the Department of Defense or the U.S. Government.

* All images, graphs, and charts are original works created for DARPA
MediFor Program.
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Thanks to the Test and Evaluation Team!

* Program Administration * Container Execution
 DARPA Media Forensic (MediFor) Team e Data Machines Incorporated

e TA3 Data Production and Curation * MediFor Demo System
* PAR Government * Next Century

* National Center for Media Forensics, Contracting
University of Colorado Denver

* RankOne

* Rochester Institute of Technology
* Drexel University

* University of Michigan

e Air Force Research Lab

e Evaluation Design and Implementation
 NIST MediFor Team
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Media Forensic Challenge (MFC) Overview Outline

* MediFor evaluation requirements and challenges

* MediFor common evaluation tasks

* Holistic vs. “Opt-In” technologies

* Manipulation journaling for data production

e Understanding System Performance with Factor Analysis
* MediFor Data Set Summary

* MFC20 results preview




MediFor Evaluation Requirements and
Challenges




Media Forensic Evaluation Requirements and Challenges

 4th MediFor Program Evaluations 2017-2020

* Program requirements from the initial kickoff

e Support as many common evaluations as possible
e Support evaluation of integrity indicators (TA1) via a selectable menu

e Support evaluation of integrity reasoning over indicators (TA2)
* Understand system performance

* Fundamental metrology challenges from the modest starting point
* Metrology for holistic vs. “Opt-In” media forensic systems
* Manipulation journaling for data production
* Factor Analysis: selective scoring vs. Special collections
* Take Home vs. Container evaluations
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Six Common MediFor
Evaluation Tasks




Media Forensics Challenge Evaluation Task Overview

Single File Authenticity Authenticity in Context
Image Pair Image+ File+Camera
Manipulation Detection: Authenticit .
Is the image/video manipulated? Y Image COl |eCt|0n Camera Verification:
Splice Detection: Provenance Filtering: Was an image/video
e Does imagel contain Find related images taken by a known
Localization: some of image2? camera?
Where is the image/video '
manipulated? Localization: Provenance Graph File+E
. Spatial Where in imagel was Building: lle+tevent
) -
* Temporal image2 content spliced: CEMSIUE 2 Py Event Verification:

graph of related images

* Temporal-spatial Was an image capture

Where in image?2 is the _
during a known event?

splice donor?

4/21-25/20
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Image Manipulation Detection and Localization

D ion Metri e
System Output etection Metrics |

Confidence score
97.86

System Input

Receiver Operating Characteristic (ROC)
- Area Under the Curve (AUC) i:

Image(s) + (Metadata) - Correct Detection (CD) at False Alarm Rate 5% °

Localization Metrics

Matthews Correlation Coefficient (MCC)
Symmetric Range: [-1:1]

1 denotes perfect accuracy

0 denotes no correlation

-1 denotes perfect inaccuracy.

System output probe mask

TPXTN — FPXFN
J(TP +FP)- (TP +FN)- (TN + FP) - (TN + FN)
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Splice Manipulation Detection and Localization

Detection Metrics
! Receiver Operating Characteristic (ROC)
System Output !
yore P | Area Under the Curve (AUC)
Confidence score

97 86 Correct Detection (CD) at False Alarm Rate 5%

System Input

Image(s) + (Metadata) Localization Metrics

L LAY

Manipulated image
Matthews Correlation Coefficient (MCC)

\

System output probe mask

&

System output donor mask

\ Donor image Donor image; MCC /
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Provenance Filtering and Graph Building

|
System Input i System Output Metrics
Probe Image | Filtering: . _
| A set of N images with Filtering:

confidence scores for each R I
€Call first 300/200/100/50

|{relevant} n {retrieved}|

recall =

|{relevant}|
World Image Set (=2M)

Graph Building:

A provenance graph

Graph Building:

Generalized F-measure:
|V N V| + |E; N Eg|
V-l + [Vs| + |Ey| + |Es]

simypo(Gy, Gg) = 2
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Camera ID Verification Task

* Task: Determine if a probe is from a claimed camera.
* If manipulated, localize the changes.

System Output

Confidence score
97.86

I

3 Training Conditions
Image

System Input Video
Multimedia

System output probe mask
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Event Verification Task

» Task Definition: Given a collection of images and videos from the event,

determine if a probe is from the claimed event.

* MFC20 Events

e 12 events: hurricane_matthew, hurricane_sandy, hurricane_harvey, hurricane_katrina,
hurricane_Irma, hurricane_lke, oshkosh2011, oshkosh2010, berlin_air_show,
berlin_marathon, chinese_new_year_london_2014, chicago_blizzard 2011.

oshkosh2011 oshkosh2010 hurricane_katrina hurricane_ike berlin_marathon chicago_blizzard_2011
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Video Manipulation Detection and Temporal Localization

* Video Detection metrics
* Receiver Operating Characteristic (ROC)
* Area Under the Curve (AUC)
e Correct Detection (CD) at False Alarm Rate (FAR) of 5%

* Video Temporal Localization
* Metrics: Matthew Correlation Coefficient (MCC)

Reference

?)yjfsm True Negative True Positive | False Positive IR old)75

N /
. —
Maodification detected by the system

Figure: Video Temporal Detection and Localization
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Holistic vs. Opt-In Technologies
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Holistic vs. Opt In Technologies

e Evaluation challenge:

 Some media forensic systems determine a response should not be returned
e E.g., face illumination consistency systems should not respond if no face was found the image

Probe Status

Processed probe was fully processed

OptOut the system determined a response should not be returned

OptOutLocalization the system, determined a detection response but not a localization response should be returned
NonProcessed A system failure of some kind occurred and will be scored with low probability

* NIST reports:
* Holistic performance measures: score all trials

* Opt In performance measures:
e Trial Response Rate (TRR) — Percent of processed, NonProcessed, and FailedValidation images

* Performance measures excluding opt’d out probes
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Manipulation Journaling for Data
Production




Manipulation Journaling: Describing Manipulations

* Challenge:

* Post manipulation interpretation of imagery changes is
nearly impossible

 Effective evaluations require knowledge:
 Where the manipulation occurred
* What tool was used
* What operation was used
e Semantics of the manipulation: remove vs. add

* MediFor Approach:
* Record steps with PAR’s Journaling Tool
e Automate collection of localization
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Manipulation Journaling - Operation Logging

ase Image

Donor Image [f

High Provenance

Unknown
Provenance

Probe Legend

Non-Target Probe
Target Probe

Final Manipulated Image
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Manipulation Journaling — Journal Expansion

Donor Image | g

Probe Legend

Non-Target Probe
Target Probe

e.g., Expanded with 6

: " Replicate
compression qualities

Target Probe

Final Manipulated Image
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Understanding System Performance
with Factor Analysis




Factor Analysis: Selective Scoring vs. Replicate Trials

* Core challenge: the combinatorics of manipulation

* Suppose a 2-Factorial, single operation experimental design
e 17,500 images = 70 Operations * 2 levels * 125 examples
* Not realistic (manipulators routinely stack manipulations)

* The average graph depth in MFC ‘19 was ~4
* 6.0*10° images = 70% Operations * 2 levels * 125 examples
* Laughably over execution budget

* MediFor data production approaches:
* Human’s build realistic manipulations
* Automatically extend journals with final node variations
* Semi- and fully- automatic journal creation

* MediFor performance analysis approaches:
* Overall manipulation performance
* Selective Scoring Analysis
e Special Study Analysis
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Factor Analysis: Selective Scoring

 Selective Scoring approach:
* Non-Targets: Unmanipulated probes of known provenance
e Targets: Manipulated probes containing the selected manipulations

 Strength of approach:
* Insight into the effect of manipulation type on performance

* Weakness of the approach:
* Confounding factors not controlled.
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MFC20 Image Selective Scoring Queries

kitware-holistic-image-v20_2020-01-21T19-34-34f836000 MFC20-EvalPartl-Image-Verl

Name Definition

100

90 1

80 1

70 4

60 1

50 4

40 {

—— SocialMedia (AUC: 0.96)
=+ GloballntensityNormalization (AUC: 0.87)
- Resize (AUC: 0.79)

Correct Detection Rate [%]

b3

301 NonGANCGI (AUC: 0.79)
GlobalBlurSmooth (AUC: 0.78)
None (AUC: 0.77)

201 Intensity (AUC: 0.76)
Distortion (AUC: 0.75)
Antiforensic-CFA (AUC: 0.75)
GAN (AUC: 0.75)
Antiforensic-PRNU (AUC: 0.74)

10 13

Clone (AUC: 0.74)

Crop (AUC: 0.7)

Splice Any operation that takes a region from a donor media and pastes it into a probe
Clone Pixels are sampled from the image and pasted back in different area of the image
Splice/Clone Pixels are pasted within or between the images

Crop Outer pixel regions from a probe image are removed

Resize Image dimensions from a probe image are changed

Intensity A range of intensity pixel values is changed

Antiforensic Any techniques that erase processing history of image manipulations
Antiforensic-PRNU Any techniques that use PRNU

Antiforensic-CFA Any techniques that use CFA

Social Media

Any techniques that use social media related operations

Global Blur/Smooth

Any techniques that use a low-pass filter (globally) to remove outlier pixels (e.g., noise)

Local Blur/Smooth

Any techniques that use a low-pass filter (locally) to remove outlier pixels (e.g., noise)

0 10 20 30 40 50
False Alarm Rate

mfc20-purdue-polimi-gmatrix_compressed MFC20-EvalPartl-Imag

100

Thititid o

MD20WithRep (AUC: 0.7)

Splice (AUC: 0.68)

-+- SpliceClone (AUC: 0.67)

—— Antiforensic (AUC: 0.66)

—4- FaceManipulationMFC19 (AUC: nan)
—+- RemoveMFC19 (AUC: nan)

90+
80 {
701
60 1
so4 7 £

40 1 1%

Correct Detection Rate [%]

s —e— SocialMedia (AUC: 0.96)
s —+ Distortion (AUC: 0.85)
s =- NonGANCGI (AUC: 0.84)

Intensity (AUC: 0.83)

GAN Any operations that use GAN-based techinques locally/globally
NonGAN-CGI Any operations that use non-GAN CGl

Distortion Deformation of images

Remove Remove a set of pixels.

Face Manipulation

Any manipulation done to a face.

All

All data without selective scoring

e —#— Clone (AUC: 0.83)
V' Crop (AUC: 0.81)
7 —e- None (AUC: 0.81)
-+~ Resize (AUC: 0.8)
—— Splice (AUC: 0.79)
—%¢  SpliceClone (AUC: 0.79)
~4- Antiforensic (AUC: 0.78)
-#- Antiforensic-PRNU (AUC: 0.77)
04 | | | | | - GAN (AUC: 0.77)
0 10 20 30 20 50 6 Antiforensic-CFA (AUC: 0.75)
GlobalBlurSmooth (AUC: 0.74)
=== MD20WithRep (AUC: 0.73)
— FaceManipulationMFC19 (AUC: nan)
—+ RemoveMFC19 (AUC: nan)

False Alarm Rate
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Factor Analysis: Special Studies

 Special Study approach:
 Build specific data sets to answer specific performance assessment questions.

* Enables two new views of performance assessment
e Operation Only Detection
* Facet Detection

* MFC20 Special Studies

* Image
* Compression
* Global Blur
* Social Media Laundering — Image
» Single Operation (Paste-Splice)

* Video
* Frame Drop/Duplication
* Social Media Laundering - Video
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Compression Study Example: 7 Conditions:

1: EXIF Copy

3: Adobe Levels (6,8,10)
3: ImageMagick Levels (60,80,90)

trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfcl71819-ep-75
purdue-polimi-gmatrix-compression_2020-01-20T17-31-13f494000 100 .

100 LS o >

) 90
90 1 1 it
7/ 7
7 7/
s 80 A -
80 1 pxi 7
// //

7 70 -

70 A AL

601 Red=Normal
504 Probe

60 1

50 A

Correct Detection Rate [%]
Correct Detection Rate [%]

40 401 /// —e— Comp_Factor == ['AntiForensicExifQuantizationTable'] (AUC
actor == ['AntiForensicExifQuantizationTable'] // —+ Comp_Factor == ['Adobe-Qual06'] (AUC: 0.85, T#: 135, NT:
= ['Adobe-Qual06'] (AUC: 0.85, T#: 135 e =>- Comp_Factor == ['Adobe-Qual08'] (AUC: 0.83, T#: 137, NT:
= ['Adobe-Qual08'] (AUC: 0.82, T#: 137 301 7 Comp_Factor == ['Adobe-Quall0'] (AUC: 0.8, T#: 137, NT#
30 1 PFactor == ['Adobe-Quall0'] (AUC: 0.71, T#: 137 e —#— Comp_Factor == ['ImageMagick-Qual60'] (AUC: 0.9, T#: 13
—#— Comp_Factor == ['ImageMagick-Qual60'] (AUC: 0.87, 1 pd Comp_Factor == ['ImageMagick-Qual80'] (AUC: 0.75, T#: 1
Comp_Factor == ['ImageMagick-Qual80'] (AUC: 0.78, 1 20 A 7 —&- Comp_Factor == ['ImageMagick-Qual90'] (AUC: 0.78, T#: 1

20 A -@- Comp_Factor == ['ImageMagick-Qual90'] (AUC: 0.81, 1 //

//
10 A -
10 11+
0 T T T T T T T T T
0 T T T T T T T T T 0 10 20 30 40 50 60 70 80 90 100
0 10 20 30 40 50 60 70 80 90 100

False Alarm Rate [%]

False Alarm Rate [%]

Purdue_Polimi #2458 Mayachitra #2516
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Take Home vs. Container Evaluations

* Integration by TA2 requires access to

Take Home Evaluation

TA1/TA2 algorithms for training
....... ®
: '''''''''''''''''''''''''''''''''''' [}
2| Container - * History:
] R
[ 4 * MFC ‘18, Data Machines Inc. completed a
W Data Machines Inc. .
3 $ proof of concept to accept containers and
£[ Analytic System - processing data
S| Output . ‘ - -
MFC ‘19, Image Manip. Detection and Loc.
and Video Manip. Detection and Temporal
NIST Loc., TA2 tested with delivered containers
Scoring Server  MFC ‘20: Added Video Spatial Localization,

Provenance Tasks, and Camera Verification
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NIST MFC Scoring Server

* Performers had access to Distribution of Submissions per Team:

an automated scoring TakeHome (Orange) and Container (Blue)
server

* 65 MFC Data sets
e Supports 6 evaluation tasks
e Over 2596 submissions

(1170 Active)
¢ 12142 scorlng runs m .

MFC Evaluation Platform

Continue to the Media Forensics Challenge Evaluation Platform

IS > &
& 3
@ / >
;

y of the U.S. Department of Commerce.
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Media Forensic Challenge (MFC)
Evaluation Datasets

4/21-25/20




MFC Image and Video Data Sets for Detection

NC17 EvalPartl 4,000
MFC18 EvalPartl 17,000 758 1,000 114
MFC19 EvalPartl 16,000 1383 1,500 163

MFC20 EvalPartl 20,000 2536 2,500 217




MFC Image Data Sets for Provenance Tasks

NIST Data Sets Image Probe Image
Journal

NC17 EvalPartl

MFC18 EvalPartl 10K 641 1M
MFC19 EvalPartl 9420 1025 2M
MFC20 EvalPartl 2M 5926 1571 2M




MFC Image Date Sets for Splice Detection.

NIST Splice Data Sets Image Probe | Image Journal

NC17 EvalPartl 329K 156
MFC18 EvalPartl 18K 381
MFC19 EvalPartl 18K 621

MFC20 EvalPartl 18K 1266




MFC Data Sets for Camera Verification

- MFC18 MFC19 MFC20

Test Train Probe Cam. Jour. Probe Cam. Jour. Probe Cam. Jour.
Pair Pair Pair
111 EF{<8 Image 5275 39 452 8804 73 344 11288 106 1454
Video 3383 25 410 6845 57 802 9346 88 1411
Multimedia 3383 25 410 6845 57 802 9346 88 1411
Image 289 11 67 351 23 81 788 35 87
Video 289 11 67 337 22 81 767 34 87

Multimedia 289 11 67 337 22 31 767 34 37

N g National Institute of Standards and Technology / U.S. Department o f Commerce




Select MFC20 Results Preview

4/21-25/20
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MFC20 Team and Task Participation Summary

Image Systems Video Systems
Camera Event Manipulation :i:(:::::nce 2:::;“;:;;@ Splice Vecr?fri?:::iaon Manipulation

Binghamton 1 Kitware 8
Honeywell FIBBER 15

Citware T 1 Kitware_UAlbany 1
Kitware_Berkeley 1 NYU 8
Kitware_Columbia 1 1 Purdue_Polimi 2
Kitware_UAlbany 2 SRI-PRNU-TAL ) 1
Mayachitra 6 34

Purdue_NotreDame 1 1 UMb !
Purdue_Polimi 9 UNIFI 2
Purdue_TAl1la 4 USCISI-TA1.1 2
SRI-PRNU-TA1 1 2 USCISI-TA1.2 1
UMD 4

USCISI 2 1 1

USCISI-TA1.1 16

USCISI-TA1.2 2
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Image Manipulation Detection




Video Manipulation Detection: NC17-MFC20

dataset

W NC17
B MFC18

B MFC19
. MFC20

AUC

Better

team_name

National Institute of Standards and Technology / U.S. Department of Commerce




Provenance Graph Building: NC17-MFC20

1.0-

0.8-
NIST Data Sets m

NC17 EvalPartl

e dataset  \iEC1g EvalPartl 10K 1M
— 9 @ NC17
= = e MFCL9EvalPartl 9420 2M
()] 0.4- [ MFc20
@ MFC20 EvalPartl 5926 2M

0.2-

0.0-

Kitware_Cqumbia Purdue_N'otreDame uSsCISI
team_name
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MFC Overview Summary and What’s Next

* Introduced the 6 common evaluation task for the MediFor Program
* Introduced the data creation approach for the MediFor Program
* Subsequent NIST talks during this meeting will be deep dives

* This is the final MediFor evaluation; NIST has plans to continue open
evaluations of media forensic systems. Details to follow.




MFC20 Image Evaluation Results Deep Dive

Jonathan Fiscus (Co-Pl), Dr. Haiying Guan (Co-Pl), Dr. Yooyoung Lee,
Dr. Amy Yates*, Andrew Delgado, Daniel Zhou, Timothee Kheyrkhah,
Dr. Xiongnan Jin

Multimodal Information Group, *Image Group
Information Access Division
Information Technology Laboratory

National Institute of Standards and Technology (NIST) April 21-25, 2020
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Image Manipulation Detection and
Localization




Image Manipulation Detection and Localization

Metrics
Receiver Operating Characteristic (ROC)
Area Under the Curve (AUC)
Correct Detection (CD) at False Alarm Rate 5%

System Output

Confidence score
97.86

System Input

Image(s) + (Metadata)

Probe image

Manipulated image
Matthews Correlation Coefficient (MCC)

System output probe mask
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Detection System Evaluation Metrics

* Evaluate the accuracy of a system L Rt R s s Pt S
output (e.g., confidence score) B0 T

e Evaluation metrics f 7O ---------- --------- --------- .........
* ROC (Receiver Operating Characteristic) ‘g i """"" \ --------- --------- ---------
* AUC (Area Under Curve) g B R » -------- R
* CD (Correct Detection) @ FAR = 0.05 % or """"" ---------- ---------- --------- ---------
* EER (Equal Error Rate) /W N N N N L ESLLERE Dy

20 H-- /// N R ]
CD@0.05FA NG g N | | | |
10e\--/--j ----------------------------------------------------------------------------------
'/\: i : i 2 i i ; i
0O 110 20 30 40 50 60 70 80 90 100
False Alarm Rate [%]

FAR = 5(%)
0.679533  0.328889
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MFC Evaluation Dataset History

|

|

|

|

|

|

|

|k

|

|

|

|

I |

| M

I - s — ¢
it ] T b i ] m g | ¢ i | g it ] One of manipulated test image
—/ \ N N ~—~/  with its composite mask

Gy s Grpsen rorin rrn Gt o

Probe dataset (1124)
Probe-WEB (724)

* N £ —t
actoomcrop _h_' ‘!' o [l
@ ) ) )
!

Special study data
e Compression

e Video Temporal Spatial i e Global Blur
e Additional Manipulation: e Single Operation
|
i
|
|
|
|

Operations (GAN etc.) e Social Media Laundering
e Extended JT, AutoJT e Frame Drop/Dup.

(CGl, Recapture, ...)
Extended JT, AutoJT

Provenance Image

Kick-off Auto Journaling Tool (JT)

|
|
|
|
|
|
i New Manipulations
|
|
|
2016 Dataset: Nimble Challenge 2017 |

MFC 2018 MFC 2019 MFC 2020

4/21-25/20
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MFC Image Evaluation Open Dataset Summary

NIST Data Sets Image Probe Image Journal m

NC17 EvalPartl 06/2017
MFC18 EvalPartl 17K /58 03/2018
MFC19 EvalPartl 16K 1383 03/2019

MFC20 EvalPartl 20K 2536 03/2020




Holistic vs. Opt In Technologies
- Allowing Systems to Respond When/If Appropriate

e Evaluation challenge:

 Some media forensic systems determine a response should not be returned
e E.g., face illumination consistency systems should not respond if no face was found the image

Probe Status

Processed probe was fully processed

OptOut the system determined a response should not be returned

OptOutLocalization the system, determined a detection response but not a localization response should be returned
NonProcessed A system failure of some kind occurred and will be scored with low probability

* NIST reports:
* Holistic performance measures: score all trials

* Opt In performance measures:
e Trial Response Rate (TRR) — Percent of processed, NonProcessed, and FailedValidation images

e Performance measures excluding opt’d out probes

N g National Institute of Standards and Technology / U.S. Department of Commerce



Image Manipulation Detection Results: Full Data

* 20K probe images * Highest AUC on full MFC20 EP1:

° . . 1
12 tﬁams ” FIBBER MFC20-EvalPartl-Image-Verl None ¢ Team ID MayaChltra
oneywe 10 / « AUC 0.81384;

e Kitware_Berkeley _

« Kitware_UAlbany * System ID: trainmodel9b-mfc20ev1-

. Kitware 50 - nores-nonorm-adam-def-apr2020-mfc19-
hor-ver-tron-mfc171819-ep-40

* Mayachitra 704 o
* Purdue_Polimi  Team ID: Purdue_Polimi

* Purdue_TAlla 7 « AUC 0.81; (CD@0.05FA = 0.436)
* EF:\I/I';RNU'TAl 50 * System ID: mfc20-purdue-polimi-gmatrix
40 19

—e— mfc20-purdue-polimi-gmatrix (AUC: 0.81)

=4=' mfc20-purdue-polimi-gmatrix_non_compressed (AUC: 0.81)

=X~ purdue-polimi-gmatrix-non-compressed_2020-01-20T17-36-05f470000 (AUC: 0.81)
purdue-polimi-gmatrix-compression_2020-01-20T17-31-13f494000 (AUC: 0.81)

== mfc20-purdue-polimi-gmatrix_compressed (AUC: 0.81)
mfc20-purdue-polimi-gmatrix_compressed_simple (AUC: 0.8)

=#- purdue-polimi-gmatrix-compressed-simple_2020-01-21T10-08-16f299000 (AUC: 0.8)

=== c-mayachitra-steg-hollistic-hv-grpc-ver-1_2020-01-14T06-11-24f177000 (AUC: 0.8)

—— c-mayachitra-steg-hollistic-hv-grpc-ver-1_2020-01-14T06-11-24f177000 (AUC: 0.8)

=)= trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819-ep-50 (AUC: 0.8)
Kitware-Holistic-V20-MFC20_EvalPartl_Image_Verl (AUC: 0.79)

* USCISI-TAL.1
* USCISI-TAL.2 0 {4
. USCISI ‘

e 82 image detection
Syste m S a S == trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819-ep-75 (AUC: 0.79)

04/0 9/2 O 2 O 0 ! ! ! ! ! —— kitware-holistic-image-v20_2020-01-21T19-34-34f836000 (AUC: 0.77)
. 0 10 20 30 40 50 6 c-mayachitra-steg-hollistic-hv-grpc-ver-2_2019-11-06T01-37-56f073000 (AUC: 0.77)
False Alarm Rate c-mayachitra-steg-hollistic-hv-grpc-ver-2_2019-11-06T01-37-56f073000 (AUC: 0.77)
=== trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819mfcgb-ep-50 (AUC: 0.76)

Figure: TA1 system MFC20 EP1, All probes (regardless of Optin)

Correct Detection Rate [%]

20
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http://0.05FA

Image Manipulation Detection Results: Opt In (1)

* Optin Systems on MFC20 EP1:
» 77 systems as 04/09/2020

* Highest AUC:

 AUC 0.855; (CD@0.05FA =0.47, TRR
= 0.63)

* Team ID: Purdue_Polimi

e System ID: purdue-polimi-gmatrix-
non-compressed 2020-01-20T17-36-
05470000

Correct Detection Rate [%]

Figure: TA1 system MFC20 EP1, Opt In probes

MFC20-EvalPartl-Image-Verl None

100

90 A

80 A

70 1

60 -

50 1

40 -

30 14

20 A

10 4

40 50 6

False Alarm Rate |_

¢

aen

purdue-polimi-gmatrix-non-compressed_2020-01-20T17-36-05f470000 (trAUC: 0.86, TRR: 0.63)

+ purdue-polimi-gmatrix-compression_2020-01-20T17-31-13f494000 (trAUC: 0.85, TRR: 0.63)
+ purdue-polimi-gmatrix-compressed-simple_2020-01-21T10-08-16f299000 (trAUC: 0.84, TRR: 0.63)

mfc20-purdue-polimi-gmatrix (trAUC: 0.81, TRR: 0.72)
mfc20-purdue-polimi-gmatrix_non_compressed (trAUC: 0.81, TRR: 0.72)
mfc20-purdue-polimi-gmatrix_compressed (trAUC: 0.81, TRR: 0.72)

+ mfc20-purdue-polimi-gmatrix_compressed_simple (trAUC: 0.8, TRR: 0.72)

c-mayachitra-steg-hollistic-hv-grpc-ver-1_2020-01-14T06-11-24f177000 (trAUC: 0.8, TRR: 0.72)
c-mayachitra-steg-hollistic-hv-grpc-ver-1_2020-01-14T06-11-24f177000 (trAUC: 0.8, TRR: 0.72)
trainmodel9b-mfc20evl-nores-nonorm-mfcl9-tron-mfc171819-ep-50 (trAUC: 0.8, TRR: 0.72)
Kitware-Holistic-V20-MFC20_EvalPartl_Image_Verl (trAUC: 0.79, TRR: 0.67)
trainmodel9b-mfc20evl-nores-nonorm-mfcl9-tron-mfc171819-ep-75 (trAUC: 0.79, TRR: 0.72)
kitware-holistic-image-v20_2020-01-21T19-34-34f836000 (trAUC: 0.77, TRR: 0.67)
c-mayachitra-steg-hollistic-hv-grpc-ver-2_2019-11-06T01-37-56f073000 (trAUC: 0.77, TRR: 0.72)
c-mayachitra-steg-hollistic-hv-grpc-ver-2_2019-11-06T01-37-56f073000 (trAUC: 0.77, TRR: 0.72)

= for-e2e-fusionall 2020-02-21T14-00-26f967000 (trAUC: 0.76. TRR: 0.65)
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Image Manipulation Detection Results: Opt In (2)

10

| /Highest AUC = 0.855: N
— Team ID: Purdue_Polimi

-: ] System ID: purdue-polimi-gmatrix-non-
o % compressed_2020-01-20T17-36-05f470000

CD@0.05FA: 0.47
TRR: 0.63 J

0.2 -

OO L L L L] Ll T
0.0 0.2 0.4 0.6 0.8 10
TRR

Trial Respond Rate (TRR)

Figure: Image detection Opt In system Area Under the Curve (AUC) vs. Trial Response
Rate (TRR) on MFC20 EP1 Image dataset (each point is an analytic system)
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Factor Analysis: Selective Scoring

e Evaluate the system performance on a certain type of data

* Manipulation Detection (MD)
e Target = Any manipulated media (image or video)
* NonTarget = HP media

* Selective Scoring on Manipulation Detection (S-MD)

 Target = Media contains defined manipulations; other operations may also be
present in the media

* NonTarget = HP media

N g National Institute of Standards and Technology / U.S. Department o f Commerce




Image Manipulation Detection Results
- Selective Scoring on GlobalBlurSmooth (Full Data)

* MFC20 EP1 Figure: TA1 system MFC20 EP1, All probes (regardless of Optin)
Selective Scoring on GlobalBlurSmooth

MFC20-EvalPartl-Image-Verl GlobalBlurSmooth

* Selective Scoring on GlobalBlurSmooth
* 14 systems as 04/09/2020

* Highest AUC:
« AUC 0.802; (CD@0.05FA =0.191) 5 701

100

 Team ID: Honeywell FIBBER 60
e System ID: p-inhnoi_2020 50

—e— p-inhnoi_2020 (AUC: 0.8)
=+ Kitware-Holistic-V20-MFC20_EvalPartl_Image_Verl (AUC: 0.79)
=X+ Kitware-Holistic-Multicass-MFC20_EvalPartl_Image_Verl (AUC: 0.78)
Kitware-Holistic-Multiclass-DetLoc-MFC20_EvalPartl_Image_Verl (AUC: 0.78)
—+— trainmodel9b-mfc20evl1-nores-nonorm-mfcl9-tron-mfc171819-ep-50 (AUC: 0.77)
trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819-ep-75 (AUC: 0.75)
—&- trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819mfcgb-ep-50 (AUC: 0.7)
- - trainmodel9b-mfc20evl-nores-nonorm-mfcl9-tron-mfc171819mfcgb-ep-25 (AUC: 0.7)
=+ trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc1718dev-ep-50 (AUC: 0.69)
=» p-inhnoi_2019 (AUC: 0.58)
p-cpt_combined (AUC: 0.55)

Correct Detection Rate [%]

* Highest CD@0.05FA:
 AUC 0.771; (CD@0.05FA =0.293)
* Team ID: Mayachitra
-+ - trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc19comp-ep-30 (AUC: 0.53)
~#~ trainmodel9b-mfc20evl-nores-nonorm-mfc19-tron-ganmodeljan20-ep30 (AUC: 0.5)

* System ID: trainmodel9b-mfc20ev1-nores- A
nonorm-mfc19-hvhv-fusn-tron- PR e mamratete
mfc171819mfcgb-ep-50

304 ¢

20144

10 1
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Image Manipulation Detection Results
- Selective Scoring on SocialMedia (Opt In)

MFC20 EP1 Figure: TA1 system MFC20 EP1, Selective Scoring on SocialMedia

. . OptlIn probes
¢ SeleCtlve Scorlng On MFC20-EvalPart1l-Image-Verl SocialMedia

100

SocialMedia (Opt In) i,ﬁ- e e g
* 10 systems as 04/09/2020 ol 1 et g

. oY L
* Highest AUC:

* AUC 0.954; (CD@0.05FA=0.766, | | |} §
TRR = 0.27) '

S
40 tware-Holistic-V20-MFC20_EvalPartl_Image_Verl (trAUC: 0.95, TRR: 0.27)

|nmod 19b-mfc20ev1-nores-nonorm-mfcl9-tron-mfc171819-ep-50 (trAUC: 0.94, TRR: 0.31)

Correct Detection Rate [%]

—— i
P w—f tri
e =)= trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfc171819-ep-75 (trAUC: 0.92, TRR: 0.31)
. 301 { // trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfc171819mfcgb-ep-50 (trAUC: 0.91, TRR: 0.31)
[ ) Tea m I D . Kltwa re e —#—_trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfc171819mfcgb-ep-25 (trAUC: 0.9, TRR: 0.31)
L4 I Pl trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfcl718dev-ep-50 (trAUC: 0.84, TRR: 0.31)
20 ‘ - —#-: trainmodel9b-mfc20ev1-no norm-mfc19-tron-mfc19comp-ep-30 (trAUC: 0.74, TRR: 0.31)
0 . . ! ’ - Ktware Holistic-Multic: MFC20 EvalPartl_Image_Verl (trAUC: 0.66, TRR: 0.27)
[ ) Syste m I D . Kltwa r‘e_ H OI Istlc_vzo_ —_ Ktware-HoIistic-M Iti | s-DetLoc-MFC20_EvalPartl_Image Verl (trAUC: 0.66, TRR: 0.27)
* 10 .
MFC20_EvalPartl Image Verl 0

0 1I0 2I0 3I0 4I0 SIO 6I0 7I0 8I0 9I0 160
False Alarm Rate [%]
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Image Manipulation Detection Results
- Selective Scoring: GloballntensityNormalization (Opt In)

* MFC20 EP1 Figure: TA1 system MFC20 EP1,

Selective Scoring: GloballntensityNormalization

* Selective Scoring on Optin probes

GloballntensityNormalization
(Opt In)
23 systems as 04/09/2020

* Highest AUC:

 AUC 0.928; (CD@0.05FA = 0.674,
TRR = 0.32)

* Team ID: Mayachitra

* System ID: trainmodel9b-mfc20ev1- 0]
nores-nonorm-mfc19-hvhv-fusn-tron- N | e e e s o 028

0 10 20 30 4l0 50 6 c-acontrarioseamcarvingm1-1-cl_2020-02-03T20-51-19f040000 (trAUC: 0.6, TRR: 0.32)
- trarioseaminsertionmé-1-cl_2019-05-16T21-01-37f009000 (trAUC: 0.57, TRR: 0.32)
m m - - False Alarm Rate cacon -
fC 1 7 1 8 1 9 fcg b e p 5 O === c-acontrarioresamplingst9-2-cl_2019-06-18T03-19-52f281000 (trAUC: 0.56, TRR: 0.32)
fibber-cpt-combined-gpu_2020-03-13T14-29-39f020000 (trAUC: 0.54, TRR: 0.32)
—4- trainmodel9b-mfc20ev1-nores-nonorm-mfcl9-tron-mfcl9comp-ep-30 (trAUC: 0.54, TRR: 0.32)

60 1

50 |

40 1 trainmodel9b-mfc20evl1-nores-nonorm-mfc19-tron-mfc171819-ep-50 (trAUC: 0.92, TRR: 0.32)

==

=+ c-mayachitra-steg-hollistic-hv-grpc-ver-1_2020-01-14T06-11-24f177000 (trAUC: 0.92, TRR: 0.32)

= trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819mfcgb-ep-50 (trAUC: 0.91, TRR: 0.32)
trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819-ep-75 (trAUC: 0.91, TRR: 0.32)

—#— c-mayachitra-steg-hollistic-hv-grpc-ver-2_2019-11-06T01-37-56f073000 (trAUC: 0.9, TRR: 0.32)
trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc171819mfcgb-ep-25 (trAUC: 0.9, TRR: 0.32)

—- trainmodel9b-mfc20ev1-nores-nonorm-mfc19-tron-mfc1718dev-ep-50 (trAUC: 0.87, TRR: 0.32)

-
—_—

Correct Detection Rate [%]

30 A1

- kitware-holistic-image-v20_2020-01-21T19-34-34f836000 (trAUC: 0.85, TRR: 0.28)
Kitware-Holistic-V20-MFC20_EvalPartl_Image_Verl (trAUC: 0.84, TRR: 0.28)

=  kitware-holistic-image-v18_2020-01-21T19-34-33f913000 (trAUC: 0.75, TRR: 0.28)

kitware-holistic-image-v19_2020-01-21T19-34-34f399000 (trAUC: 0.74, TRR: 0.28)
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Image Manipulation Detection System - Team Performance Comparison Across Year:

(Full Data)

dataset
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Image Manipulation Detection System - Team Performance Comparison Across Years

(Opt In)
1.0

dataset

0.8
0.6
0.4
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Image Manipulation Detection System
- Best Team Performance Comparison Across Years (Full Data, ImageOnly)

Image Manipulation Detection System Best Team Performance Across Years

1.0-

0.8-

0.6- dataset
O [ NC17
<DE B MFC18

B MFC19

04- [ MFC20

0.2-

0.0-

USCISI-TA1.1 (NC17) UOML (MFC18) USCISI-TA1.1 (MFC19) Mayachitra (MFC20)
team_name (dataset)

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Localization Task

* Jpeg 2000 composite mask

 Distinct manipulations are recorded in the different layers in Jpeg2000 mask file
respectively.

e Each bit in a byte for a pixel in a single-layer image represents one localizable
manipulation.

e Scoring can thus be extended to specific localizable manipulations in the image.

Sequence Operation|[Purpose|(Color|[Evaluated
5 |ContentAwareFill remove - Y
4 PasteSampled heal Y
3 PasteSplice add Y
2 Blur Y

" JPEG2000. Every region is fully represented. The sequence is
listed in descending order for node distance from the
manipulated probe and may be distinct from the bit placement
in the byte.

N g National Institute of Standards and Technology / U.S. Department of Commerce

Manipulated Probe image Composite mask




Image Localization Selective Scoring

e The JPEG2000 masks encode bits that can be used to store information from
multiple overlapping manipulations.

e Scoring can now be done on manipulations from any recorded layer.

* Example of selective scoring query:
e Operation == ['PasteSplice'] or (Operation == ['PasteSampled'] and Purpose == ['Clone'])

Content Aware Fill Paste Sampled Paste Splice

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Localization Metrics

* Metrics
* Matthews Correlation Coefficient (MCC)
TPXTN — FPXFN

MCC = € [-1,1]
J(TP +FP)- (TP + FN) - (TN + FP) - (TN + FN)

8 Probe + ref.

* 1 denotes perfect accuracy
* 0 denotes no correlation
* -1 denotes perfect inaccuracy.

* Optimum MCC

System
output mask

* The MCC at the optimum grey-scale mask thresho SCCOJ‘:i:;Oded
* Only evaluates on true targets confusion
matrix

N g National Institute of Standards and Technology / U.S. Department of Commerce



Image Manipulation Localization Container Results

* 8 teams:
* Honeywell FIBBER
* Kitware
* Purdue_TAlla
* SRI-PRNU-TA1
* UMD
e USCISI-TA1.1
e USCISI-TA1.2
e USCISI

» 21 image localization systems as 04/09/2020:
* Highest MCC =0.247,
. TRR =0.939191

* Team ID: USCISI-TA1.1
e System ID: noiseprint-loc-3_2019-03-08T15-18-11f736000

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Manipulation Localization Container Results: Opt In

10

Highest MCC = 0.247: N
Team ID: USCISI-TA1.1

System ID: noiseprint-loc-3_2019-03-08T15-18-11f736000
CD@0.05FA: 0.47

0.6 1 TRR: 0.939191 Y,

o
0

0.4 -

0.2 4

Optimum Matthews
Correlation Coefficient (MCC)

00 T T T T L‘H
0.2 04 0.6 0.8 10

Trial Response Rate (TRR)
Figure: Image localization Optln system Optimum MCC vs. TRR performance on MFC20 EP1 Image dataset
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Image Localization Evaluation Example: Manipulation Mask

Base Manipulated

ISequence |BitPlane | Operation |Purpose |Color IEvaluated
6 IOutputPng Y
5 1 [PasteSplice add Y
b e ey
3 3 lColorBalancc I Y
2 4 IContentAwareFill [remove - Y
I 1 I |AntiForensicJPGCompression I - IY

.

Overlay of manipulated region mask

Manipulation Operation

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Localization Evaluation Example: Journal Graph

6162879867¢ 5184c94d19aacdcaf jpg

utputPng

6162879867 5a84c94d19aac-car 301 png 002381c3e6b4b890ace 22241 ToceTelacr2

L] m Base

6162879867 53849419 aacdcaf3-SelectRegion02 pg. 00238(c3¢6b4b890acc 22201 TceTela 0] pog

Donor

00238fc 3e6b4b89030c2221 ToceTel a-PasteSplice-+02 prg. 7a022d320da56112826a6¢86b8cb 1 Te jpg 611219¢81dabeal bode 36dd0de63cT9 jpg 4467d820caS06886 340851 80566463, jpg T0676c466¢Shdded4b$635b60¢ 3bSFa jpg. blec280b79661470d17411624c9¢9638 jpg 57082c4daf901 111601 Sd8a6 1ed b jpg

lur

00238fe 3c6b4b890ace 22211 70ccTela-BLur03 prg

olorBalance

00238fc 3e6b4b89030c2221 ToceTel aColorBalancc04. prg.

Content Aware Fill

Outputlpg ntiForensic]PGCompression

TeTeB1¢905c274 28568040 5b8bSe jpg 9561217672694 3c9 7461696169 jpg. 240436231 46969236 35451 6b411611b g 31746264 344790350 19b00ac36 jpg. 31idaaaS 8 7dbe 14676 36c623752d5b jpg. 94chedasde?3325b4d2ce 38463458 jpg S3c82U36ab 711914106645 265897 2c jpg.

Journal Graph

Manipulated

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Localization Evaluation Example: Localization System

Optimum Threshold: 29

Localization Metrics Optimum
Nimble Mask Metric (NMM) 0.029
Matthews Correlation Coefficient (MCC) 0.699
Binary Weighted L1 Loss (BWL1) 0.048
Grayscale Weighted L1 Loss (GWL1) 0.095
Total Pixels (N): 20621162
|Confuson Measures |OptimumPixelCount [OptimumProportion
‘ . . . [True Postives (17: green) | 1052791 | 0.051
Overlay of manipulated region mask System localization output [False Postives (70: red) | o] —
[True Negatives ( )| 18575635 | 0.901
F JEER | [False Negatives (FN: bluc) | 992736 | 0.048
7 | No-Score Measures | Pixels [Proportion
|Boundary No-Score Zone ( ): 405142| 0019
|Selective No-Score Zone ( ): 0 | 0.000
|System Opt Out No-Score Zone (PNS: purple): | 0 | 0.000
|Total No-Score Zone: [405142 | 0.019

Manipulated Region Mask Evaluation Results

N g National Institute of Standards and Technology / U.S. Department of Commerce
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Image Manipulation Localization System - Team Performance Comparison Across Years
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Image Manipulation Localization System - Team Performance Comparison Across Years
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Splice Manipulation Detection and
Localization Outline

4/21-25/20




Splice Manipulation Detection and Localization

Metrics
Receiver Operating Characteristic (ROC)
Area Under the Curve (AUC)
Correct Detection (CD) at False Alarm Rate 5%

System Output

Confidence score
97.86

System Input

Image(s) + (Metadata)

System output probe mask

&

System output donor mask

\

\ Donor image Donor image; MCC /

N g National Institute of Standards and Technology / U.S. Department of Commerce



Splice Localization Mask Example

Color Composite Mask

1&

Reference Probe
Mask Given the Donor

!

Donor Mask

N g National Institute of Standards and Technology / U.S. Department of Commerce



MFC Image Splice Evaluation Open Dataset Summary

NIST Splice Data Sets Image Journal m

NC17 EvalPartl 329K 06/2017
MFC18 EvalPartl 18K 381 03/2018
MFC19 EvalPartl 18K 621 03/2019

MFC20 EvalPartl 18K 1266 03/2020




Image Splice Manipulation Detection Container Results

* 18K probe images Figure: TA1 systems, Splice, MFC20 EP1, Optin (TRR =0.96)
¢ 1 tea MS Oon detect|on System as trKitware-Holistic-Splice-MFC20_EvalPartl_Image_Verl
04/09/2020: o
* Team ID: Kitware N
» System ID: Kitware-Holistic-Splice- N
MFC20_EvalPartl Image Verl =
* FullData 5
« AUC=0.603
° CD@0.0S FA — 0.126 § 40 1 —e— TasklD==['splice'] (trAUC: 0.65, TRR: 0.96, T#: 3407, NT#: 13761)

* TRR=1.0 ]

Optlin: 1
 AUC =0.653
d CD@OOS FA = 0139 06 / I}d 20 30 40 50 60 70 80 90 100
. TRR — 0_96 False Alarm Rate [%]

trAUC=0.65
(TRR: 0.96, CI_L: 0.64, CI_U: 0.66, T#: 3407, NT#: 13761)

N g National Institute of Standards and Technology / U.S. Department of Commerce



http://0.05FA
http://0.05FA

Splice Manipulation Detection System - Team Performance Comparison Across Years
(Full Data)

Image Splice Detection System Team Performance Comparison Across Years

1.0-

0.8-

0.6- dataset
O I NC17
<3( B MFc18

B MFC19

0.4- I MFC20

0.2-

0.0-

CASIA Data Machines ~ Honeywell FIBBER Kitware MMSEC-SKLOIS USCISI
team_name
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Image Manipulation and Splice Detection
and Localization Analysis

4/21-25/20



Image Detection

At least 200 probes

IsGAN ManipulationCour TargetedOperatioir Team

1.00 -

0.75 4
[<b]
S — 3 i
= Metric.Name
Qo
3 0.50 - ® —e— AUC
E —o— CD@FAR=0.05
-

o :::::EE;;::\ff::EEE:::: q i i&’

[ X
0.00

no 1
yes 1
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Effect of Manipulation Count on Detection

1.00 LOWeI’ = Better
T : - [ | IR
075 1 i Manipulation | Mean Rank
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8 0.50 1 7 2-76
<
4 Il 8 2.95

025 6 3.65
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0.00 3 5.11
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Effect of Operation on Detection
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N Add Noise

>>>>>>>> SSSSESSSSSSUUUN

oD

CB Color Balance

) A OTD
X0 amoanom:mcgw:wé‘éﬁg S055ToRY | S5u550500202

aD D D
Team

GF GAN Fill

AS Artificial Shadow CGl Content Aware Fill H  Hue

B IPNVBlur
Blu Blur: IPM
CAF CGl Fill

Co Contrast
DPD Digital Pen Draw
E  Exposure

Lv Levels
N Normalization
PSa Paste Sampled
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PSp Paste Splice

Sa

Saturation

m Select Remove 1

Transform Crop
Transform Distort

‘e Transform Resize

TRo Transform Rotate

Transform Warp
Vibrance

Exposure
Hue
Tr Distort

Add Noise

Normalization

Sel Remove
GAN Fill
Blur IPM

Saturation

Color Balance

Vibrance

Paste Sample

8.43
8.65
8.92
9.01
9.74
10.02
10.04
10.44
10.57
10.61
11.05
12.06

Levels
Contrast

C Aware Fill
Tr Resize
CGlI Fill

Tr Warp

Tr Rotate

Blur

Dig Pen Draw

Paste Splice
Tr Crop

Art Shadow

12.07
12.31
12.89
13.11
13.17
13.43
14.73
15.29
15.75
17.52
19.08
21.11




Detection Teams
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Metrics
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Metric Value
o
N

o
N
1

team_plus_id

Or-O—<—03-0MND
IORKANAOKAO

RLOLOIILODOO00
COGF+—DD—C =T~
< __"_L
- .3%@#;,,. . .33;@@%::§§:: z@“’wz%— DI @%
»llv‘ VAVAVAV AV AV AN AV ANPZ AV AVAVAVAVAV AV AV AV S T[T L T L “1..11..1\ \.'n..... ll‘]ll‘q SO/ 5 D
AT A= (B0 GUJ.J IR0
-’-‘-’-’—%-?22 mmm =771 D) -
aD o

N g National Institute of Standards and Technology / U.S. Department of Commerce




Image Localization

At least 200 probes

FaceManipulai IsGAN ManipulationC TargetedOper: Team
1.00 A
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Effect of Operation on Localization

Paste Sample  7.33 Art Shadow 12.10

1.00 1

Sel Remove 7.57 Exposure 12.76
S Blur 8.76 Color Balance  13.52

a— Levels 9.14 Tr Distort 13.86

OptimumMCC
g

Saturation 9.62 Tr Rotate 13.90

I3
©

Paste Splice 9.67 Tr Warp 14.19

&=
=

SRaRrcs

Hue 9.76 Blur IPM 15.00

0.00 1 .2 ) i ConELDMED
S 2z 2 8 2 %8 & 2 T 2 8 2 8 p &gz 2 g2 2 T i
o (3 o R S 38 (38 o o o o 8 S o o o S o o o R r ReSIZe 1129 Tr Crop 1517
5 & & 8 < g 8 & 2 8 8 g * g ¥ X ¥ g g Vibrance 11.86 Normalization 15.64
@ @ @ @D @ @ T @ @ @ @D T I
-] > > S S > & > ) S S
Team
Add Noise 11.90 Dig Pen Draw  15.86
N Add Noise CB Color Balance GF GAN Fill PSp Paste Splice e Transform Resize
AS  Artificial Shadow CGl Content Aware Fill H Hue Sa Saturation 20 Transform Rotate . .
5 IPVBlur Co Contrast Lv Levels Select Remove Transform Warp C Aware FI” 11-95 CGI FI” 17-14
Blu Blur: IPM DPD Digital Pen Draw N Normalization Transform Crop Vibrance

CAF CGIFill E Exposure PSa Paste Sampled Transform Distort

Contrast 12.05 GAN Fill 19.95
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Localization Teams
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Image Special Studies

* Image Studies Study Condition Definition
 Compression * Manipulation Detection (MD)
e Global Blur * Target = Any manipulated image

* Non-Target = HP media
e Operation-Only Detection (OOD)

* Target = Only image with operation of
interest; no other operations are present

* Non-Target = HP media

* Single Operation
* Social Media Laundering - Image
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Image Manipulation Detection Special Study
— Compression Results (MD)

All stud b
* 2 software approaches: Y PIORE

* Adobe Photoshop 100-
* ImageMagick

Compression_Factor Software_Name Team

* 3 compression levels foreach 5 = e 1 AL
> LA \“ n etric.Name
approach: M e

-~ CD@FAR=0.05

» Adobe (YesRGB): 6, 8, 10

+ ImageMagick: 60, 80, 90 e AL e

0.00 -

IIIIIII T T
ooooooo [0} x
S © - § © ® 9 -8 2
© T © ®© o)
3338::: 3 ©
3366 L& 33 =
22 285 % % % &
O O © o © O £
T T T T ®© =

< < < sS s S

[N

o O O

©
E E E
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Compression Factor (MD)

1.00 1

Lower = Better
Compression | Mean Rank

Factor

AP: Qual 6 2.74
IM: Qual 60 2.77

AP: Qual 8 3.52
AP: Qual 10 4.54

0.25 1
IM: Qual 80 4.58
IM: Qual 90 4.64
0.00 1
QLOLOOIC
LOOIOXOO
QRN
00000T00TTTOYD DM TTTTTTTD DO D B O G TG OO G—4— D D G55
QORI =EE s e 5 § U T DU G T G G 0L OE s G GG 0gL At
LI e | ECCsaccccoccee PPN I+ W I o PN AR TS ot o oI 3c33-3 ]
DOVOVVOVVOO CCO0000C0C=20000000000 SRS LSS LSO000LS> LOSOOSSHLSS00 2250 ood
:::::s«bggggzzmwmmmmmmg—zmmmwmmmmmmgﬂyHE—Q—Q—C%Wgwgmmh@mggggggggwggwmmﬁggcmmjumssm D
SS5559555° S5 e e ommommoo me %‘sﬂ.’msi
SSS555555 SSSSSSSSSSSUIIN v
daaaa=ne’ 0D oD D D > 0D 10 [
Team
APOE Photoshop (Q:06) AP 10 Photoshop (Q:10) IME0 ImageMagick (Q:60) |90 ImageMagick (Q:90)
APO8 Photoshop (Q:08) EC EXIF Copy IM&0 ImageMagick (Q:80)
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Image Manipulation Detection Special Study
— Global Blur Results (MD)

All study probes
* Blur types: P

Blur_Type GB_AF Team

* Gaussian Blur Std (GBS) 1.00]
* Median Blur Pixel (MedBP 1
* Median Blur Impulse L - |
Preserving (MedBIP) T — ==\ pHl[Wl || ) MerioName
* Motion Blur (MotB) ?50_ ‘H T Coeransoss
e Box Blur (BoxB) .
* Anti-Forensics = | | T e
+ Global Blur (GB) R T
* GB + PRNU o2 =T

e GB + PRNU + Camera Mod
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Blur Type (MD)

107 Lower = Better
i GMS e 1
ors LI | | GBS 2.32
= BP
Md P MetBIP . b8 ¥ = i 18 Ve EB‘ BOXB 265
o Metky A B MedBP 3.08
20.50-
1 : B He
., Mabbme Mgﬁgp MotB 3.20
o MedBIP 3.75
0.25 A
0.00 4
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Global Blur Anti-Forensics (MD)

1.00

Lower = Better
Anti-

0.75

Forensics
GB 1.44
GB+PRNU 2.02

GB+PRNU 2.54
+Cam

O
2 0.504
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GEB  Global Blur EXIF CopyPRNUGB + PRNIRNU+GB + PRNU + Camera Model
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Image Manipulation Detection Special Study
— Social Media Laundering (Image) Results (MD)

* 5 Scenarios All study probes
* Scenario 1: Facebook (Synthetic) SM_Factor Team
* mobile upload, mobile download 1.00 1
* Scenario 2: Facebook (Synthetic)
* desktop upload, mobile download 075 —T— — ‘, m o M b ‘\“\

) 1RY
Scenario 3: Facebook (Synthetic) I s A A (W
‘ \‘7‘ “ {l ‘ ‘ { || ‘ | ‘ | | “ \M\‘ MetnCName
0.50 Ribe KT i S T
- CD@FAR=0.05

* mobile upload, desktop download
Scenario 4: Facebook (Synthetic)
* desktop upload, desktop download

Scenario 5: Instagram (Synthetic) o251
* mobile upload, mobile download

°
Mean Metric Value

0.00 -

FB_s2 -
FB_s3 -
FB_s4 -
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Image Manipulation Detection Special Study
— Social Media Laundering (Image) Results (OOD)

e 5 Scenarios SM_Factor Team
* Scenario 1: Facebook (Synthetic) ]
* mobile upload, mobile download
* Scenario 2: Facebook (Synthetic) /11— —— |
» desktop upload, mobile download | s ~ i ‘H ; |
* Scenario 3: Facebook (Synthetic) %: ol 8 Metric.Name
 mobile upload, desktop download % 0507 o \J : ; QECC;FAR:O N
* Scenario 4: Facebook (Synthetic) £ — I | | |
* desktop upload, desktop download 0.95 I —
* Scenario 5: Instagram (Synthetic) y
* mobile upload, mobile download
0.00+
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Social Media Factor (MD)

04

Mean Rank
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Splice Detection

At least 20 probes

1.00 4
0.75 A
0
Q) p— .
= Metrics
©
z 0.50 - AUC
% ~»- CD@FAR=0.05
=
0.25 -
\ /\ °
0.00 A
IsGAN TargetedOperations Team
o n = © (0] _
S g
= [0
z @ 8 g
@ 2} o 2
g g S
o
o
Factors
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MFC20 Video Evaluation Results Deep Dive

Jonathan Fiscus (Co-Pl), Dr. Haiying Guan (Co-Pl), Dr. Yooyoung Lee,
Dr. Amy Yates*, Andrew Delgado, Daniel Zhou, Timothee Kheyrkhah,
Dr. Xiongnan Jin

Multimodal Information Group, *Image Group
Information Access Division
Information Technology Laboratory

National Institute of Standards and Technology (NIST) April 21-25, 2020
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Video Detection and Localization Outline

e Task definition

* Evaluation dataset

MFC20 Video Detection and Localization results
MFC20 Video Detection and Localization result analysis




Video Manipulation Detection and Temporal Localization

* Video Detection metrics
* Receiver Operating Characteristic (ROC)
* Area Under the Curve (AUC)
e Correct Detection (CD) at False Alarm Rate (FAR) of 5%

* Video Tgmporal Locallzatlgn N o FPXTN — FPXFN i
* Metrics: Matthew Correlation Coefficient (MCC) "~ /(TP + FP) (TP + FN) - (TN + FP} - (TN + FN) ’

Reference

?)yjfsm True Negative True Positive | False Positive IR [old)72

N -
——
Maodification detected by the system

Figure: Video Temporal Detection and Localization
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MFC Video Evaluation Open Dataset Summary

NIST Data Sets Video Video
Probe Journal

NC17 EvalPart 1 06/2017
MFC18 EvalPart1 1K 114 03/2018
MFC19 EvalPartl  1.5K 163 03/2019

MFC20 EvalPart1 2K 217 03/2020




Video Detection Task Participation

e 2K Probes: * Two Evaluation Conditions:
e O teams: * Video Only

. Kitware UAlbany * Video with MetaData

* Kitware * Two Special Collections

* NYU * Frame Drop/Duplication

* Purdue_Polimi e Social Media Laundering - Video

* SRI-PRNU-TA1

UMD

* UNIFI

* USCISI-TAL.1

* USCISI-TA1.2
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Video Detection Performance: Video Only, Full Data

* 23 video detection systems: MEC20 Video EvalPart1

100

* Highest AUC & CD@0.05FA: o

90 1

* AUC=0.921; (CD@0.05FA =0.269)
* Team ID: Purdue_Polimi

=
(]
. L] L] “'6 60 4
* System ID: -polimi- - :
ste . puraue-poiimi-viaeo C
o
S
O 50 A
- - 2 -
codec-base-new 2020-01-30T21- :
a #
+ 4
3 8— 2 6f 1 54000 8 40 —e— purdue-polimi-video-codec-base-new_2020-01-30T21-38-26f154000 (AUC: 0.92)
= —+ p-nyu_1_vmd_3_method (AUC: 0.73)
S —x- p-nyu_1_vmd_2_method (AUC: 0.72)
30 1 p-nyu_1_vmd_4_method_all_confidence (AUC: 0.63)
3 —#— kitware-videoframedrop_2020-03-23T21-40-26f161000 (AUC: 0.62)
," p-KitwareSelectCutFrames_1_MFC20EvalPartl (AUC: 0.59)
20 it —-  kitware-holistic-video_2020-01-21T19-34-36f163000 (AUC: 0.55)

- - Kitware-Holistic-Video-MFC20_EvalPartl_Video_Verl (AUC: 0.53)

—— kitware-videoframeduplication_2020-03-23T21-23-13f884000 (AUC: 0.53)

=» p-nyu_l_vmd_1_audio (AUC: 0.53)
sriprital-vid-mdI-prnu-based_2020-02-07T16-49-46f182000 (AUC: 0.52)

10 A

v wig gl

+# - nm-vmd-audio-based_2020-03-01T17-49-37f020000 (AUC: 0.52)
0 T - T i } —#— cmfd-video-rgb_2019-12-30T08-17-58f672000 (AUC: 0.51)
0 10 20 30 40 50 6 nm-vmd-audio-and-frames_2020-03-11T13-16-47f917000 (AUC: 0.5)
False Alarm Rate cmfd-video-rotation-invariant_2019-12-30T08-19-05f111000 (AUC: 0.5)

- kitware-videocopymove_2020-03-23T21-14-12f833000 (AUC: 0.5)
> umd-deepfake-detector_2020-03-09T18-54-33f713000 (AUC: 0.5)
=4 nm-vmd_2020-02-11T18-09-23f642000 (AUC: 0.5)
—#- p-KitwareCopyPaste_1_MFC20EvalPartl (AUC: 0.49)
-#- deepfake-cnn-video_2019-07-30T09-42-27f495000 (AUC: 0.48)
—e— kw-ualbany-deepfake-dsp-fwa_2020-01-15T18-55-50f517000 (AUC: 0.46)
—e- p-KitwareVideoCopyMove_1_MFC20EvalPartl (AUC: 0.46)
—+- p-nyu_1_vmd_ori-hist (AUC: 0.4)
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http://0.05FA

Video Detection Performance: Video Only, Opt-In

* 19 video detection systems MFC20 Video EvalPart1

* Highest AUC & CD@0.05FA e
* AUC =0.92; (CD@0.05FA = 0.269)
* TRR=0.68 il

* Team ID: Purdue_Polimi

e System ID: purdue-polimi-video-
codec-base-new 2020-01-30T21-38-
26154000

Correct Detection Rate [%]

0 10 20 30 40 50 6
False Alarm Rate

purdue-polimi-video-codec-base-new_2020-01-30T21-38-26f154000 (trAUC: 0.92, TRR: 0.68)
p-nyu_1_vmd_3_method (trAUC: 0.73, TRR: 0.67)

p-nyu_1_vmd_2_method (trAUC: 0.72, TRR: 0.67)
p-nyu_1_vmd_4_method_all_confidence (trAUC: 0.62, TRR: 0.67)
kitware-videoframedrop_2020-03-23T21-40-26f161000 (trAUC: 0.62, TRR: 0.68)
sriprital-vid-mdl-prnu-based_2020-02-07T16-49-46f182000 (trAUC: 0.6, TRR: 0.39)
p-KitwareSelectCutFrames_1_MFC20EvalPart1 (trAUC: 0.59, TRR: 0.49)
Kitware-Holistic-Video-MFC20_EvalPartl_Video_Verl (trAUC: 0.57, TRR: 0.65)
kitware-holistic-video_2020-01-21T19-34-36f163000 (trAUC: 0.55, TRR: 0.68)
p-nyu_1_vmd_1_audio (trAUC: 0.54, TRR: 0.46)
kitware-videoframeduplication_2020-03-23T721-23-13f884000 (trAUC: 0.53, TRR: 0.68)

- p-KitwareCopyPaste_1_MFC20EvalPart1 (trAUC: 0.52, TRR: 0.64)

nm-vmd-audio-and-frames_2020-03-11T13-16-47f917000 (trAUC: 0.5, TRR: 0.68)
umd-deepfake-detector_2020-03-09T18-54-33f713000 (trAUC: 0.5, TRR: 0.28)
kitware-videocopymove_2020-03-23721-14-12f833000 (trAUC: 0.5, TRR: 0.01)
kw-ualbany-deepfake-dsp-fwa_2020-01-15T18-55-50f517000 (trAUC: 0.49, TRR: 0.61)
deepfake-cnn-video_2019-07-30T09-42-27f495000 (trAUC: 0.48, TRR: 0.49)
p-KitwareVideoCopyMove_1_MFC20EvalPartl (trAUC: 0.46, TRR: 0.68)
p-nyu_1_vmd_ori-hist (trAUC: 0.4, TRR: 0.67)
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Video Detection Performance: Video + Metadata, Full Data

e 2 teams: MFC20 Video EvalPartl

* Purdue_Polimi 100 ; ———
* UNIFI 90“‘!*:5?:“:*?4—;’ _____ S ,
» Highest AUC & CD@0.05FA: "I

+ AUC =0.987; (CD@0.05FA=0.939) ¢ "I |

» Team ID: UNIFI z

+ System ID: unifi-ed209_2019-09- & *J |

04T10-59-29f055000 ey s e T
S : ', g—* - unifi-dt_2020-01-21T15-50-28227000 (AUC: 0.89)

False Alarm Rate [%]
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Video Detection Performance: Video + Metadata, Opt-In

* 2 teams: MFC20 Video EvalPartl

* Purdue Polimi 100 e I %
—_ M ————————————— e
.'1-...-;—..:;:)";:39! _______ ///

* UNIFI 901 .: ,I.,r
* Highest AUC & CD@0.05FA: S

70 1

_ ;
* AUC=0.991; (CD@0.05FA=0.919) £ |
T 60401
* Team ID: UNIFI s
. T 5044
e System ID: unifi-ed209_2019-09- T T
5 a0t ¥ i 099, TRR:
04T10-59-29f055000 2 ) M o Bt A D
8 30_: i* /// =(- mfc20-purdue-polimi-video (trAUC: 0.91, TRR: 0.68)
| X
20 ?‘ 7/
vk
104 %~
|
0 (I) 1I0 2I0 3I0 4I0 5IO 6I0 7IO 8I0 9I0 100

False Alarm Rate [%]
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Video Manipulation Detection Container Results
- Opt In on MFC20 EP1, Video Only condition

10

/Highest AUC = 0.921: )
? Team ID: Purdue_Polimi
081 System ID: purdue-polimi-video-codec-base-new_2020-01-
* || 30T21-38-26154000
06 - . * || CD@0.05FA: 0.269
. . o ° . ! TRR: 0.68 J
@ b . b
0.4 - .
0.2 -
0.0

0.0 0.1 02 03 04 05 06 07
Trial Respond Rate (TRR)

Figure: Video detection, Video Only condition, Opt In system Area Under the Curve (AUC) vs.
Trial Response Rate (TRR) on MFC20 EP1 Video dataset (each point is an analytic system)
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Historical Video Detection Performance (Full Data)

Video Only Video + Metadata

1.0

0.8-
dataset
= Rlxlggm 061
B MFC19
[ MFC20
0.4-
0.2-
0.0-

Purdue_Polimi UNIFI
team_name

AUC

AUC

team_name
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Historical Video Detection Performance (Optin)

1.0-

0.8-

0.6-

AUC

0.4-

0.2-

0.0-

Video Only Video + Metadata

1.0-
0.8-
dataset
I NC17 J
B MFC18 O 0.6
= MFC19 5
MFC20
<
04-
0.2-
N N S 9 & y
XN '\\s \& S N N
< € X Q/’\ S § ,I\V' 0.0-
& & & —
S & S Purdue_Polimi  UNIFI
? team_name
team_name
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Video Temporal and Spatial Localization
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Temporal Localization Scoring Visualization

Confusion Visualisation

Reference -1 ]
System_Output 1] ]
Collars [ ] [ ]
No-Score Zone I I
Confusion 1| I N 2 |
Masked Confusion 1 | I [ I | I |
i e e e L s S B B B B B i
0 5 10 15 20 25
Frames

Score: MCC = 1 - Perfect system
MCC = 0 - Random system
MCC = —1 - Inverted system

Example: TP =2, TN =8,FP=4FN=2 MCC = ~ 0.15
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Video Temporal Localization Results

e Dataset  Full Data Highest MCC

« MFC20-EvalPart1-Video-LocSubset-Ver1 * MCC=0.003

e video subset with 117 probs * Team ID: Kitware
e System ID: kitware-

* / teams videoframeduplication_2020-03-
* Purdue_Polimi e Optin Data Highest MCC
* SRI-PRNU-TA1 e« MCC = 0.004
* UMD * Team ID: SRI-PRNU-TA1
 UNIFI . )
e sriprital-vid-mdl-prnu-
* USCISI-TALL based_2020-02-07T16-49-
e USCISI-TA1.2 46182000
* Condition: Video Only * TRR=0.44
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A Video Example (House) in MFC20 Evaluation

utputAvI SocialMedia SocialMedia

78647 TodfdB4a6f5_OutputAVI_ avi Teb2BeeTdfdSec33aaad] TadebdB434f mpd 27f4adeefS5cd3c5f5Fe76953378abbbT mpd ac7a6647 e6acl 852097 eac31 d0bOZ1 b3 mpd

SelectRegionFromFrames

Confusion Visualisation

PasteSampled

8047

Reference —

System_Output

Masked Confusion —
cddag. avi

my N

SocialMedia SocialMedia

SocialMedia

T T LI L

T
4000
Frames

Temporal Localization MCC = 0.90788

8a5d16df27419686228a60b4651 c84.mpd Oecdb23e5b79d0c60d26£58 ca3e8feld mpd ch7deedfc7] cddas53d40dcdad4focd.avi 96976327 d9ad3b13bfbaBdfB10193bd5 mpd
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Video Spatial-Temporal Localization (VSTL)

e Task Definition

Video spatial localization task is to determine the spatial edits of a

particular video if it is determined (correctly or incorrectly) to be
manipulated.

* Metrics
Optimum Matthew Correlation Coefficient (MCC)

e Status

* One container submitted that is capable of VSTL
* Scoring under way




Video Manipulation Detection Analysis
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Video Detection

At least 20 probes
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Effect of Audio Edit on Detection

Lower = Better
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Effect of Manipulation Count on Detection

Lower = Better
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Effect of Operation on Detection

Lower = Better
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Detection Teams
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Video Special Studies

* Video Studies  Study Condition Definition
* Frame Drop/Duplication * Manipulation Detection (MD)
 Social Media Laundering - Video * Target = Any manipulated video

* Non-Target = HP media
* Operation-Only Detection (OOD)

* Target = Only video with operation of
interest; no other operations are
present

* Non-Target = HP media
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Video Manipulation Detection Special Study
— Social Media Laundering (Video) Results (MD)

* 6 Scenarios All study probes

 Facebook (DeskDesk) (Synthetic) SM__Factor SM__Resolution Team
* desktop upload, desktop download 1.001
Facebook (MobDesk) (Synthetic)
* mobile upload, desktop download
Instagram (Synthetic)
* desktop upload, desktop download

YouTube (Actual/Manual)
* desktop upload, desktop download

0.754

Metric.Name

0.50 1 AUC
-~ CD@FAR=0.05

°
Mean Metric Value

* Multiple resolutions 0.25+
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Social Media Factor (MD)
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Resolution (MD) Lower = Better
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MediFor Challenge Evaluation 2020
(Provenance Tasks)

Jonathan Fiscus (Co-Pl), Dr. Haiying Guan (Co-Pl), Dr. Yooyoung Lee,
Dr. Amy Yates*, Andrew Delgado, Daniel Zhou, Timothee Kheyrkhah,
Dr. Xiongnan Jin

Multimodal Information Group, *Image Group
Information Access Division
Information Technology Laboratory

National Institute of Standards and Technology (NIST)
April 21-25, 2020
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Provenance Outline

* Task definition and performance measure
* Provenance evaluation datasets
* Results and analyses

* Summary
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Provenance Filtering (PF)

e Searching for a potential pool of related images from a large collection of
datasets (called the world dataset)

e Given an image (probe), the goal is to return up to N images of the
predicted relevant images from the world dataset

* System output

* JSON file that contains N filtered images including a confidence score that
indicates how likely the filtered image is related with respect to the probe image.
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PF Performance Measure

* The recall of first n images from the world dataset sorted by
‘confidence score’

|{relevant} n {retrieved}|

recall = |{relevant}|

MFC20 primary metric: Recall@300




Provenance Graph Building (PGB)

e Constructing the relationships among the retrieved images along with finding
the ancestor and descendent sequences

e Given a probe image (e.g., base, donor, intermediate, or final modified
images), the goal is to build a provenance phylogeny graph that describe the
relationships among the images with the manipulation sequences.

* System Output
* JSON file that contains both nodes and links with the two types of confidence scores

* Node: how likely the retrieved image (node) is presented in the provenance graph with respect to
the probe image

* Link: how likely the two nodes (between a source node and a target node) have the relationship
(link) in the provenance graph
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Provenance Graph Building (Eval Condition)

* Full graph
* All images related to the probe image are evaluated with the ancestors and
descendants’ sequences
e Subset (direct path) graph

* The subset of the related images (node set) is restricted to ancestors and
descendants of the probe image and only directed paths related to the probe
image are evaluated
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Example of Full vs Subset Reference Graph

Probe: node marked in green circle

Full Reference Graph Subset (Direct Path) Reference Graph

A
. 2 ancestors ) t "’7 -"
o 8 descendants 8d25ncceerfdc::ts = Yo, .
@ o " 2 relatives O . % v
. & - -
u N - [
n N - -
= ; i y
|
Y LI A
2
3
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PGB Performance Measures

* Evaluation metrics: Graph Similarity and Generalized F-
measure

* Given the system output provenance graph, G, the set of nodes v
(or vertices) of the system output provenance graph is I whiIT o =

the set of links (or edges) is E

. VNV,
- Nodes overlap: |simyo (G, Gs) = 2 VW]
V| +1Vs]

2 |ETnES|
|Ev|+]|Es]

- Links overlap: |simyo(G;, Gs) =

[Vi-NVs|+|ErNE;|
[Vi-|+|Vs|+| Ex-| +|Es|

- Nodes and links overlap: |simy;o(G, Gg) = 2

81af5b{362 Ibee3b724853befad090b6. jpg

* Graph color code in HTML measure output

Green (correct detections) Red (false alarms) Gray (missed detections) e 2775620
Node Correctly located images Falsely located images Omitted images
Link Correctly linked images Falsely linked images Omitted links
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Provenance Eval Datasets

4/21-25/20
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Provenance Graph Test Data and Reference Generation

Reference Graph Option:
Full Graph and Subset (Direct Path)

m @
Manipulation Journal ;

System Output Graph

\—/ Reference Graph

= = Reference Graph =) !
. i . *
=== Generator g @
- . - ﬁ Tj — Scorer
3 < World o
"'" "" ‘ = “ for the probe
AR NN

A Probe Image S
T
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Provenance Dataset

NIST Data Sets Image Probe Image
Journal

NC17 EvalPartl 1000 06/2017
MFC18 EvalPartl 10,000 641 1M 03/2018
MFC19 EvalPartl 9420 1025 2M 03/2019

MFC20 EvalPart1 5926 1571 2M 02/2020




Provenance Results and Analyses

4/21-25/20
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Provenance Filtering Overview

System Input Performance Measure

System Output

Probe Image

The recall of first n images from the
world dataset sorted by ‘confidence

Retrieving a set of N images with
confidence score

: score’
0.9
|{relevant} N {retrieved}|
recall =
World Image Set |{relevant}|
v 0.8
0.8 Recall@50, Recall@100

Recall@200, Recall@300

“ \
S »-“ =

0.7

130




MFC20 Provenance Filtering Results

Ranking Plot
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Provenance: Factor of Interest

* 6 factors from the reference and journal information
* Manipulation Count (1 to 8)
* Face Manipulation (yes/no)
* GAN (yes/no)
* Antiforensics (Y: After Antiforensics, N: Before Antiforensics)
* TargetedOperations (20 different manipulation operations)
e Team systems (Kitware_Columbia, Purdue_NotreDame, USCISI)

 Removed factor settings are less than 70 target trials
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What are the important factors for PF?

Main Effects Sample size > 70
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Main Effects Plot with Error Bars
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Manipulation Count

1.00 1

0.95 A

7
8
o
6
Better S 0.90 F
= 5 Z
3 i § 4
8
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S 0.85 5
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Team
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Observations

* For the PF task, single manipulation is harder to retrieve across the three systems
e USCISI has larger effect on the manipulation count followed by Kitware-Columbia
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Face Manipulation

1.004

Y: Face manipulation
N: Non-face manipulation

o
©
o

Better

NodeRecallAt300
2

0.801

0.754

(2610)

USCISI (2545)
Purdue_Not (2604) -

Kitware_Co

Team

Observations

The face manipulations are easier to retrieve compared to the non-face manipulations across the three systems
* Face Manipulation has larger effect on all three systems
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GAN

Better

Observations

0.954

o
©
o

0.854

NodeRecallAt300

0.804

0.751

Kitware_Co (2610)
USCISI (2545) 4
Purdue_Not (2604)

Team

e All the three systems have large effect on the GAN factor
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Y: GAN manipulation
N: Non-GAN manipulation

The GAN-based manipulations are harder than the Non-GAN manipulations across the three systems




Antiforensics

1.00 1

) Y: After Antiforensics

N: Before Antiforensics
Better

154

©

o
f

0.851

NodeRecallAt300

0.80 1

0.75 1

Kitware_Co (2610)
USCISI (2545)
Purdue_Not (2604)

Team

Observations

 The manipulations before Antiforensics are easier than after Antiforensics across the three systems
* All the three systems have large effect on the Antiforensics factor
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Targeted Operations

1.00 4
TW
0.95 W W
68%) D
.3
o PSa (S;él
Q %? DPD
g 0.90 e E éF
a
Better = % i, It
3 Ry F@) ce
% H TRe
'c -
§ 0.85 H %E\/S
€] 5 o)
SRm
0.80 1
0.754
) o 3
- < o
©o wn ©
L3 () o
8 7 3
e 8 o
g > g
< &
Team
AN Add Noise CBColor Balance  DPI[Digital Pen Draw Lv Levels SRn8elect Remove
AS Artificial Shadow CF Content Aware Fill E Exposure PSaPaste Sampled TD Transform Distort
BluBlur CGICreative Filter H Hue PSpPaste Splice TReTransform Resize
CAFCGI Fill CuCurves LOLayer Opacity  Sa Saturation TWTransform Warp

Factor
TransformWarp
TransformDistort
CGIFill
DigitalPenDraw
CreativeFilter
ContentAwareFill
AddNoise
PasteSampled
Curves
ColorBalance
TransformResize
Exposure
ArtificialShadow
Blur

Levels
Saturation
SelectRemove
LayerOpacity
PasteSplice

Hue

e Out of the 20 operations, "TransformWarp” is easier for the PF task across the three systems
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Provenance Filtering Results over Years

* Metric: Recall@200

* Different systems over years
Bettero'a.

06-

scoring_dataset_name

B ner7-evalvert-an

B vrcis-Evalvert-partt

. MFC19-EvalPart1-Image-Ver1
. MFC20-EvalPart1-Image-Ver1

Recall

» Different datasets over years

oo L

NC17 EvalPartl
MFC18 EvalPart1 10K 1M

0.0-

kitware_::olumbla purdue redame uscisi

MFC19 EvalPartl 9420 2M
Kitware- Purdue USCISI
] - MFC20 EvalPartl 5926 2M
Columbia NotreDame
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Provenance Graph Building Overview

System Input Performance Measure

System Output

Probe Image

Constructing a provenance graph that
describes the relationships among the
images with the ancestor and
descendent sequences

Node and Edge overlap similarity metric
of a provenance graph

Generalized F-measure:
* Sim(Nodes Overlap)
* Sim (Links Overlap)

World Image Set
v

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

i « Sim(Nodes+Links Overlap)

! * NodeRecall

8o |

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Algorithm

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: 141
|




MFC20 Provenance Graph Building Results

Ranking Plot
0.6
Better ° Metrics

= ‘\‘\‘ -~ NodeRecall
> .
© 0.4+ -~ SimLO
"3 -~ SimNLO
= -~ SimNO

0.2

team_plus_id
| ©

NN

Kitware-
Columbia
Purdue
otreDam

Condition: Full Graph
No submission for the subset (direct-path) graph condition for MFC20
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System Output Scoring Examples (high scores)
SimNLO:0.67
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System Output Scoring Examples (low scores)

SimNLO:0.17 SimNLO:0.13 SimNLO:0.10
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What are the important factors for PGB?

. . . .
Main Effects Sample size > 70 Mampula’Flon Cf)unt (1to 8)
* Face Manipulation (yes/no)
1.00 * GAN (VGS/nO)
Better * Antiforensic (Y: After antiforensic, N: Before antiforensic)
* Targeted operations (20 different operations)

0751 * Team systems (Kitware_Columbia, Purdue_NotreDame, USCISI)
w
g
«© Metrics
i 0.504 = ‘ , : , : ’ SimNLO
=
5
=

0.251

0.004

» ManipulationCount FaceManipulations ‘ IsGAN [ Antiforensics TargetedOperations Team
I 585 30 o @Eicsts S 2 2
< g8 ° e z B
o

Factors
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Main Effects Plot with Error Bars
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Face Manipulation

0.64

Y: Face manipulation
N: Non-face manipulation

0.54

SimNLO

Better

0.44

Kitware_Co (2611)
_'
3 Purdue_Not (2633)
USCISI (2546)

Observations

 The face manipulations are easier for both Kitware-Columbia and USCISI while there is barely any effect on
Purdue_Notredam

- e USCISI has the largest effect on Face Manipulation followed by Kitware-Columbia .



GAN

0.6 1

Better Y: GAN manipulation

N: Non-GAN manipulation

SimNLO
=}
o

0.4 1

—

Kitware_Co (2611)
)
© Purdue_Not (2633) 4
USCISI (2546)

Observations

* The GAN-based manipulations are harder for USCISI and Purdue_Notredam, but easier for Kitware-Columbia
* The GAN factor has higher effect on Kitware-Columbia and USCISI
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Antiforensic

0.6 1

Better Y: After Antiforensics
N: Before Antiforensics

SimNLO
<]
(2]

0.4 1

Kitware_Co (2611) 4

[
o Purdue_Not (2633) 4
USCISI (2546) 4

-

Observations

 The manipulations after Antiforensics are easier than before Antiforensics for Kitware-Columbia and
Purdue_Notredam, but opposite for USCISI

- » Kitware-Columbia has the highest effect on the Antiforensics factor .



Provenance Graph Building Results over Years

1.0-

Betteros-

0.6-

NLO

Sim

0.2-

0.0-

0.4-

Kitware_Cqumbia

e Metric: Sim(NLO)
* Different systems over years

dataset

[ NC17
M MFc18
B MFc19
[ MFC20

e Different datasets over years

o s

Purdue_NotreDame uSCISI NC17 EvalPartl
team_name
MFC18 EvalPartl 10K 1M
MFC19 EvalPartl 9420 2M
MFC20 EvalPartl 5926 2M
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Provenance Summary

* Provenance filtering (PF) and graph
building (PGB) are a challenging task

* For the MFC20 evaluation, Kitware-

Columbia has the highest performance for .
both PF and PGB

* Important factors given the 6 factorsare .

different between PF and PGB

* Each factor behaves differently between PF
and PGB

« Antiforensic has larger effect on both PF and
PGB performance

 Best system results trend over years

0.8-

0.4-

0.2-

0.0-

Provenance Filtering System Best Team Performance Across Years

USCISI (NC17) Purdue_NotreDa me(MFC18) Kitware_Columbia (MFC19)  Kitware_Columbia (MFC20)
team_name (dt t)

Provenance Graph Building System Best Team Performance Across Years

Purdue_NotreDame (NC17)  Kitware_Columbia (MFC18)  Kitware_Columbia (MFC19) ~ Kitware_Columbia (MFC20)
team_name (datasel)
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dataset
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MFC20 Camera Verification Evaluation Results Deep Dive

Jonathan Fiscus (Co-Pl), Dr. Haiying Guan (Co-Pl), Dr. Yooyoung Lee,
Dr. Amy Yates*, Andrew Delgado, Daniel Zhou, Timothee Kheyrkhah,
Dr. Xiongnan Jin

Multimodal Information Group, *Image Group
Information Access Division
Information Technology Laboratory

National Institute of Standards and Technology (NIST) April 21-25, 2020
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Camera ID Verification Outline

e Task definition

* Evaluation data

* Evaluation metrics
e MFC20 result




Camera ID Verification Task

* Task: Determine if a probe is from a claimed camera fingerprint.
* If relevant, determine where the media regions had content changes.

Training Images/Video(s)

ls the media captured Y

—

by the given camera? N

System input System Output
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Camera ID Verification Evaluation Features

* Objective: how does system perform:
e with limited training resources
* matching sensors cross media modality

* Key features
* Specify training data

e Support cross modality on training and testing data among image, video, and
multimedia

e Support localization task
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MFC20 Camera ID Verification Datasets

 Six datasets:
* 3 training modalities (Image, Video, Multimedia)
2 testing modalities (Image, Video)

Test ___|Train Probe Pair___|Camera _Journal ___

Image 11288 1454
Image Video 9346 88 1411

Multimedia 9346 88 1411

Image /788 35 37
Video Video 767 34 87

Multimedia 767 34 87




Detection System Evaluation Metrics

ROC
100 : ! : : ! : : ! —
* Evaluate the accuracy of a system Qo T
output (e.g., confidence score) 3 S RS NS WS N S S S
e Evaluation metrics § 70| ......... SN -
» ROC (Receiver Operating Characteristic) £ [ <5
 AUC (Area Under Curve) g SOt N N , --------------------------------------------------
* CD (Correct Detection) @ FAR = 0.05 9 1 N N e
* EER (Equal Error Rate) /W --------- -------- ------- @c=068tFAR=1@ ---------
CD@0.05FA | R SN
1o b N N N N ]

LIS

} i | a | | ] |
0 T 10 20 30 40 50 60 70 80 90 100
False Alarm Rate [%]

FAR = 5(%)
0.679533  0.328889
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Holistic vs. Opt In Technologies
- Allowing Systems to Respond When/If Appropriate

* Evaluation challenge:
 Some media forensic systems determine a response should not be returned
* E.g., the video frame size is different with trained model, the image is not with the supported
formats, the pixel is saturated etc.

Probe Status

Processed probe was fully processed

OptOut the system determined a response should not be returned

OptOutLocalization the system, determined a detection response but not a localization response should be returned
NonProcessed A system failure of some kind occurred and will be scored with low probability

* NIST reports:

* Holistic performance measures: score all trials

e Opt In performance measures:
* Trial Response Rate (TRR) — Percent of processed, NonProcessed, and FailedValidation images

* Performance measures excluding opt’d out probes
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Camera ID Verification
Subtask: Train and Test On Image

4/21-25/20



MFC20 EvalPartl Train and Test on Image (Full Data)

Figure: TA1 system MFC20 EP1, All probes (regardless of Opt In)

MFC20-EvalPartl-TestOnlmage-TrainOnlmage None

* 11288 image camera pairs
* 106 cameras models

e 2 teams:

* Binghamton
* SRI-PRNU-TA1

* Highest AUC system:

70 A

60

50 1

Correct Detection Rate [%]

 Team ID: Binghamton S T |
e AUC=0.872

« CD@0.05FA = 0.67

e System ID: p-bingcamfinghdr20 1 o

False Alarm Rate [%]
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MFC20 EvalPartl Train and Test on Image (Opt In)

e ) teams: Figure: TA1 system MFC20 EP1 (Highest Optin)

1 MFC20-EvalPartl-TestOnlmage-TrainOnlmage None
* Binghamton 100 ’ -

* SRI-PRNU-TA1
* Highest AUC system (Optin) :

* Team ID: Binghamton 1
* OptiIn TRR=0.95

* AUC =0.902

* CD@0.05FA =0.698

e System ID: p-bingcamfinghdr20 1

60

50 1

401 —— p-bingcamfinghdr20_1 (trAUC: 0.9, TRR: 0.95)

—+ sriprital_img_camv (trAUC: 0.73, TRR: 0.98)

Correct Detection Rate [%]

30 A

20 A

10 A

0 T . T T T T T T T T T
0 10 20 30 40 50 60 70 80 90 100
False Alarm Rate [%]
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Performance Comparison Across Years
- Camera ID Verification Data Set Summary

 Test on image dataset summary

- MFC18 MFC19 MFC20

Test Train Probe Cam. Jour. Probe Cam. Jour. Probe Cam. Jour.
Pair Pair Pair

1B Image 5275 39 452 8804 73 344 11288 106 1454

Video 3383 25 410 6845 57 802 9346 88 1411

Multimedia 3383 25 410 6845 57 3802 9346 88 1411
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Camera ID Verification Detection: Train and Test on Image
- Team Performance Comparison Across Years (Full Data)

1.0-

0.8-

0.6-

AUC

0.4-

0.2-

0.0-

Camera ID Verification Detection (Image) System Team Performance Comparison Across Years

team_name
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dataset

I MFC18
B VFC19
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Camera ID Verification Detection: Train and Test on Image
- Team Performance Comparison Across Years (Optin)

Camera ID Verification Detection (Image) System Team Performance Comparison Across Years

1.0-

0.8-

0. dataset
[ MFc18
B MFc19

0. B MFc20

0.

0.0-

AUC
03

.h

I\)

\ \
& & S “ & S S I I
S & X o/ S & &
NS N S & N NG
& & & 2 52 S
3 Q (g- S N)
S
team_name
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Camera ID Verification
Subtask: Train and Test On Video
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MFC20 EvalPartl Train and Test On Video

e 767 video camera pairs
* 34 cameras models

e 1 team:
* SRI-PRNU-TA1

* 2 systems:

* Highest AUC =0.689 (Opt In TRR=0.17)
* Highest CD@0.05FA =0.192

* Team ID: SRI-PRNU-TA1

e System ID: sriprital_vid_camv_L2

Figure

100

90 A

80 A

70 1

Correct Detection Rate [%]

30 1

20 1

10 A

0

: TA1 system MFC20 EP1, Opt In (TRR=0.17)

MFC20-EvalPartl-TestOnVideo-TrainOnVideo None

60 -

50 1

40

_____

—e— sriprital_vid_camv_L2 (trAUC: 0.69, TRR: 0.17)
7/
t=r=--t / —+ sriprital_vid_camv_LO (trAUC: 0.58, TRR: 0.17)
1 / — =

0 10 20 30 40 50 60 70 80 90

False Alarm Rate [%]

100

N g National Institute of Standards and Technology / U.S. Department of Commerce




Performance Comparison Across Years
- Camera ID Verification Data Set Summary

* Test on video dataset summary

- MFC18 MFC19 MFC20

Test Train Probe Cam. Jour. Probe Cam. Jour. Probe Cam. Jour.

- Pair Pair Pair

\"J[ST8 I[mage 289 11 67 351 23 81 788 35 87
Video 289 11 67 337 22 81 767 34 87

Multimedia 289 11 67 337 22 31 767 34 87
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Camera ID Verification Detection: Train and Test on Video
- Team Performance Comparison Across Years (Full Data)

Camera ID Verification Detection (Video) System Team Performance Comparison Across Years

1.0-
0.8-
0.6-
dataset
LD) M mMFc18
< B vFc19
B mMFc20
0.4-
0.2-
0.0-
Blnghamton SRI-PRNU-TA1 UNIFI
team_name
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Camera ID Verification Detection: Train and Test on Video
- Team Performance Comparison Across Years (Opt In)

Camera ID Verification Detection (Video) System Team Performance Comparison Across Years

1.0-

0.8-

0.6-
dataset
I MFcC18
B MmFC19
M MFC20

0.

0.2-

0.0-

Blnghamton SRI-PRNU-TA1 UNIFI
team_name

AUC

J}.
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MFC20 Event Verification Evaluation Results Deep Dive

Jonathan Fiscus (Co-Pl), Dr. Haiying Guan (Co-Pl), Dr. Yooyoung Lee,
Dr. Amy Yates*, Andrew Delgado, Daniel Zhou, Timothee Kheyrkhah,
Dr. Xiongnan Jin

Multimodal Information Group, *Image Group
Information Access Division
Information Technology Laboratory

National Institute of Standards and Technology (NIST) April 21-25, 2020
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Event Outline

e Task definition

* Evaluation data

* Evaluation metrics
MFC20 result

N g National Institute of Standards and Technology / U.S. Department o f Commerce




Event Verification Task

» Task: Given a collection of images and videos from the event,
determine if a probe is from the claimed event.

Training Images

4 s the media from Y
S8  oshkosh2011 | =
e Do the given event? N
System
System input Output
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Event Verification Task

* Task: Given a collection of images and videos from the event,
determine if a probe is from the claimed event.

Trammg Images Is the media from Y

) 4 oshkosh2011 the given event? N

o System input System Output

NH National | tute of Standards and Technology / U.S. Department o f Commerce




MFC20 Event Verification Dataset

e 12 Events

* 6 hurricane, 3 air show, and 3 others
hurricane_matthew, hurricane_sandy, hurricane_harvey, hurricane_katrina,
hurricane_Irma, hurricane_ike, oshkosh2011, oshkosh2010, berlin_air_show,
berlin_marathon, chinese_new_year_london_2014, chicago_blizzard 2011.

* Datasets
* Training: about 200 per event
* Testing: about 50 per event

oshkosh2011 oshkosh2010 hurricane katrina  hurricane_ike  berlin_marathon chicago_blizzard_
B 2011
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Event Verification System Performance

° TeSt Data . RN50-sysOut-Dev_MFC_18 MFC_19
e 12 Events %-
* 2K training images 50

* 574 test pairs 0

T

7/
7/
d =3.42)~
Ve
Ve
7/

60 1

* 1 Team: Mayachitra

» Highest AUC = 0.909
* CD@0.05FA =0.533 )

* System ID: RN50-sysOut- 20 lic1 L 0.90, c1 -6, 48 574, NT#: 6314)
Dev_MFC_18 MFC_19

50 1

401 —e— TasklD==['eventverification'] (AUC: 0.91, T#: 574, NT#: 6314)

Correct Detection Rate [%]

10 A

7/
0 T T T T T T T T T
0 10 20 30 40 50 60 70 80 90 100
False Alarm Rate [%]

Figure: MFC20 EP1 Event ROC
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http://0.05FA

Event Verification Detection System
- Team Performance Comparison Across Years

1.0-

0.8-

0.6-

AUC

0.4-

0.2-

0.0-

Event Detection System Team Performance Comparison Across Years

China Lake

Nation
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team_name
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Thank You for Your Attention!

* NIST MediFor Team: medifor-nist@nist.gov

* MediFor Confluence: https://mediforprogram.com

* MediScore Git: https://gitlab.mediforprogram.com/jfiscus/MediScore
* MediBrowser: https://medifor.rankone.io/

* NIST MediFor Data: https://mig.nist.gov/MFC2019/Resources.html
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