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Motivation

* Malicious Face Forgery Applications

»Pornography
» Politics

image source: https://technews.tw/2020/10/25/deepfake-deepnude/
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The Evolution of Content Editing(/%
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LightStage DCGAN StyleGAN
[USC ICT 2015] [Radford et al. 2016] [Karras et al. 2019]
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The Evolution of Content Editing(?/%
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“Emma Stone” “Mohawk hairstyle” “Without makeup” “Cute cat” “Gothic church”

StyleCLIP [Patashnik et al. 2021]
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The Evolution of Content Editing(?/%
6 fcceswap

Faceswap is the leading free and Open Source multi-platform Deepfakes software.

Faceswap

DeepFacelab
& https//arxiv.org/abs/2005.05535

the leading software for creating deepfakes

Video credit: Chris Ume
DeepFacelab and Miles Fisher
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The Evolution of Content Editing(4/%
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Challenges

* The evolution of the deepfake technology is ongoing and
upgrading in a very fast speed.

* The technologies are widely accessible to the public and much
easier to use than before.

Research Center for Information Technology Innovation, Academia Sinica



Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark

* Active Defense
> Adversarial Attack
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Deepfake Detection

« Sample visual cues for detection

Deepfake@FaceForensics++
[RoOssler et al. 2019]

Our method focusing
on blending artifacts

Manipulate

1 ’

Previous methods focusing
on manipulation artifacts

StyleGAN FaceXRay
[Karras et al. 2019] [Li et al. 2020]
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Global Texture Enhancement for Fake Face
Detection In the Wild
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512x512 64x64 512x512 64x64 kernel size 25 std 5
Training set | Testingset | Method | Original% | 8x|% | JPEG% | JPEGS8x]| | Blur% | Noise% | Avg.
StyleGAN | Co-detect | 79.93 +1.34 | 71.80 £ 1.30 | 74.58 =3.25 | 71.25 £1.18 71.39 £1.42 54.09 £245 | 7051
StyleGAN Vs, ResNet 96.73 +3.60 | 85.10 +£6.22 | 96.68 + 3.50 | 8333 £595 | 7948 +8.70 | 8792+ 6.16 | 88.20
Vs, CelebA-HQ | Gram-Net | 99.10 + 1.36 | 95.84 + 1.98 | 99.05 + 1.37 | 92.39 + 2.66 | 94.20 + 5.57 | 9247 +4.52 | 9551
CelebA-HQ PGGAN Co-detect | 71.22 £3.76 | 62.02 +2.86 | 64.08 £ 1.93 | 61.24 +£2.28 | 62.46 + 3.31 4996 +0.28 | 61.83
Vs. ResNet 93.74 £3.03 | 77.75 +£4.82 | 89.35+ 1.50 | 69.35 +£3.25 | 78.06 + 7.57 82.65 +2.37 | 81.82 FITFI F!T F'!
CelebA-HQ | Gram-Net | 98.54 + 1.27 | 82.40 + 6.30 | 94.65 + 3.28 | 79.77 + 6.13 | 91.96 + 4.78 | 88.29 + 3.44 | 89.26 1 1 1 1
PGGAN Co-detect | 91.14 £ 0.61 | 82.94 + 1.03 | 86.00 + 1.70 | 82.46 + 1.06 | 8424 + 093 5477 £ 242 | 80.26 I IT ol
PGGAN vs. ResNet | 97.38 +0.52 | 90.87 + 1.90 | 94.67 £ 1.15 | 89.93 + 1.50 | 97.25+ 087 | 66.60 £ 9.61 | 89.45 G = ( F" F,) Xxn = : .
Vs, CelebA-HQ | Gram-Net | 98.78 + 0.49 | 94.66 = 3.10 | 97.29 + 1.05 | 94.08 + 3.22 | 98.55 +0.92 | 70.32 = 12.04 | 92.28 t J nain .
CelebA-HQ | StyleGAN | Co-detect | 57.30 + 1.62 | 57.41 + 0.85 | 52.90 + 1.67 | 8246 + 1.06 | 57.41+093 | 50.08+0.10 | 51.47 FIT ol FIT ol
Vvs. ResNet 9798 +£ 190 | 87.91 £ 1.01 | 92.03 +4.14 | 8223 +£1.39 | 9479+ 1.32 | 60.89 +7.24 | 85.97 n 1 t n T
CelebA-HQ | Gram-Net | 98.55 + 0.89 | 91.57 +2.95 | 94.28 + 3.67 | 83.64 =343 | 97.05+ 1.04 | 60.07 =732 | 87.52
StyleGAN StyleGAN | Co-detect | 69.73 £ 241 | 67.27 + 1.68 | 67.48 + 2.83 | 64.65 + 1.67 | 64.55 + 1.93 54.66 £ 397 | 64.74
Vs. Vs, ResNet 90.27 £3.05 | 7099+ 1.13 | 89.35+342 | 67.96 + 1.13 | 75.60 + 10.75 | 81.32+5.06 | 81.50
FFHQ FFHQ Gram-Net | 98.96 + 0.51 | 89.22 +4.44 | 98.69 + 0.81 | 87.86 + 342 | 7099 +6.07 | 94.27 +2.12 | 90.00
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Two-branch Recurrent Network for
Isolating Deepfakes in Videos
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CNN-generated images are surprisingly easy to

spot... for now

ProGAN StyleGAN BigGAN IMLE Deepfakes
Training settings Individual test generators Total
Family Name -
: No. Augments Pro- Style- Big- Cycle- Star- Gau- Deep-
Train Input (e —————  GAN GAN GAN GAN GAN GAN CRN IMLE SITD SAN Fake mAP
Blur JPEG
Zhan Cyc-Im CycleGAN RGB - 843 65.7 55.1 100. 992 799 745 906 678 829 532 77.6
cal. .. CyoSpec  CycleGAN Spec - _________S1A 327 796 100. 1. 708 _ 647 713 922 78S 445 732
eﬁ | Auto-Im AutoGAN  RGB - 738  60.1 46.1 99.9 100. 490 825 71.0 80.1 86.7 808 755
Auto-Spec AutoGAN  Spec - 756 686 849 100. 100. 61.0 808 753 89.9  66.1 39.0 76.5
2-class ProGAN RGB 2 v v 98.8 78.3 66.4 88.7 873 874 940 973 852 529 581 813
4-class ProGAN RGB 4 v v 99.8 870 740 93.2 923 941 958 9715 878 585 596 854
8-class ProGAN RGB 8 v v 99.9 942 789 943 919 954 989 994 912 586 638 879
£ O o (RIRORAING . G o0 o o A OR2 ST, TR R PR O R o 0 R LR o SR
Ours No aug ProGAN  RGB 20 100. 96.3 722 84.0 100. 67.0 935 903 962 936 982 90.1
Blur only ProGAN RGB 20 v 100 990 825 90.1 100. 747 66.6  66.7 996 537 951 844
JPEG only ProGAN  RGB 20 v 100 990 878 93.2 918 975 99.0 995 88.7 78.1 88.1 93.0
Blur+JPEG (0.5) ProGAN  RGB 20 v v 100 98.5 88.2 96.8 954 981 989 995 927 639 663 920.8
Blur+JPEG (0.1)  ProGAN RGB 20 i i 100. 996 845 93.5 982 895 982 984 972 705 890 926
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What makes fake images detectable?
Understanding properties that generalize

patch classifier ‘ ]
-
| 3 I
y . 2| %i-|layer1|-|layer2|-|layer3|-|full model
O
, 0O
-
X image input patch classifier
verage
Fake Examples Heatr’r?ap
CelebAHQ ‘
BEEN Architectures FFHQ dataset
i iea Model PGAN SGAN Glow* GMM PGAN SGAN SGAN2
RGN Resnet Layer 1 100.0 97.22 72.80 80.69 99.81 7291  71.81
Xception Block 1~ 100.0  98.68 9548 7621 99.68 81.35  77.40
Cezm**o 4 Xception Block 2 1000 99.99 67.49 91.38 100.0 90.12  90.85
Xception Block 3 [00.0  100.0 7498 80.96 100.0 92.91 91.45
_— Xception Block 4  100.0  99.99  66.79 4282 100.0 95.85  90.62
Xception Block 5 _ 1000__ 1000 _ 6044 4892 1000  93.09 _ 89.08
[2] MesoInceptiond  100.0  97.90  49.72 45.98  98.71  80.57 T1:27
_— [13] Resnet-18 100.0  64.80 47.06 54.69 79.20 51.15 = 52.37
PGAN [6] Xception 100.0  99.75 55.85 40.98 99.94 85.69  74.33
[33] CNN (p=0.1) 100.0  98.41 90.46 50.65 99.95 90.48  85.27
FEHQ [33] CNN (p=0.5) 100.0 97.34 97.32 73.33 99.93 88.98  84.58
StyleGAN2

[Chai et al. 2020]
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Face X-ray for More General Face Forgery Detection

Model Training set Test set AUC
DF  BI | DF  F2F FS NT | FF++
Xception [36] | v - | 9938 75.05 49.13 80.39 | 76.34
| HRNet v - 19926 68.25 39.15 71.39 | 69.51
I background face Face X-ray v - | 99.17 94.14 75.34 93.85 | 90.62

v v [ 9912 97.64 98.00 97.77 | 97.97

F2F  BI | DF F2F FS NT | FF++
- | 87.56 9953 6523 65.90 | 79.55
- | 83.64 9950 56.60 61.26 | 74.71
- 19852 9906 72.69 9149 | 93.41
v 199.03 9931 98.64 98.14 | 98.78

v

v

v

v

ES BI | DF F2F FS NT | FF++
v - [ 70.12 61.70 9936 68.71 | 74.91
v - [ 63.59 64.12 9924 68.89 | 73.96
v - 19377 9229 9920 86.63 | 93.13
v
NT
v

v

v

v

Xception [36]
HRNet

¢ D
Color
: correction

I : foreground face

Face X-ray

-’ Deformation
Ig: background face n. \ & Blur

Xception [36]
HRNet

Initial mask M: final mask

B: face X-ray

wicion Face X-ray

Landmarks of Ip
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~ B ) 2 /! " Xception [36]
CIEIEICEE G EE i
r'] Face X-ray v | 9927 9843 9785 0027 | 9871
m mm | FF++ BI | DF F2F FS  NT | Fht+
- = Xception [30] | = v | 9895 97.86 8929 97.29 | 95.85
v
7

99.10 98.16 99.09 96.66 | 98.25

BI | DF F2F FS NT | FF++
— 193.09 8482 4798 99.50 | 83.42
— | 9405 8726 64.10 98.61 | 86.01

99.14 9843 70.56 9893 | 91.76

99.11 97.42 83.15 98.17 | 94.46
99.17 98.57 98.21 98.13 | 98.52

o == - HRN _
R R ABE | -

[Li et al. 2020]
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Learning Self-Consistency for Deepfake
Detection
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- aC O
S @ 3 Method Backbone Train Set TestSeL(BHC ()
< DF F2F FS NT | FF++

Real
-

s_ MIL [59] Xception FF++ 99.51 9859 9486 97.96 | 97.73
- -~ Fakespotter [56]  ResNet-50  FF++, CD2, DFDC - - - - 98.50
_ ) - XN-avg [45] Xception FF++ 99.38 9953 9936 97.29 | 98.89

{.;. uu .n. -n .- Face Xray [25] ~ HRNet FF++ 99.12 9931 99.09 9927 | 990
S-MIL-T [27] Xception FF++ 99.84 9934 99.61 98.85 | 9941

PCL +12G ResNet-34 FF++ 100.00 99.57 100.00 99.58 | 99.79

fo-l @ || -8

[Zhao et al. 2021]
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Temporal Consistency

e Video Inconsistency between frames

(c) Time: > freeze finetune
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Lips Don't Lie: A Generalisable and Robust

In Ictu Oculi: Exposing Al Generated Fake Face Approach to Face Forgery Detection, CVPR 2021
Videos by Detecting Eye Blinking, WIFS 2018 o i

e Audio-visual inconsistency

pW pW
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Emotions Don't Lie: An Audio-Visual Deepfake loint Audio-Visual Deepfake Detection, ICCV 2021
Detection Method Using Affective Cues, ACMMM



https://arxiv.org/pdf/1806.02877.pdf
https://arxiv.org/pdf/2012.07657.pdf
https://arxiv.org/pdf/2003.06711.pdf

Attributing Fake Images to GANs: Learning and
Analyzing GAN Fingerprints

* Every GAN has its fingerprint.

GAN
Arch A, Data A, Seed A

Fingerprint feature space

Arch A, Data A, Seed B

Arch B, Data B, Seed C

K DY) Py

[Ning et al. 2019]
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark

e Active Defense
> Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Artificial Fingerprinting for Generative Models:
Rooting Deepfake Attribution in Training Data
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[Ning et al. 2021]
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark

* Active Defense
> Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Disrupting Deepfakes: Adversarial Attacks Against
Conditional Image Translation Networks and Facial
Manipulation Systems

Deepfake

Input Image (manipulated image)

Input Image

i ‘ Deepfake
6 * Disruption »
[y

+.007 x

. . . Original Image .
T sign(VgJ(0,2,y)) esign(V::J(O,a:,y)) without Disruption H . g l
“panda” “nematode” “gibbon” :
57.7% confidence 8.2% confidence 99.3 % confidence OvigNiaN Gtk u . . @ B n
. & 3
M {3

[Goodfellow et al. 2015]

Input with
Disruption
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Making Forgeries

Research Center for Information Technology Innovation, Academia Sinica



Traces in images allow us to detect forgery

Correlated traces across images
® Photo-response non uniformity noise
(PRNU)

Correlated traces within images (usually periodic)
® Compression (e.g. blocking)
® Resampling
® Demosaicing

Correlated traces
within images

Research Center for Information Technology Innovation, Academia Sinica



Patch Contrastive Learning

Training Stage Inference Stage
Camera_ ‘A

iiifv’f-"

Input Image

Predicted

Ground Truth

Agglomerative

Clustering '




Learned Patch Embeddings

. We want the patch embeddings to be able to discriminate
between images taken from different cameras as well as
differentiate patches belonging to the same image.

Camera B

P
-"‘ .',‘
Research Center for Information Technology Innovation, Academia Sinica : V,



Some Results

GT Prediction Image Prediction

GT
b

%
E
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Adversarial Defense for Image Classifier

-

* Non-robust features reconstruction.

Squeeze Reconstruct

* Pre-processing based defense.

\ Defense Module

* Qutperform SOTA comparable ( e tedd )
methods.

(a) Great gray (b) Sea anemone (c) Great gray (d) Great gray
owl =999 =999 owl =48.7 owl =98.8

Raw Image Attacked Image JPG Image Recovered Image

Indigo bunting=99.75% Knot=99.99% Indigo bunting=84.18% Indigo bunting=99.72% (e) Hummingbird (f) Green snake = (g) Vine snake = (h) Hummingbird
=85.14 97.7 72.3 =80.43

Bo-Han Kung, Pin-Chun Chen, Yu-Cheng Liu, Jun-Cheng Chen, "Squeeze and Reconstruct: Improved Practical Adversarial Defense using
Paired Image Compression and Reconstruction," IEEE International Conference on Image Processing, September 2021.
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Adversarial Defense for Object Detector

* Vanilla PGD training:

» Imbalance attack (loss dominates)
» Overfitting

* Proposed method:
> Balance the loss of each object amm

Loss

(a) Ground True (b) Vanilla Attack (c) Class-wise Attack

‘ ‘ 160 F 10

4 40t
fl 120}
100}
80}
60 [ a4t
40} :
207 —// ——a———y | |
—¢———0—0—=0—=—9
] ' 8

2 6 8 2 6 8

7 0 4 0 4 0 4
(a) Original image (b) PGD iter (c) PGD iter (d) PGD iter

* Pin-Chun Chen, Bo-Han Kung, Jun-Cheng Chen, "Class-Aware Robust Adversarial Training for Object Detection," IEEE International
Conference on Computer Vision and Pattern Recognition (CVPR), 2021.




Class-aware Adversarial Training

° TOAT ming max|s|| <e L(6,0) = lcls (x4 0,{y},0) + lreg (z+0,{b},0)

° OWAT ming maX”(;”pSEL(@, 0) 222 P (0; + 9, {yz} 9)-|—Z ° [0 (0 + 4, {b,-},e)

1=1"reg

¢ CWAT min@ maXH(SHpSe £C — 0 Zz 1 n; jll cls (Ojv{yj} 0) T l?eg <0j7{b } 0)

—  loss, + loss,, !

i S o

' RS — ’

5 clip ; % 7

1 e ; g #

: m — lossy + loss,, ! : : R
! clip : =

H W HE )

— loss,, + loss, \‘ Object Detector d
clip
"""""""""""""""""""" * [ Weighted ﬁ
e i R Class-wise l
i “J‘ — lossy, + 10ss,qg | e 4
: ‘ clip L b
Object-wise Losses e
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Class-aware Adversarial Training

Algorithm 1 Fast Class-wise Adversarial Training

* Adopt “forfree” method.

Require: dataset D, training epoch N.,, perturbation
bound e, learning rate vy

 7-30 times faster than vanilla | forepoch=1,... N, /m do

2:  for minibatch B ~ D do
methOdS' 3 for iter = 1to m do
4 Compute gradient of loss with respect to ¢
e Better performance on COCO ds — Eqzep [VsLc' (6,2 +6)]
6: Update 6 with momentum stochastic gradient
and PASCAL datasets. . g0 pige — Bocs [VoLo (8,24 8)
attack clean FGSM PGD-10 CWA i 0 0+ g0 2 : ’
Aus  Areg Acs  Areg 9: gpda(tse penprbatlon 0 with gradient
STD 0.451 0.133 0.167 0.030 0.029 0.003 = . i Jgiszgnédﬁ)
MTD! 0.190 0.127 0.146 0.110 0.135 0.082 e SRRk
MTD-fast 0242 0.167 0.182 0.130 0.134 0.077 12: endfor
13:  end for
TOAT-6 0.182 0.120 0.148 0.098 0.123 0.074 wsend for
OWAT 0.211  0.129 0.169 0.100 0.140 0.074 :

CWAT 0.237 0.168 0.189 0.142 0.155 0.092

Researcly Center tor tnforniaiion Technology Innovation, Academia Sinica



Class-aware Adversarial Training

(b) Vanilla Adversarial At- (¢) Multi-task domain at- (d) Object-wise attack
tack tack

TR !a k_ =
'.‘E‘:*‘“"*‘L_-,-'-‘m w#:‘-ﬂwm et = — e 4 S———— —— -
—ﬁ— L R e = s PERE, 53%, fefeceny

(e) No attack; Model: STD (f) Attack: CWA:; Model: STD (g) Attack: CWA; Model: CWAT (h) Attack: DAG: Model: CWAT

Research Center for Information Technology Innovation, Academia Sinica



Naturalistic Physical Adversarial Patch for
Object Detectors

¥ Gradient Update ottt on Victim YOLOv2 YOLOv3 YOLO3tiny YOLOv4 YOLOvdtiny FasterRCNN

7z , PHOurs-YOLOV2 12.06 43.50 32.12 50.56 24.89 52.54
@ 2)Ours-YOLOv3 56.67 34.93 41.46 56.29 37.46 61.78
w (P3) Ours-YOLOv3tiny 31.61 28.81 10.02 65.13 18.61 55.08
PO 0urs-YOLOv4 44.27 56.59 56.61 22.63 50.04 59.42
Generator (F5) Ours-YOLOv4tiny 34.68 37.79 21.69 46.80 8.67 59.97
(P6) Ours-FasterRCNN 28.26 39.05 37.06 51.46 29.06 42.47
(PT) Ours-ensemble! 49.42 35.46 25.29 51.71 18.51 61.28
Gray 72.66 74.17 67.52 66.52 64.74 61.54
r (P8)Random 75.03 73.75 78.91 76.71 75.74 73.00
det White 69.63 74.93 66.45 72.48 59.66 65.40
(79 Adversarial Patches* [42] 2.13 22.51 8.74 12.89 3.25 39.41
(PIOUPC** [19)] 18.62 54.40 63.82 64.21 57.93 61.87

Ttrained on YOLOv2+YOLOv3+4YOLOv4tiny * trained on YOLO ** trained on FasterRCNN

Transformation @ Pre-trained Detector

Yu-Chih-Tuan Hu, Bo-Han Kung, Daniel Stanley Tan, Jun-Cheng Chen, Kai-Lung Hua, Wen-Huang Cheng,
"Naturally Physical Adversarial Patch for Object Detectors," IEEE/CVF International Conference on Computer
Vision (ICCV), October 2021.
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Takeways

* The evolution of the deepfake technologies is fast and requires
more ethical consideration for it.

* Educate the public to less rely on the videos as the evidence.
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