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Disclaimer

* Certain commercial equipment, instruments, software, or materials are
identified in this article in order to specify the experimental procedure
adequately. Such identification is not intended to imply recommendation

or endorsement by NIST, nor is it intended to imply that the equipment,
instruments, software or materials are necessarily the best available for

the purpose.

* The views, opinions and/or findings expressed are those of the author
and should not be interpreted as representing the official views or
policies of the Department of Defense or the U.S. Government.

 All images, graphs, and charts are original works created for DARPA
MediFor as well as other NIST Programs.
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Talk Overview

e Evaluation Driven Research Cycle

e OpenMFC Evaluation Infrastructure Components

e (Qverview

 Public-Facing Infrastructure

e  Website
e Leaderboards

* |nternal Infrastructure

. Indus Framework
e Scoring Code
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Evaluation Infrastructure Overview

Network Partitioning of the Evaluation system
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Public-facing Infrastructure

NIST Actev.

Content Management

== == __| Evaluation
System (CMS) 0O | Adminul

Sponsored by IARPA
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Chllenge: TRECVID, Trackisl AD,Submissons forToa: Frauhofer
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NIST O
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Teams, Licensing
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System Output Uploads

Public Userspace

Emails to Performers,
Admins, Licensing
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Performer, PM, Admin q
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Performer / Admin
Automation Code |AD-EMP
Evaluation Platform

EMP
REST API
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NIST ActEV

OVERVIEW VIDEO

EXAMPLES

Activity Examples

An ACtEV activity is defined to be “one ormq
Activities are annotated by humans usinga s
determineif the activity occurred. Each activ.

» Activity Name - A mnemonic handle fo

« Activity Description - Textual descripti

» Begin time rule definition - The specific

* End time rule definition - The specificar

* Required object type lst - The list of ot
addressed by ACtEV-PC.

For example:
Activity Name Descript

Closing * Descri
o Start:”

o End: Tl

isaclo

areint
© Object

Vehicle_turning left * Descri
Theve

o Start:/

o End:A

resum

NIST FEitf @1

Privacy Policy/Security/Notice/Accessibili
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Content and Access Management

Evaluations~

M  OpenCLIR

Instructions  Register  Signin

Signin

2019'0OpenCross Lingual IR Prize Challenge

Summary

OpenCLIR (Open Cross Lingual Infor
approaches tolocate information in 3
English queries. This capability is one|
and analysis of large volumes of data,
will be able to adapt to new language:
‘The OpenCLIR evaluation was create
more tasks, including domain class

purpose of OpenCLIR s to provide a
IARPA's MATERIAL website for more|

Prizes and Judging Criteri

‘The winning submissions will be detel
baseline score (80% towards winning
‘winning prize). Submissions by partic
willnot be eligible to win.
« First Place Prize on speech doc
« First Place Prize on text docum

Prizes will be awarded in accordance |
countries. More detailed rules regard

Task

Sponsored by IARPA

OpenMFC20

— =

3

Ghiallenge

SignUp

sign In

Media Forensics

OVERVIEW TASKS DATA SCHEDULE LEADERBOARD SUBMISSION RESOURCES CONTACT
RULES
Overview News

The Open Media Forensics Challenge (OpenMFC) is a media forensics evaluation to
facilitate development of systems that can automatically detect and locate
manipulations in imagery (i.e., images and videos).

What

The NIST OpenMFC evaluation is being conducted to examine the performance of
system's accuracy and robustness over diverse datasets collected under controlled

Given a set of Engli d
are relevant to the queries. The langu
development datais released.

How to Participate

To take part in the OpenCLIR Prize C}
‘website and sign the data agreement.
Up" top right. Once the agreement is
download the development data and,

Questions?

Please see NIST's OpenCLIR informa
including the evaluation plan, schedul
question, please send an email to ope

Who

The NIST OpenMFC is open worldwide. We invite all organizations including past
DARPA MediFor Program participants to submit their results using their technologies
to the OpenMFC evaluation server. Participation is free. NIST does not provide funds
to participants.

How

To take part in the OpenMFC evaluation you need to register on this website and
complete the data license to download the data. Once your system is functional you
will be able to upload your outputs to the challenge website and see your results
displayed on the leaderboard.

Evaluation Plan

OpenMFC 2020 Evaluation Plan [Download Link]

Task coordinator

If you have any question, please email to the NIST MFC team: mfc_poc@nist.gov

Upcoming OpenMFC2021
Workshop!

7-9
DEC, 21

Sign up OpenMFC slack for
workshop discussion

Evaluation schedule updated
User Guide for MFC Datasets
New leaderboard launched
[V MRl Dataset details updated

AR 2
pZ: W Picase sign up on OpenSlack
!

{WW OpenMFC Eval Plan updated

Contact Us: mfc_poc@nist.gov.

Privacy Policy/Security/Notice/Accessibility Statement | NIST Disclaimer | Freedom of Information Act | Standard Reference Data Act
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OpenMFC21

Email
new_user@mailer.org
Password
(TY YT Y Y T
Password confirmation
e00000000000

(12 characters minimum with at least one special characi

capital letter and one digit)

Sign up

Log in
Didn't receive unlock instructions?
Didn't receive confirmation instructions?

OpenMFC21

Email
new_user@mailer.org
Password

Log in

Register new account

Forgot your password?

Didn't receive unlock instructions?
Didn't receive confirmation instructions?


https://mfc.nist.gov/

Performer Dashboard

General Participant Interface: e
H o m e D a s h b 0 a r d Please follow the steps below. Green items can be visited at any time. Please use the links below to manage submissions.

1. Create profile UIIA

Image Manipulation Detection and Localization (MFC20) 9
0 Video Manipulation Detection (MFC20)

Video GAN Manipulation Detection (MFC20)

2. Create/Join a site

1. Evaluation Workflow
S ite S & Te a m M a n a ge m e nts A sl A e Image GAN Manipulation Detection and Localization (MFC20)

N

. 5. Register to a track License Agreements
3. Evaluation Tasks & | |
. . 6. Workflow completed! Please use the links below to manage your license agreements.
Submission management o
Sites +/ 'Open MFC2020 Evaluation Registration' for Academia Sinica

4 0 L I C e n S e a g re e m e n t S Academia Sinica CIT) +/ 'Open MFC2020 Data Use Agreement' for Academia Sinica

Teams g

5. Datasets Access

UIIA (Academia Sinica) (T
Please use the links below to view information about avaliable datasets or to

view download options.
OpenMFC Datasets

National Institute of .
N lsr Standards and Technology Contact Us: mfc_poc@nist.gov
AP e AC oo
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Phases, Systems, Submission Management

ler ACtEV Evaluations v Instructions Dashboard Participant) ~

Tracks represent an
evaluation task.
Challenge: TRECVID,

Phases represe nt Stages Of Track(s): AD, Submissions for Team: NIST-TEST
a Track across a time-
period.

Systems represent different
Test System | Phase closed, Submissions Disabled. Phase closed, Submissions Disabled. Phase closed, Submissions Disabled.

system instances/ =
implementations (e.g.

Submission Management

System Name TRECVID TRECVID20 TRECVID21

- - ‘FAIL-smring ] Original FN: 42_zipbomb.zip Qriginal FN: baselineACT_1_AD.tgz
training sets or system [ — [Pl LT

l I Scoring-protocol: ActEV19_AD ~ Scoring-protocol: ActEV19_AD
parameters etc.). Systems R | 1 =
a n d P h a S e S fo r m a IVI at r I X . Test System Il Phase closed, Submissions Disabled. Phase closed, Submissions Disabled. Phase closed, Submissions Disabled.

Type: primary \* i

SmeiSSionS: System ViewSubmission(19749] B
Output to be scored against me.. |

Scoring-protocol: ACtEV19 AD
sequestered test dataset.

Original FN: systemnist.zip

Scoring-protocc \FAIL-sooring

FAlL-scoring Scoring-protocol: ActEV_SDL V2
 Scoring-protocol: ACtEV18_AD | ]
| Al Submissions -
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Submissions

Ul Generation : Submission Form example

Customized evaluation parameters stored as
Json-schemas

Parsed & Validated in Ruby to generate the
HTML & JavaScript interface

Form Features:

Form elements (text input, drop-down list,
multiple selections, etc.)

Conditional forms (mutual exclusions between
form inputs)

12/07-09/21

New Submission

Select submission parameters if applicable. Use the 'Browse' button to select a
file from your computer and upload it to the server by clicking on 'Submit'.

System: test

Evaluation: OpenMFC 2020

Track: Image Manipulation Detection and Localization
Phase: MFC20

Allowed file formats: .url

Dataset
OpenMFC20 Image

Input condition
Image only v
Evaluation protocol

Detection
Localization

Specify Submission URL

Enter URL to fetch ressource from here.

| Back

NIST OpenMFC 2020-2021

>

"type":"object",
"required":[
"Dataset",
"Evaluation Protocol",
"Input Condition"

1
"properties":{
"Dataset":{

"type":"string",

"enum":"nil"

}l
"Evaluation Protocol":{
"type":"array",
"items":{
"enum":[
"Detection",
"Localization"

]

}
Y
"Input Condition":{

"type":"string",

"enum":"nil"

}
}
}
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Submissions, Scoring Runs, Aggregation Runs

Phase —\
System A System N
Submission | ........ Submission

/\

/\
[Scorng®in—]  {EemmERm

12/07-09/21

N

Aggregation Run

[ Phase ]

l

[ System A ]

|

[ Submission ]

[ Aggregation Run]

e System Output is considered a Submission.

* Multiple Scoring Runs can be run against a submission.

* Aggregation Runs can be run against a set of submissions or
scoring-runs, or aggregation-runs.

System A

/

[ SystemN | Submission 1

|
........ [ Submission ] J:

N\

Submission N

[ Aggregation Run]

Aggregation Run

NIST OpenMFC 2020-2021
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Scoring-Run Report

Scoring Run Report

Show Scoring Run Information

Results

QUERY| TRR | SYS_RESPONSE | AUC | EER | FAR_STOP | AUC@FAR | CDR@FAR | CI_LEVEL | AUC_CI_LOWER | AUC_CI_UPPER | AUC_CI_LOWER@FAR |
AUC_CI_UPPER@FAR | CDR_CI_LOWER@FAR | CDR_CI_UPPER@FAR

TaskID == ['manipulation’] | 1.0 | all | 0.616186 | 0.396983 | 0.05 | 0 | 0.071351 | 0.9 | 0.609714 | 0.622467 | 0 | 0 | 0.069902 | 0.072862

NIST ActEV

M  OpenCLIR Dasnbord  lukasdia

Result Report

P— [ iin | m Submison formaton Dowrload hearchive of DET plot 2

NIST ActEV

Scoring Run Report

Scoring Run Report
Resuts p— Scoring Run Information
Resources monitoring report DOCIYPE  QUERYIYPE  NUMBER OF RELEVANT.QUERIES PMSSREL  PFA M| Loy
A Al a6 oss1s8s 0006129 02
M OpenCLIR Dashboard  Iukasiduchenistgoviadmin) = | Al a2 0510810 ooo7s4s 03

Al 22 1000000 0000000 00

All Results
ResultAggregation Run Information

DET Curve (beta: 20)

AllResults

091500 091600 091700 091800 091900 092000  092LC

— oo — cput 2 —opi3 ——opud — oS — cpub

Free GPU Memory (M)

Within a few minutes after
teams make a submission
they can see scores / error-
logs associated for their
submission.

Dashboard  lukas diduch@nistgov(Admin) -

oom
. oATASET.D0CTYPE
6o (& - oEvenr
3 | -+ oEWTen
e | N - (-
N\ e ANALYSISSAI
20w \ / & ANALYSIS<Text
- il
09:15:00 09:16:00 09:17:00 09:18:00 09:19:00 09:20:00 09:21:C |
T o001l odorobroz obs o1 02 o5 1 3 5 1w
s oo RTX 080T o — g G RTX 2088 T g e o
—
Free Memory (Mb).
e
om0 |
o |
- P
{
@ E i

Submission_time

e -
NIST S @ are Contact Us: opencir_poc@nst gov

Contact Us: ActEV-webmaster@nist gov

Privacy Policy/Security/Notice!Accessibilty Statement | NIST Disclaimer | Freedom of Information Act | Standard Reference Data Act

12/07-09/21 NIST OpenMFC 2020-2021

13



Leaderboards

SDL19-scoring-EO

Updated: 2019-11-0120:09:48-0400

» Image Manipulation Detection and Localization:
Leaderboard activity averaged det curves

Image Only (IMDL-10)
IMDL-IO IMDL-IM IGMDL-I0 IGMDL-IM VMD-VO VMD-VM VGMD-VO VGMD-VM
e Image Detection & Localization (Image Only)

- wouo o) weastes: 20201108 210920-050. \/idleo Manipulation Detection:

1BM-MIT-Purdue-Purdue (38! gy

0.999

- Team_Vision-STARK (4071) Vi d eo O n I V M D_VO
= Team _Vision-STARK (3557) | 10 4 y
‘i’] Team_Vision-STARK (3382) entries
- «+++ UCF-UCF-P (3472) .
[
S —— UCF-UCF-P (3104) SUBMISSION TEAM SYSTEM ROC AVERAGE Vi d eo + Meta d ata (V MD-VM )
a - Team Vision-STARK (2694) | paNK | ID SUBMISSION DATE NAME NAME Auc CDR@O.0SFAR | CURVE | OPTIMAL MCC
= ~ - Team_Vision-STARK (2048)
s e ey 1 10 2020-11-05 UIA naive 0616186 | 0.071351
: —— UCF-UCF-P (4060) o g g - H I 1 1 .
g A ISR S TS offcent GAN Manipulation Detection:
£ —- INF-INF_MEVAL (2928)
-+ DIVATE Baseline-RC3D (17¢ | 2 1 2020-08-25 test_team | sys_test | 0.494036 | 0.049217
— NIST-TEST-NIST Test (1790) 16:01:19.003691-04:00 I m age O n Iy ( IG M D‘IO)
0.20 ‘Select Activity Type Processing Time Limit ‘Submission Filter DataSe'
Showing 1 to 2 of 2 entries H
e P e e Video Only (VGMD-VO)
0.10
Download CSV]
0.05 4——— Plots
0.01 0.02 Rank | Team Name
Upaated:
1 cmuoA 26095 2021.0819 ur £ 0aaac
Aggregated ROC Curves
: [ dvemen | wwmez | onofSRU
SDL19-scoring-IR -
show| 10 ~|entries 90 1
7 umcw 25576 20710712 momuT 04927
SUBMESSION 8 Purdue 25782 2021.07:29 Purdue 0404z
a4 T BT T T 0 |
- 8 UMD 3666
2 UMD 1907 ‘L\D‘ 70 -
3 uMD 2074 o
©
o mem s P . B
Scores Exploration c
3 ucF 3472 ‘Submission Label 10 Performance g
. O 501
6 ucF 3104 Submissiond  + @
3
09 ©
7 INF 3276 ‘Threshold Measure [a] 40
3 ueF 4080 nAUDC@O.2tfa - 081 S
~C g
9 NIST-TEST 1790 Graphics Settings 07 lo- 30 1
Fine - S o
E 0.6
g
8 05
H ~
©o04 10
3
3
E)
0 T T T T T T T T T
02 0 10 20 30 40 50 60 70 80 90 100
o ~ False Alarm Rate [%]
0 |
001 002 005 01 02 05 10

Time-based False Alarm
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System-Output Submission Automation: Indus

12/07-09/21

Prerequisite: Obtain SCP-
only jailkit account &

propagate passphrase

Site Submission

Submission
Helper

Archive

(SA)

Status Check
& Display
On
“Report

Research Site

Do e e e S e e e e e e e e e e e e e e e e e e

Participant
Account

uploads
SA

= <3
scp X |
upload 8
o < B
= |
i)
> |
)
N
scp
download
1
1
X downloads
: RA
1
1
-
I .
ey control.nist.gov
|
1
1
1
| —
' Firewall

Internet . (NIST public)

S Downloader
download JobRunner_Caller Queue
(using ssh) . i
Dispatcher (multiple compute nodes)
omputatio ODbR er Job
postDiIspa e elpe
Status:
“Downloaded and Awaiting
scp Processing”
upload
» Status:
scp Starting Processing B
upload
scp. Status: L
upload | “Uncompressed”
scp Status: l/
upload  Validated”
4
4
. 4
scp ”SStatys. - ‘/ ,/' Once authorized
upload coring 4 to release
Status: l/ (manual or
scp : / .
upload “Scored” // automatic process)
4
4
sC Status: ! Release” JobR er Job
upl Z “Pending Release K
ploa Approval”
5 postDIspa s elpe
sep Status:
upload “Uploading Report”
e |
- Results
el Archive (RA)
scp » Status: " .
upload } Report Uploaded Scorlng Server (N'ST)
Firewall
(NIST internal)

NIST OpenMFC 2020-2021
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IndusR Backend

Software overview

NIST Firewall

* IndusR is a Ruby command line tool for running
pipeline jobs in concurrent and distributed
environments.

* Each pipeline is defined by the user's environment,
config file and associated set of scripts. The config file
is used to fully describe the pipeline parameters, which
includes server setup, sequence of steps with their
respective scripts and associated hooks and hook
parameters.

12/07-09/21 NIST OpenMFC 2020-2021

MIG OpenStack Cluster

OpenStack Instance

IndusR
10-DAEMON

IndusR
DISPATCHER

Scoring Pipeline

=

IndusR

Userland Scripts:
Scoring Code  :
WORKER POOL (MP) aggregation Code :

N

Analysis

EMPM DE:

REST API

{

&

»

xnalysis
Backend

»~
Scoring
Database
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IndusR: Configuration Driven

Pipeline Config File :

evalid: MFCBackend
redis: "redis://localhost:6379"

dispatch_type:

eval root_dir:

scoring run

IENV INDUS_BE_EVAL_ROOT DIR

io_interval: 45 # seconds

pipeline:

setup: step_setup.sh

download: step_download.sh

uncompress: step_uncompress.sh

validate:
detscore:

locscore:

updatedb:

hooks: [..]
[paths..]

12/07-09/21

step_validate.
step_detscore.
step_locscore.

step_updatedb.

sh
sh
sh
sh

Additional Scoring Pipeline Hooks :

IO Hooks
* RSYNC/SSH: push, pull

e REST API: push, pull, +complex query for pull

POST step success/fail Hooks

* bind a script to execute based on step

condition.

Configurable Log-scrubbing

* Define scripts filtering out sensitive

information and excessive detail.

NIST OpenMFC 2020-2021

17



IndusR Components

* |/O process: automatically retrieve and
upload submissions/scoring- and
aggregation-runs/status/results between
WebUI and Scoring Cluster either via SSL or
REST API.

* Dispatcher process: gueue incoming runs

Front End Dispatcher

4,
distribute them

3. pick up
new
submissions

9. push 1. pull
results & logs | submissions

* Worker processes: Execute single step of a
o s 6. get results step-sequence expressed as a scqring— or
. results & logs aggregation pipeline running against the
e performers submission. Workers can be
FlleSystem bound to individual steps.

R ——— N

* Redis: Key-value store to synchronize
application state across all
distributed/parallel processes.

e Scripts: Userland scripts written by
evaluators.

12/07-09/21 NIST OpenMFC 2020-2021 18



OpenMFC Implementation

Scoring Pipeline Implementation: MIG OpenStack Cluster

OpenStack Instance

* One scoring pipeline handles all eval Tracks

* One aggregation pipeline handles all Leaderboards = @_"—’h Mg [</>] S ;

IndusR IndusR Userland Scripts:
IO-DAEMON  DISPATCHER IndusR Scoring Code

WORKER POOL (MP :
Scoring Pipeline (MP) aggregation Code

Configuration Driven mainly through Database: ' '
* Database stores g
 Track configuration ey o 3 st ane
* Track scores e ¥ i
* Leaderboards can use Database for aggregation or rra— e e
as a source for complex analysis online and offline. el B ey

rec eval_ref_suffix

° Ad va nt a ge S: p /0| @ created_at ‘\ sec validation_path

aec validation_index_suffix

e Adding new tasks and datasets quickly to the CCI— 1
evaluation logic is straight-forward. ool i [
» Database w/ Scores can be hosted anywhere. “m"’m o"‘
* Disadvantages Qo © vt o

e Advanced setup.

12/07-09/21 NIST OpenMFC 2020-2021




Conclusion

As an independent Scoring Entity we are providing
* Fair comparison of systems performance across community peers
e Standardized metrics against sequestered Dataset(s)

Our Evaluation Infrastructure is
* Providing all essential evaluation resources online
* Facilitating and managing scoring process within eval-constraints
* Providing tracking of progress across different modalities
* Providing scoring computation resources (for open evaluations)

Leaderboard based evaluation cycle enables rapid R&D
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Questions?

OpenMFC team: mfc_poc@nist.gov

NIST OpenMFC 2020-2021
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Thank You!

NIST OpenMFC 2020-2021
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