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Recent Development of Generative Al(1/3)

* Large generative Al models for image/video, audio, text make it possible
for machines to write, draw, and create credible and amazing content.

The blessings of scale
Al training runs, estimated computing resources used
Floating-point operations, selected systems, by type, log scale
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Sources: "Compute trends across three eras of machine

learning”, by ). Sevilla et al,, arXiv, 2022; Our World in Data

Quick learners

The speed at which artificial intelligence models master benchmarks and surpass human baselines
is accelerating. But they often fall short in the real world.

Benchmarks
MNIST (handwriting recognition) @ SQUAD 1.1 (reading comprehension)
Switchboard (speech recognition) ® SQuAD 2.0 (reading comprehension)
@ ImageNet (image recognition) @ GLUE (language understanding)
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Recent Development of Generative Al(%/3)

The Generative Al Application Landscape
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Microsoft X-CLIP
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Cited from https://www.sequoiacap.com/article/generative-ai-a-creative-new-
world/?fbclid=IwAR2GNyKNoEc_pv1TMjhUw2C7QluylZnvnvOHIW2kD080wqwXV3L3zL-14Sk
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Recent Development of Generative Al3/3)

* ChatGPT:

Could you help me write a professional article about Forensics?

Sure, I'd be happy to help. Forensics is the application of scientific techniques and
methods to investigate criminal activity and answer legal questions. It is a crucial part
of the criminal justice system, as it allows investigators to gather and analyze evidence

in order to solve crimes and bring perpetrators to justice.

There are many different areas of forensics, including forensic anthropology, which
involves the study of human remains to determine things like the cause of death and
the identity of the victim; forensic pathology, which focuses on the examination of
tissues and organs to determine the cause of death; and forensic psychology, which
involves the study of the mind and behavior to help understand why a crime was
committed.

Forensic scientists use a variety of tools and techniques to gather and analyze evidence.

These can include DNA analysis, fingerprinting, and ballistics, as well as more
specialized methods like trace evidence analysis, which looks at things like fibers, hairs,

and paint to help link suspects to a crime scene.

https://openai.com/blog/chatgpt/

PU

Could you help write a rap about Forensics? i
Sure, here's a short rap about forensics:

Verse 1:

I'm the master of the crime scene,

| gather evidence that's unseen.
I analyze the clues with precision,
To solve the case with expert decision.

Chorus:

Forensics, forensics,

I'm the one who cracks the case.
Forensics, forensics,

| bring the truth to light.

Verse 2:

From fingerprints to DNA,

| use the latest technology every day.
| piece together the puzzle,

To find the culprit and the motive.

Chorus:

Forensics, forensics,

I'm the one who cracks the case.
Forensics, forensics,

| bring the truth to light.

Could you help me debug the following code?

for(inti=0;i < 10;i++) {
printf("%ed\n",i)

Sure, I'd be happy to help. It looks like you have a syntax error in your code. The issue is
that you are missing a semicolon at the end of the “printf" statement.

The correct code should look like this:

for(int 1 = 8; 1 < 18; iw) {

printf("%d\n",i);

This will print out the numbers from 0 to 9, with each number on a new line.

To debug this code, you can use a technigue called "stepping through* the code. This
means going through the code line by line, checking the values of variables and
making sure that each line is executing as expected.

Research Center for Information Technology Innovation, Academia Sinica



Motivation

At first glance, Keenan Ramsey might seem like a normal person
on LinkedIn.

* Malicious Face Forgery Applications

Keenan Ramsey -3 [5] ringcentra

O r n O r a Growth Specialist at RingCentral | Messaging. Video. Phone. o
Together. | Everything you need in one beautiful App u New York University
Burlingame, California, United States - Contact info
369 connections

> Politics e

But certain details in her photo stood out to Stanford researcher
Renée DiResta:

Centered eyes
Eyes are centered exactly in
the middle of the photo.

E

Vague background

Background s blurred out and
doesn't look like anything in
particular

Missing earring ”
Typically, someone might wear [ . Hair strands

matching earrings for a Some of the hair seems to blur

professional headshot

nto the backgro
strands appeared to DiResta to
disappear and then reappear.

image source: https://technews.tw/2020/10/25/deepfake-deepnude/
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The Evolution of Content Editing

Generated images

“Generative Adversarial Network”
(GANSs)

\ Generated
vs Real

IR -7"", (classifier)

Real photos

[Goodfellow, Pouget-Abadie, Mirza, Xu,
Warde-Farley, Ozair, Courville, Bengio 2014]

Slide Credit: Prof. Philip Isola, MIT
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The Evolution of Content Editing

2018

Latent z € Z Latent z € Z . Noise
Synthesis network g

| Normalize |

Fully-connected

Conv 3%3
PixelNorm

4x4

2
Upsample

[ Conv3x3 |

8x8

(a) Traditional (b) Style-based generator

LightStage DCGAN StyleGAN
[USC ICT 2015] [Radford et al. 2016] [Karras et al. 2019]
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The Evolution of Content Editing
¢ foceswap

Faceswap is the leading free and Open Source multi-platform Deepfakes software.

Faceswap

DeepFacelab
B hitps//arxiv.org/abs/2005.05535

the leading software for creating deepfakes

LTI

Hollywood
FaceApp

<A NvibDlA

== Video credit: Chris Ume
DeepFacelLab and Miles Fisher
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K source
keypoints { xg }
& Jacobians { /5 }

K driving
keypoints { xq }
& Jacobians { /4 }

The Evolution of Content Editing
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(a) Original video

Face-Vid2Vid [Wang et al. 2021]

Color + Density

\ Ray 1

Output

(b) Compressed videos at the same bit-rate
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StyleGAN3
[Karras et al. 2021]

Novel viewpoint video




Image-Text Alignment
CLIP and ALIGN

- Advantage of alignment training m

» Machine has more understanding of images through
detailed captions
» Embeddings share similar semantic are close in latent
space
¥ Good zero-shot performance

Image Encoder

Caption Encoder

A dog sitting on a sofa.
A dog looking at the camera.

Research Center for Information Technology Innovation, Academia Sinica




The Evolution of Content Editing

| Lpyp("surprised”,) l

c g |

Mr j

StyleGAN

“Emma Stone™ “Mohawk hairstyle” “Without makeup” “Cute cat”

StyleCLIP [Patashnik et al. 2021]
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Denoising Diffusion Probabilistic Model

pexf1|xt
Oy O @ ~Op

Xt|Xt 1)
T
Q(Xf|Xf_1) = N(Xt \/ 1 — ,.."’J—’,xt_l, BfI) :> Q(xl:T|XU) — H Q(xf|xf—l)
p(xy) = N(x7:0,1) T
p@(xt—l‘xt) — N(Xt—15 HQ(XE t),, ngI) |:> pQ(XQ:T) = p(XT) Hpg(xt_l ‘Xt)
Learned Model (U-Net) t=1

Diffusion model: 1. Better mode coverage/diversity
2. Higher quality samples
3. Slower sampling

https://cvpr2022-tutorial-diffusion-models.github.io/

Research Center for Information Technology Innovation, Academia Sinica

12



Text-to-image Models
DALL-E 2, Imagen, Stable Diffusion

Gradually diffuse

Denoising

Auto
Encoder

Ramesh et al. Hierarchical Text-Conditional Image Generation with CLIP Latents, OpenAl, 2022

Saharia, Photorealistic Text-to-Image Diffusion Models with Deep Language Understanding, Google, 2022
https://stability.ai/blog/stable-diffusion-announcement, Stability Al, 2022

Research Center for Information Technology Innovation, Academia Sinica


https://stability.ai/blog/stable-diffusion-announcement

Text-to-image Models
DALL-E 2, Imagen, Stable Diffusion

Pretrained
Alignment

A women with short blond

hair and sunglasses
model,

Text model

Critical steps, inject caption info

— — Denoising

Auto
Encoder

Gradually denoise

Ramesh et al. Hierarchical Text-Conditional Image Generation with CLIP Latents, OpenAl, 2022
Saharia, Photorealistic Text-to-Image Diffusion Models with Deep Language Understanding, Google, 2022
https://stability.ai/blog/stable-diffusion-announcement, Stability Al, 2022
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https://stability.ai/blog/stable-diffusion-announcement

DALL -E 2

From OpenAl

Vibran oraitpinting of Salvador Dl witharbosc hlf e  shibe i weering et and back reneck
_ - CLIP objective -~ B img
encoder
“a corgi
playing a
flame _| T

throwing
trumpet”

an espresso machine that makes coffee from human souls, artstation  panda mad scientist mixing sparkling chemicals, artstation

[l N NN

prior decoder

a propaganda poster depicting a cat dressed as french emperor

a dolphin in an astronaut suit on saturn, artstation " y
napoleon holding a piece of cheese
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Imagen

From Google

Text “A Golden Retriever dog wearing a blue
* checkered beret and red dotted turtleneck.”

Frozen Text Encoder

Intricate origami of a fox and a unicorn in a snowy
forest.

Text Embedding
A4

Text-to-Image
Diffusion Model

64 x 64 Image

\

Super-Resolution
Diffusion Model

A transparent sculpture of a duck made out of glass. A raccoon wearing cowboy hat and black leather A bucket bag made of blue suede. The bag is dec-
jacket is behind the backyard window. Rain droplets orated with intricate golden paisley patterns. The
on the windo handle of the bag is made of rubies and pearls.

256 x 256 Image

Y

Super-Resolution
Diffusion Model

l

1024 x 1024 Image

Three spheres made of glass falling into ocean. Water Vines in the shape of text 'Imagen’ with flowers and A strawberry splashing in the coffee in a mug under

is splashing. Sun is setting. butterflies bursting out of an old TV. the starry sky.

Saharia et al.,

Google, 2022

23

Photorealistic Text-to-Image Diffusion Models with Deep Language Understanding

Research Center for Information Technology Innovation, Academia Sinica




Stable Diffusion
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. Diffusion Process Eema"tiq i , ‘AT \
Ma ) . (" LATENT ETEN s
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Repres '
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“An oil painting
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2 |Zr-1
Pixel Space, g

v A
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hitps://stability.ai/blog/stable-diffusion-announcement, Stability Al, 2022
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DreamBooth: Fine Tuning Text-to-Image Diffusion Models
for Subject-Driven Generation

~Tuni Inference
it Fine-Tuning utput
Images (~3-5) + IUnquue
subject’s class name identifier
"A (V] dog in
"V the beach”
3 - ‘ DreamBooth -» = =
B "A (V] dog
wadking on a -»>
- Y, colorful corpet”
Pretraind Personalized
Text-to-Image Text-to-Image
» e model model
ot Mt. Fuji on top of enow with Eiffeld Tower

Ruiz, Nataniel, Yuanzhen Li, Varun Jampani, Yael Pritch, Michael Rubinstein, and Kfir Aberman. "Dreambooth: Fine tuning text-to-
image diffusion models for subject-driven generation." arXiv preprint arXiv:2208.12242 (2022).

Research Center for Information Technology Innovation, Academia Sinica ' 18




Text-to-Video
Imagen Video (Google), Phenaki (Google), Make-a-Video (Meta)

imagen Video

Imagen Video

A bunch of autumn A clear wine glass with A giraffe underneath a A panda taking a selfie
leaves falling on a turquoise-colored microwave.

calm lake to form the waves inside it.

text ‘Imagen Video’

Smooth

Video credit: https://imagen.research.google/video/

Ho, Jonathan, William Chan, Chitwan Saharia, Jay Whang, Ruigi Gao, Alexey Gritsenko, Diederik P. Kingma et al. "Imagen video: High definition video generation
with diffusion models." arXiv preprint arXiv:2210.02303 (2022).

Villegas, Ruben, Mohammad Babaeizadeh, Pieter-Jan Kindermans, Hernan Moraldo, Han Zhang, Mohammad Taghi Saffar, Santiago Castro, Julius Kunze, and
Dumitru Erhan. "Phenaki: Variable length video generation from open domain textual description." arXiv preprint arXiv:2210.02399 (2022).

Singer, U., Polyak, A., Hayes, T., Yin, X., An, J., Zhang, S., Hu, Q., Yang, H., Ashual, O., Gafni, O. and Parikh, D., 2022. Make-a-video: Text-to-video generation
without text-video data. arXiv preprint arXiv:2209.14792.

Research Center for Information Technology Innovation, Academia Sinica : ) 19




Challenges

* The evolution of the deepfake technology is ongoing and
upgrading in a very fast speed.

* The technologies are widely accessible to the public and much
easier to use than before.

Research Center for Information Technology Innovation, Academia Sinica
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Common Deepfake Manipulation

RGB-Input

Transfer

DeepFakes FaceSwap Facial Reenactment Face2Face NeuralTextures

Research Center for Information Technology Innovation, Academia Sinica

22



Deepfake Detection

« Sample visual cues for detection

Bk . T Irregular Pupil Shape
StyleGAN [Hui et al. 2022] Deepfake@FaceForensics++
[Karras et al. 2019] [ROssler et al. 2019]

Our method focusing
on blending artifacts

Manipulate

1

Previous methods focusing
on manipulation artifacts

StyleGAN FacexXRay e e Yy
[Karras et al. 2019] [Li et al. 2020] Deep Rhythm

Research Center for Information Technology Innovation, Academia Sinica ‘ ‘\Q’ 23



Deepfake Detection

* Train a binary classifier to distinguish real images from fake

ones.
\
N REAL
\ d
\
\
e — " A A \ ..
%% A A \\
S
DCNN model EAKE .

Feature Extraction
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Global Texture Enhancement for Fake Face
Detection In the Wild

AUOD £X¢

a1 AUOD £XE

o AUOD £Xx¢
26 TAUGD TXE

AUOD £X¢

induj

216G "AUOD £XE

821 AUOD EXE
821 AUOO £X¢

512x512  64x64 512x512  64x64  kernel size 25 std 5
Training set | Testingset | Method | Original% | 8x|% | JPEG% | JPEGSx] | Blur % | Noise% | Avg.
StyleGAN | Co-detect | 79.93 + 1.34 | 71.80 + 1.30 | 74.58 =325 | 71.25£1.18 | 7139£1.42 | 54.09+245 | 7051
StyleGAN vs. ResNet | 96.73 £ 3.60 | 85.10 £6.22 | 96.68 + 3.50 | 83.33 £595 | 7948 £8.70 | 87.92+6.16 | 8820
vs. CelebA-HQ | Gram-Net | 99.10 + 1.36 | 95.84 + 1.98 | 99.05 + 1.37 | 92.39 = 2.66 | 94.20 + 557 | 92.47 + 452 | 9551
CelebA-HQ | PGGAN | Co-detect | 7122 +3.76 | 62.02£2.86 | 64.08 = 1.93 | 61.24 £2.28 | 6246 +331 | 49.96+028 | 61.83
vs. ResNet | 9374 +3.03 | 77.75 £ 4.82 | 8935+ 1.50 | 69.35 £3.25 | 78.06+7.57 | 8265+237 | 81.82 " rIT ol IT 1 7
CelebA-HQ | Gram-Net | 98.54 + 1.27 | 82.40 + 6.30 | 94.65 + 3.28 | 79.77 = 6.13 | 91.96 + 4.78 | 8829 + 3.44 | 89.26 F 1 F 1 F 1  ud
PGGAN | Co-detect | 91.14 £ 0.61 | 82.94 = 1.03 | 86.00 + 1.70 | 82.46 + 1.06 | 8424+ 093 | 54.77+242 | 80.26 I IT rl
PGGAN vs. ResNet | 97.38 +0.52 | 90.87 £ 1.90 | 94.67 = 115 | 89.93 £ 1.50 | 97.25+ 087 | 66.60 £9.61 | 89.45 G = ( F' Fe )n xn = : .
vs. CelebA-HQ | Gram-Net | 98.78 + 0.49 | 94.66 = 3.10 | 97.29 = 105 | 94.08 + 3.22 | 98.55+0.92 | 7032+ 12.04 | 92.28 LI .
CelebA-HQ | StyleGAN | Co-detect | 57.30 + 1.62 | 57.41 £0.85 | 52.90 = 1.67 | 82.46 + 1.06 | 57.41 +093 | 5008 £0.10 | 51.47 FITRL ... FITR
vs. ResNet | 97.98 4 1.90 | 87.91+ 1.01 | 9203+ 4.14 | 8223 +£1.39 | 9479+ 132 | 60.89 +7.24 | 85.97 n 41 n n
CelebA-HQ | Gram-Net | 98.55 + 0.89 | 91.57 +2.95 | 94.28 + 3.67 | 83.64 +3.43 | 97.05+ 1.04 | 60.07 +7.32 | 87.52 - -
StyleGAN | StyleGAN | Co-detect | 69.73 £ 241 | 67.27+ 1.68 | 67.48 + 2.83 | 64.65+ 1.67 | 64.55+ 193 | 54.66+397 | 64.74
vs. vs. ResNet | 9027 +3.05 | 70.99 + 1.13 | 8935+ 3.42 | 67.96 + 1.13 | 75.60 + 10.75 | 81.32+5.06 | 81.50
FFHQ FFHQ | Gram-Net | 98.96 + 0.51 | §9.22 + 4.44 | 98.69 = 0.81 | 87.86 =342 | 70.99 +6.07 | 9427 +2.12 | 90.00

[Liu et al. 2020]
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Two-branch Recurrent Network for Isolating Deepfakes in
Videos
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[Masi et al. 2020]
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What makes fake images detectable? Understanding
properties that generalize

Handling 2D Deepfakes (Patch-Forensics)

Eiﬂ-* bl |=+ - b2 -»fjj

Train\Test DF FF FS NT I ; .
nput 1

| \
Comv2d @ - m ..5].. Com2d @ .
Deepfake (DF) 0990 0.698 0524 0.738 Com2d o .

Face2Face (FF) 0.627 0991 0547 0.964 lg [.]

FaceSwap (FS)  0.595  0.575 0953 0496 .....
-

=

14

block 1 block 2block 3 output

Chai, Lucy, David Bau, Ser-Nam Lim, and Phillip Isola. "What makes fake images detectable? understanding properties that generalize."
In European conference on computer vision, pp. 103-120. Springer, Cham, 2020.

NeuralTexture Deep

- -
s (NT) 0.623 0938 0.533 0.982 fakes

Research Center for Information Technology Innovation, Academia Sinica
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Learning Self-Consistency for Deepfake Detection

W'
Fuse
&
g H Pairwi H Upsample
HIER anvise | — y
-“g Similarity
o

‘9} ey
4. Consistency
Volume

Visualization

em—————————

N _.\_,; Real o Fake |
e

Predicted Predicted Predicted

Predicted

Deepfake Deepfake Real Image Real Image

s 3 eal Region Map : -

) & 3 Method Backbone Train Set Test Set (AUC (%))
, = DF  F2F  FS NT | FF++
b a T ; MIL [59] Xception FF++ 99.51 98.59 9486 97.96 | 97.73
3 < . Fakespotter [50]  ResNet-50  FF+4+, CD2, DFDC - - - - 98.50
: | - XN-avg [45] Xception FF++ 9938 9953 9936 97.29 | 98.89
A | " Face X-ray [25] HRNet FF++ 9912 99.3] 99.09 9927 | 9920
-~ i ' S-MIL-T [27] Xception FF++ 9984 9934 9961 08.85 | 9941
PCL + I2G ResNet-34 FF++ 100.00 99,57 100,00 99,58 [ 99.79

Soelle || <8 |

[Zhao et al. 2021]

B
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Face X-ray for More General Face Forgery Detection

Ig: background face

Ip: background face

o Nearest

3 D
- Color
correction
i ]
v “es

I : foreground face

Deformation
& Blur

» Q

Landmarks of I

Initial mask M: final mask

Groundtruth Prediction Input Groundtruth Prediction

| "
flolos 0 0l 0 &
e o3 o o [alcle
Jal0oelools/clo
Eloolg o u[gc o
oan

B: face X-ray

[Li et al. 2020]
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Model Training set Test set AUC
DF  BI | DF F2F FS NT | FF++
Xception [36] v — | 9938 75.05 49.13 80.39 | 76.34
HRNet v - | 9926 68.25 39.15 71.39 | 69.51
Face X-ray v — | 99.17 94.14 7534 93.85 | 90.62
v v 9912 97.64 98.00 97.77 | 97.97
F2F  BI | DF F2F FS NT | FF++
Xception [36] v — | 87.56 9953 65.23 65.90 | 79.55
HRNet v — | 83.64 9950 56.60 61.26 | 74.71
Face X-ray v — | 9852 99.06 72.69 91.49 | 9341
v v 199.03 9931 98.64 98.14 | 98.78
FS BI | DF  F2F FS NT | FF++
Xception [36] v - 17012 61.70 9936 68.71 | 74.91
HRNet v - [ 6359 64.12 9924 68.89 | 73.96
Face X-ray v — | 93.77 9229 9920 86.63 | 93.13
v v 19910 98.16 9909 96.66 | 98.25
NT BI | DF  F2F FS NT | FF++
Xception [36] v — | 93.09 84.82 4798 99.50 | 83.42
HRNet v - | 94.05 87.26 64.10 98.61 | 86.01
Face X-ray v - | 99.14 9843 70.56 98.93 | 91.76
v v 19927 9843 9785 9927 | 98.71
FF++ BI | DF  F2F FS NT | FF++
Xception [36] - v | 9895 97.86 89.29 97.29 | 95.85
HRNet - v 1 99.11 9742 83.15 98.17 | 94.46
Face X-ray - v 9917 98.57 98.21 98.13 | 98.52
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Temporal Consistency(/2

e Video Inconsistency between frames

In Ictu Oculi: Exposing Al Generated Fake Face
Videos by Detecting Eye Blinking, WIFS 2018

e Audio-visual inconsistency

PRI I[N

SNTmm

Emotions Don't Lie: An Audio-Visual Deepfake

freeze finetune

REAL/
FAKE

8uljood |esodws)
Jayissep) Jeaun

video clip with aligned grayscale feature extractor 512-D embeddings temporal network
landmarks mouth crops pretrained on lipreading  (one per frame) pretrained on lipreading

Lips Don't Lie: A Generalisable and Robust Approach

Detection Method Using Affective Cues, ACMMM 2020

to Face Forgery Detection, CVPR 2021

rY ™
p]" pf P ’ pY e
[ose e a1 | [a]

Visual | | Audio : o
72, € He Wi TECE | ([T CE e Wl use ‘ [T¢.CE. 1)

Stream | | Stream
\ : ; : = |
*"W‘iw‘"l‘ “W' - |[TE e Hy W] [T, ¢¢.1) (75,65, Hy, Wi e Jo ent |- rg.cg)

Video frames  Raw waveforms

(@ ®) ©

Joint Audio-Visual Deepfake Detection, ICCV 2021
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Temporal Consistency(?/2

layer output size
Real MLP convi | Sx1Ix1,64.stride 1, 1,1 | 64x32x224x224
Stage 1: Representation Learning Stage 2: Face Forgery Detection /Fake Head pool; 155 max, stride 1, 4, 4 256% 32 % 56% 56
| [ 1x1x1,64 7
real video L 1akevldeo supervised head resa Ix1x1,64 %3 256x32x56x56
e et Temporal Transformer Encoder Ix1x1,256
’ i s poola 2% 1 * 1 max, ‘;Irldc 2, 1.1 256 16 x 5656
L e Mol ™+ e O = [ 1x1x1.128
JL O o Position i ' ' ress ?i:z: ;?g x4 512x16x28x28
X LY hmbeddmg L ’ -
S O S *Extra learnable 1x1x1,256

Hadbong ‘ T auxnhavy head class embedding Linear Projection of Temporal Features resy Ix1x1,256 | x6 1024 x 16x 14x 14
% padn 1x1x1,1024
real video frozen gradient | I | I
EMA HEMA nnmn exponential Ix1x1,512
| m LJ [ ----------- EMA i Features at - ress Ix1x1,512 | x3 2048 x 16xTx7
MJ' ' different time Ix1x1, 2048
t=1 t=2 t=3 t=N spatial-related average pool 2048x 16x 1x1

Leveraging Real Talking Faces via Self-Supervision for Exploring Temporal Coherence for More General Video

Robust Forgery Detection. CVPR 2022 Face Forgery Detection, ICCV 2021
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CNN-generated images are surprisingly easy to spot... for now

o
=
v
=
=
s
-
b

ProGAN StyleGAN BigGAN CycleGAN StarGAN GauGAN CRN IMLE SITD Super-res. Deepfakes

Training settings Individual test generators Total
Family Name . No. Augments  Pro- Style- Big- Cycle- Star-  Gau- Deep-
Train  Input (e e N GAN  GAN  GAN OAN Gan CRN IMLE SITD SAN P maP
Blur JPEG
Zhang Cye-Im CycleGAN RGB - 843 657 551 100 992 799 745 906 678 829 532 776
ctal .- CyeSpec CycleGAN  Spec - ____ 514 527 796 100 _ 100. 708 647 713 922 78S 445 732
(501 Auto-Im AutoGAN™ "RGB™ ~ - 738 T B0 T 461 T 999 T TI00. T 490 ~ 82§ T 710 T 800 T 86T T 80d T 755
Auto-Spec AutoGAN  Spec - 756 686 849  100. 100. 610 808 753 899 661 390 765
2-class ProGAN RGB 2 v v 988 783 664 887 873 874 940 973 B52 529 581 813
4-class ProGAN RGB 4 v v 998 870 740 932 923 941 958 975 B78 S5B5 596 854
8-class ProGAN RGB 8 v v 999 942 789 943 919 954 989 994 012 586 638 87O
16-class ProGAN RGB 16 v v 100 982 877 964 955 981 990 997 953 631 719 0914
Ours ~~ " Noaug ~ ~ " "ProGAN = TRGB™ ~ 20 T T T T T T T TU00T T 063 T I T RA0 T 100, T T67.0 T 935 T 003 T 062 T 036 ~ 982 T oia -
Blur only ProGAN RGB 20 v 100, 990 825 901  100. 747 666 667 996 537 951 844
JPEG only ProGAN RGB 20 v 00, 990 878 932 918 975 990 995 ®R7 7Rl 881 930
Blur+JPEG (0.5) ProGAN RGB 20 v v 00. 985 882 968 954 981 989 995 927 639 663 908
Blur+JPEG (0.1) ProGAN RGB 20 1 t 100. 996 845 935 982 895 982 984 972 705 B0 926

Wang, Sheng-Yu, Oliver Wang, Richard Zhang, Andrew Owens, and Alexei A. Efros. "CNN-generated images are surprisingly easy to spot... for
now." In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, pp. 8695-8704. 2020.
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Towards the Detection of Diffusion Model Deepfakes(¥/2/

Wang et al. (2020) Gragnaniello et al. (2021) Mandelli et al. (2022a)

AUROC /Pd@5% / Pd@ 1%
Blur+JPEG (0.5) Blur+JPEG (0.1) ProGAN StyleGAN2

ProGAN 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 91.2/ 546/ 275
StyleGAN 98.7/ 937/ 814 99.0/ 955/ 844 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 89.6/ 43.6/ 14.7
ProjectedGAN 948/ 738/ 49.1 909/ 61.8/ 345 1000/ 99.9/ 99.3 999/ 99.6/ 978 594/ 84/ 24
Diff-StyleGAN2 999/ 996/ 97.9 100.0/ 99.9/ 993 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 /100.0/ 999
Diff-ProjectedGAN 938/ 695/ 433 88.8/ 546/ 272 999/ 999/ 99.2 99.8/ 99.6/ 96.6 62.1/ 105/ 2.8
Average 974/ 873/ 743 5.7/ 8247} 69.1 100.0/100.0/ 99.7 999/ 998/ 989 804/ 434/ 295
DDPM 852/ 378/ 142 80.8/ 296/ 93 96.5/ 79.4/ 39.1 95.1/ 69.5/ 307 574/ 38/ 0.6
IDDPM 81.6/ 306/ 10.6 799/ 276/ 7.8 943/ 64.8/ 25.7 02.8/ 58.0/ 212 629/ 7.0/ 1.3
ADM 68.3/ 132/ 34 68.8/ 141/ 4.0 778/ 207/ 52 70,6/ 13.0/ 25 605/ 82/ 1.8
PNDM 790/ 275/ 9.2 75.5/ 226/ 6.3 91.6/ 520/ 16.6 91.5/ 539/ 222 T1.6/7 154/ 4.0
LDM 787/ 24771 74 7771 243/ 69 96.7/ 799/ 42.1 97.0/ 81.8/ 489 548/ 7.9/71 2.1
Average 78.6/ 268/ 9.0 766/ 237/ 68 014/ 59.3/ 25.7 8O.4/ 55.2/ 25.1 614/ 84/ 2.0

Ricker, Jonas, Simon Damm, Thorsten Holz, and Asja Fischer. "Towards the Detection of Diffusion Model Deepfakes." arXiv
preprint arXiv:2210.14571 (2022)
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Towards the Detection of Diffusion Model Deepfakes(?/2)

Fine-tuned on

> O
é:;?? 'd?‘ "?"K':Jc::&q&
ST
ProGAN 100.0 999 100.0 100.0 100.0
StyleGAN 985 1000 98.0 999 989
ProjectedGAN 937 878 100.0 94.6 100.0
Diff—st}ﬂEGﬁuNE 994 998 993 1000 995

Diff-ProjectedGAN 93.2 864 100.0 93.9 100.0

= r_,‘"’é’

@wsv“

NN

955 D82 98.1

909 91.8 882
976 969 B46

91.0 918 895

06.8

02.3

09.1

00.3

Kgo‘h@ >

97.8

86.8

993

91.0

D D

\r o Q9 e
992 993 996 993 998

100.0 99.9 100.0

100.0 99.9 100.0

100.0 98.1 100.0

100.0 98.9 100.0

100.0 98.6 100.0

DDPM 824 J75 818 880 826

Tested on

IDDPM 805 779 79.7 827 817

o (] I

PNDM 5 R2=) J9.0 831 (818

[ 2

LDM

100.0 999 99.7

99.8 100.0 999

(a) AUROC

09.1

079

098.2

979

|93.3 974 999 859 930

998 999 99.8 100.0 99.2

024 100.0 100.0

89.6 100.0 100.0

|E 100.0 100.0

03.3 100.0 100.0

97.6 992 99.5 94.6 Im.ﬂl 87.9 100.0 100.0

Fine-tuned on

AT o
?§ G'??Q?‘ \'&
= NS
PO TS o Q@éﬂ‘bé 32
FFTEFFF F T T F &

ProGAN 100.0 98.9 99.4 100.0 998|959 965 97.6 948 98.0|100.0 994 100.0

StyleGAN T8.5 ll]l.".i.{] 9.8 B30 iR E1E 855 mlﬂﬂ.ﬂ 984 100.0

ProjectedGAN lm_n 100.0{fER] 1000 862 1000

Diff-5tyleGAN2 88.9 9561 889 100.0 929 805 02.0 |100.0 897 10:0.0

EYRI] ESWN 0.0 B89 1000

99.0 93.5 BL8 100.0 100.0
993 029 ﬁm 100.0 100.0

Diff-ProjectedGAN ERE] BERY 99 5 Eiw

DDPM mnm 99.7
IDDPM Eu 96.1
ADM mn 42.0 07.7 3R.6 09.7 99.9
PNDM HHM 06.7 08.7 96.6 100.0 29.1 100.0 100.0
LDM Hn“ g86.2 02.7 lm.ﬂm 100.0 100.0

(b) PD@1%.

Tested on

Ricker, Jonas, Simon Damm, Thorsten Holz, and Asja Fischer. "Towards the Detection of Diffusion Model Deepfakes." arXiv
preprint arXiv:2210.14571 (2022)
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Artificial Fingerprinting for Generative Models:
Rooting Deepfake Attribution in Training Data

»Laisk Legend
Fingerprint Fingerprint Stage 1
encoder decoder Steganography training
2 D Stage 2
Fingerprint embedding
|:] > D . 480 O K1 O KNI O KN Stage 3
GAN training
Stage 4
1 ' Fingerprint detection
T > Lpcr
- : [:] Trainable model
! 1
' i i GAN Fingerprinted . : ' - B
1 Fingerprint Fingerprinted / gerp Fingerprinted Fingerprint : ! Fixed model
v training data Training _fBGAN :ge‘;fakes v decoder | e | o
; 3 G Dis 7 }

&l O &N O KR O ki

{ G

......................

..... A

ilOilOilﬂOil

Matching

Yu, Ning, Vladislav Skripniuk, Sahar Abdelnabi, and Mario Fritz. "Artificial fingerprinting for generative models: Rooting deepfake attribution in
training data." In Proceedings of the IEEE/CVF International Conference on Computer Vision, pp. 14448-14457. 2021.
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Enhancing the Robustness of Deep Learning Based
Fingerprinting to Improve Deepfake Attribution (1/2)

GAN

'}m‘g“. = GAN
s._)
l;m'm'ngnm (w/DA)
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Enhancing the Robustness of Deep Learning Based
Fingerprinting to Improve Deepfake Attribution (2/2)

JPEG (Q) Los Gaussian Noise (0) Gaussian Blur (0)

—_
(=]
L

0.8

=
oo

=
o
|

""".---.«-'...

T T T T T T
0.0 0.1 0.2 03 0.4 05

Bitwise Accuracy  Bitwise Accuracy

N —e— AF
) —#— EDA-AF
08— =Ll | T~ e AF w/ DA
07— g || N e EDA-AF w/ DA
ﬁl:_-t"""* S + m Ccliserropm(p) @ e Horizontal Flip e
| g; g i Method  BitAcct  SSIM7 PSNR 1
i ' AF[1] 0.74 0.967 36.938
EDA-AF 0.99 0.961 35.577
Dataset Model Method Bit Acct FID |
== AF[1] 0.74 7.60
j — = | A== ' StyleGAN?2
Q"_: Eng%g’;“ _l;m:g %ﬁm)g Finggg\ilnted ‘Bg@% Df%im CelebA EDA-AF 0.99 10.73
oo s LTSS St IEGAN?) AF [m] 0.73 7.15
sepl Step2 _ sep3 Sepd y EDA-AF 0.99 9.32
Fingerprint Training Fingerprint Embedding GAN Training Fingerprint Extraction

Research Center for Information Technology Innovation, Academia Sinica
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Disrupting Deepfakes: Adversarial Attacks Against Conditional
Image Translation Networks and Facial Manipulation Systems

Deepfake
(manipulated image)
-

Input Image

Input Image Attacked Image

A Deepfake
§ * Disruption »

+.007 x

Original Image

x sign(VJ(0,z,y)) esign(V:j(O 254}) without Disruption :

“ ¥
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
Original Output

[Goodfellow et al. 2015]

Input with
Disruption

7
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Cross-Model Universal Adversarial Watermark

Batch

Attack Attack Attack Attack |
Loop e

> sarGan ~> AGGGAN P ATTGAN ¥ Hisp

_ Update UAP Update UAP Update UAP  Update UAP
Batch of images

Hao Huang, Yongtao Wang, Zhaoyu Chen, Yuze Zhang, Yuheng Li, Zhi Tang, Wei Chu, Jingdong Chen, Weisi Lin, and Kai-Kuang Ma. "Cmua-
watermark: A cross-model universal adversarial watermark for combating deepfakes." In Proceedings of the AAAI Conference on Artificial
Intelligence, vol. 36, no. 1, pp. 989-997. 2022.
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The Proposed Cross-Model Universal Adversarial Watermark

Epoch
Loop

Batches
Loop

q

Batch of images

TABLE I: The evaluation results of cross-model UAP.

DGMs| StarGAN AggGAN ATTGAN HiSD

Attacks ASR 2 ASR [2 ASR /5 ASR lo
CMUA_vI [100.0% 0.457] 99.2% 0.107|20.2% 0.037| N/AT N/A!
CMUA _v2 [100.0% 0.199]100.0% 0.128]95.3% 0.066[100.0% 0.108
CMUA_12 [ 97.0% 0.081]|100.0% 0.046|86.1% 0.047|100.0% 0.107
Ours 100.0% 0.766]100.0% 0.133(98.2% 0.124|100.0% 0.113

TABLE II: The results of visual quality for perturbed images.

Attack Attack
Star GAN  ATT_GAN
Attack Attack
AGG _GAN HiSD
Update UAP

PSNRT SSIMT Time Batch size
CMUA_v2 32.4939 0.7821 N/A- 64
CMUA_12 32.2755 0.7736 800s 12
Ours 33.4651 0.8186 170s 8
42
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Takeways

* The evolution of the deepfake technologies is fast and requires
more ethical consideration for it.

* Educate the public to less rely on the videos as the evidence.

Research Center for Information Technology Innovation, Academia Sinica
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Naturalistic Physical Adversarial Patch for Object Detectors

: Gradient Update Hrafned on Victim YOLOv2 YOLOv3 YOLO3tiny YOLOv4 YOLOvdtiny FasterRCNN
2z P Ours-YOLOv2 12.06 43.50 32.12 50.56 24.89 52.54
: @ 2)Ours-YOLOv3 56.67 34.93 41.46 56.29 37.46 61.78

b (P3) Ours-YOLOv3tiny 31.61 28.81 10.02 65.13 18.61 55.08
(PHOurs-YOLOV4 44.27 56.59 56.61 22.63 50.04 59.42

Generator (F5) Ours-YOLOv4tiny 34.68 37.79 21.69 46.80 8.67 59.97

(FP6) Ours-FasterRCNN 28.26 39.05 37.06 51.46 29.06 42.47

(P Ours-ensemble! 49.42 35.46 25.29 51.71 18.51 61.28

Gray 72.66 74.17 67.52 66.52 64.74 61.54

. L (P$)Random 75.03 73.75 78.91 76.71 75.74 73.00

det White 69.63 74.93 66.45 72.48 59.66 65.40

("9 Adversarial Patches* [42] 2.13 22.51 8.74 12.89 3.25 39.41

(PIO)UPC** [19] 18.62 54.40 63.82 64.21 57.93 61.87

"trained on YOLOv2+YOLOv3+4YOLOvAdtiny * trained on YOLO ** trained on FasterRCNN

Transformation @ Pre-trained Detector -

Yu-Chih-Tuan Hu, Bo-Han Kung, Daniel Stanley Tan, Jun-Cheng Chen, Kai-Lung Hua, Wen-Huang Cheng,
"Naturally Physical Adversarial Patch for Object Detectors," IEEE/CVF International Conference on Computer
Vision (ICCV), October 2021.

Research Center for Information Technology Innovation, Academia Sinica | J 44




Traces in Images Allow us to Detect Forgery

Image 1 Mask Forgery Image 2

Correlated traces across images
@ Photo-response non uniformity noise
(PRNU)

Correlated traces within images (usuaIIy periodic)
@ Compression (e.g. blocking)
@ Resampling
@ Demosaicing

Correlated traces within images PRNU Differences

Research Center for Information Technology Innovation, Academia Sinica




Patch Contrastive Learning

Training Stage Inference Stage
Camera A |
i —

& '

= ] I inputimage Predicted
WY
- v Ground Truth
] I Agglomerative
] | Clustering ‘
C |

e We want the patch embeddings to be able to discriminate between images taken from different
cameras as well as differentiate patches belonging to the same image.

Camera B
Camera A
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Some Preliminary Results

Prediction Prediction
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Thank You!
Any Questions?
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