.,, A Brief Ovewerview of Recent Development
4 for Deepfake Detection and Other Countermeasures

<
‘2, = c(\(\Q
“on Technolowy *

Jun-Cheng Chen

pullpull@citi.sinica.edu.tw
Artificial Intelligence and Image Understanding Lab (AllU)
Research Center of Information Technology Innovation, Academia Sinica
2023/11/15
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Recent Development of Generative Al(1/2)
* ChatGPT:

n Could you help me debug the following code?

DALL-E3

DALLE

for(int £ -~ 2; 1 <

printf("%d\n",1);

https://openai.com/blog/chatgpt/

Research Center for Information Technology Innovation, Academia Sinica




Recent Development of Generative Al(2/2)

The Generative Al Application Landscape

Code Image
generation generation
Code Consumer /

documentation Social

Marketing
(content)

Sales
(email)

Gaming

Support RPA

(chat / email)

Music

APPLICATION
LAYER

General writing
Audio

Advertising Video
Voice editing /
Design Synthesis generation

Note taking
Web app
builders

3D models / Biology &

Other scenes chemistry

TEXT CODE IMAGE SPEECH VIDEO 3D OTHER

OpenAl GPT-3 OpenAl GPT-3 OpenAl Dall-E 2 Microsoft X-CLIP DreamFusion

DeepMind Stable Diffusion Meta NVIDIA GET3D
Gopher Make-A-Video

Facebook OPT

Hugging Face
Bloom

Cohere

Anthropic
Al2

Alibaba,
Yandex, etc.

Cited from https://www.sequoiacap.com/article/generative-ai-a-creative-new-
world/?fbclid=IwWAR2GNyKNoEc pv1TMjhUw2C7QluylZnvnvOHIW2kD080wqwXV3L3zL-14Sk

Research Center for Information Technology Innovation, Academia Sinica




Text-to-Image

e Stable Diffusion
* civitai
» https://civitai.com/

CIVITAI @ © sann

Welcome to Civitai!
Models Images Posts Articles  HIGHEST RATED v MONTH v ¥Yv 8
ALL CHARACTER STYLE CELEBRITY CONCEPT BASEMODEL CLOTHING POSES BACKGROUND VEHICLE BUILDINGS TOOL OBJECTS ANIMAL ACTION  ASSED

CHECKPOINT

DreamShaper majicMIX realistic 550 epiCRealism
whhhh 607 O51K O 179 & 135K AL * % % % & 523 Q60K O79 & 106K * % % & % 253 Q30K O 119 L 65K

Research Center for Information Technology Innovation, Academia Sinica




Cases Sharing

Images generated by Midjourney v5 - It looks like a Facebook posts by someone.

Ref: FB 1B IGC{RBZ8|§ 3 (/R Midjourney Al 8&$18%)




Cases Sharing

ZEE ESG - BEFHERETT
4E1HT6:00- A

| ‘\|||| i

[M=£E | FAEANRASTERFER] “ “”
MELRTBERE HRAEMAAEENS ! # ‘

AESFERARERENEMOULE..... BRES

N " 2\ 1R

RES1EET
FRAAMTNR |

gpﬁéﬁw*

—

In Taiwan, there are already some commercial applications.

Ref: MZ=E&EE ESG « EEiFaERTT

Slide credit: Teddy Huang

Research Center for Information Technology Innovation, Academia Sinica



Safe, Secure, Trustworthy Artificial Intelligence

COMMENTARY PODCAST ) —— ”'.ﬂ‘é

Unpacking N —

President Biden's L. I

executive order on ARTIFICIAL
cge TELLIGENCE

artificial

intelligence

Nicol Turner Lee and Fred Dews
November 3, 2023

https://www.brookings.edu/articles/unpacking-president-bidens-executive-order-on-atrtificial-intelligence/

Research Center for Information Technology Innovation, Academia Sinica (| j




Motivation

At first glance, Keenan Ramsey might seem like a normal person
on LinkedIn.

* Malicious Face Forgery Applications

Keenan Ramsey 3« [5) mingcontai

> P O r n O r a Growth Specialist at RingCentral | Messaging. Video. Phone. X .
I I Together. | Everything you need in one beautiful App u New York University
Burlingame, California, United States - Contact info
j I I . t .

369 connections

But certain details in her photo stood out to Stanford researcher
Renée DiResta:

Centered eyes

E

Vague background
Background is blurred out and
doesn't look like anything in
particular

Eyes are centered exactly in
the middle of the photo.

Hair strands
Some of the hair seems to blur
nto the background. a e
strands appeared to Di
disappear and then re

image source: https://technews.tw/2020/10/25/deepfake-deepnude/

https://www.youtube.com/watch?v=LFN9r70gk-Q

Research Center for Information Technology Innovation, Academia Sinica { ] 8




Motivation

Training Set Generated Image

Caption: Living in the light Prompt:
with Ann Graham Lotz Ann Graham Lotz

* Carlini, Nicholas, Jamie Hayes, Milad Nasr, Matthew Jagielski, Vikash Sehwag, Florian Tramer, Borja Balle, Daphne Ippolito, and Eric Wallace. "Extracting
training data from diffusion models." arXiv preprint arXiv:2301.13188 (2023).

* Somepalli, Gowthami, Vasu Singla, Micah Goldblum, Jonas Geiping, and Tom Goldstein. "Diffusion art or digital forgery? investigating data replication in
diffusion models." In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp. 6048-6058. 2023.

Research Center for Information Technology Innovation, Academia Sinica



CheapFakes v.s. Deepfakes

Image 1 Mask Forgery Image 2

* Cheapfake
» Photoshop, ... Etc.

Model training

* Deepfake =P [F«m

ground truth
image features ~ |

training image similarity
“a dog Generator E generated o
» Al generated Content © | e e

training prompt

Image generation

“a dog Generator Image
in space” (G) decoder
generation prompt _

image features

generated image

Image credit: [Shawn et al. 2023 GLAZE]

Research Center for Information Technology Innovation, Academia Sinica
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The Evolution of Content Editing

Generated images

“Generative Adversarial Network”
(GANS)

\ Generated
vs Real

I —7"', (classifier)

[Goodfellow, Pouget-Abadie, Mirza, Xu,
Warde-Farley, Ozair, Courville, Bengio 2014]

Slide Credit: Prof. Philip Isola, MIT

Research Center for Information Technology Innovation, Academia Sinica
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The Evolution of Content Editing

2016
2017

Latent z € Z

2018

Latent z € Z . Noise
Synthesis network ¢

| Normalize |

| Normalize |

Const 4x4x512

Fully-connected

Mapping

Conv 3x3

PixelNorm

4x4

y
Upsample

[ Convix3 |

[ Conv3x3 |

8x8

(a) Traditional

LightStage DCGAN

(b) Style-based generator

StyleGAN

[USC ICT 2015] [Radford et al. 2016] [Karras et al. 2019]

Research Center for Information Technology Innovation, Academia Sinica
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Denoising Diffusion Probabilistic Model

péxtl‘xt
O —O @z —®

Xt|Xt 1)
T
q(x|xi-1) = N(x¢; V1 — Bixe—1, ) = q(xir|x0) = HQ(Xf|xf—1)
=1
p(xy) = N(x7:0,1) T
2
p@(xt—l‘xt) - N(Xi—15 Mﬁ(xt: t)a Ot I) |:> pg(X(]:T) = p(XT) H pg(xt_l ‘Xt)
Learned Model (U-Net) t=1

Diffusion model: 1. Better mode coverage/diversity
2. Higher quality samples
3. Slower sampling

https://cvpr2022-tutorial-diffusion-models.github.io/

Research Center for Information Technology Innovation, Academia Sinica
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The Evolution of Content Editing

(ass (-‘bs’ (oos ..
\ S B ‘ DeepFacelLab Midjourney 4
Video credit: Chris Ume

FaceApp and Miles Fisher

Research Center for Information Technology Innovation, Academia Sinica
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DALL E 2 (DALL -E 3)

From OpenAl

vibrant portrait painting of Salvador Dalf with a robotic half face a shiba inu wearing a beret and black turtleneck

CLIP objective img

encoder

“a corgi
playing a

flame
throwing

trumpet” ,fl 00000
---------------------------------------- ,'l - O

an espresso machine that makes coffee from human souls, artstation

O+»0)~»

prior

a propaganda poster depicting a cat dressed as french emperor

a dolphin in an astronaut suit on saturn, artstation
ph napoleon holding a piece of cheese

a teddy bear on a skateboard in times square

Research Center for Information Technology Innovation, Academia Sinica




Imagen

From Google

Text “A Golden Retriever dog wearing a blue
* checkered beret and red dotted turtleneck.”

- . - .
Frozen Text Encoder Intricate origami of a fox and a unicorn in a snowy

forest.

Text Embedding
\4

Text-to-Image

Diffusion Model
64 x 64 Image
Y
Super-Resoluti . !
iper Rmolutlon : . v
Diffusion Model
. D N
A transparent sculpture of a duck made out of glass. A raccoon wearing cowboy hat and black leather A bucket bag made of blue suede. The bag is dec-
jacket is behind the backyard window. Rain droplets orated with intricate golden paisley patterns. The
on the window. handle of the bag is made of rubies and pearls.
256 x 256 Image
Y
Super-Resolution

Diffusion Model

l

1024 x 1024 Image

Three spheres made of glass falling into ocean. Water Vines in the shape of text "Imagen’ with flowers and A strawberry splashing in the coffee in a mug under
is splashing. Sun is setting. butterflies bursting out of an old TV. the starry sky.

Saharia et al., Photorealistic Text-to-Image Diffusion Models with Deep Language Understanding, Google, 2022

Research Center for Information Technology Innovation, Academia Sinica




Stable Diffusion

Z  |Zr-1
Pixel Space, g

N

3 Latent Space Conditioning)
. Diffusion Process Eemantiq
Ma
> ( Denoising U-Net €g Text
Repres
entations

denoising step crossattention

KV

switch  skip connection concat

“A street sign that reads

"Latent Diffusion’

“An oil painting
of a space shuttle”

https://stability.ai/blog/stable-diffusion-announcement, Stability Al, 2022

_—
LATENT
DIFFUSION

ATETEN Latentl;ﬁf
DIFFUSION "

Research Center for Information Technology Innovation, Academia Sinica
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https://stability.ai/blog/stable-diffusion-announcement

DreamBooth: Fine Tuning Text-to-Image Diffusion Models
for Subject-Driven Generation

Fine-Tunin Inference
Input g Output
Images (~3-5) + IUIu'qlue
subject’s class name identifier
"A (V] dog in
"V the beach”
+ D +> 4
S ‘ reamBooth > = =
e "A (V] dog
walktng on a >
\. Y, colorfull carpet”
Pretraind Personalized
‘ Text-to-Image Text-to-Image
. - e T model model
Input images wom by a bear ot Mt. Fuji on top of snow with Eiffed Tower

Ruiz, Nataniel, Yuanzhen Li, Varun Jampani, Yael Pritch, Michael Rubinstein, and Kfir Aberman. "Dreambooth: Fine tuning text-to-
image diffusion models for subject-driven generation." arXiv preprint arXiv:2208.12242 (2022).

Research Center for Information Technology Innovation, Academia Sinica 18




ControlNet

Condition
|
zero convolution
Prompt Input : > (+)
| Prompt&Time J
————f SD Encoder Block_1 _. | (" SD Encoder Block_1 |
_ Text Encoder 7<| 64x64 83 | 64x64 (trainable copy) ‘ -
‘ SD Encoder Block 2 a | . [ SD Encoder Block 2
32x32 | | 32x32 (trainable copy)
Time i I ) B )
SD Encoder Block_3 | 3 SD Encoder Block_3 ;
o 16x16 a 1616 (trainable copy)
Time Encoder | I ) i ) }
) . SD Encoder . | 5 l SD Encoder Block_4 3
Block 4 8x8 u. |88 (trainable copy)
I‘ SD Middle 8 1 Al { ) [ SD Middle Block |
Block 8x8 ) 8x8 (trainable copy)|
| . : zero convolution
SD Decoder |’I<3 l
Block 48xs &% zero convolution =3
"SD Decoder Block 3 | ‘3 wvolution %3
— T Y zero convolutio
SD Decoder Block_2 .. | : )
‘ 39x32 al| =3 zero convolution x3
SD Decoder Block_1 ., | ;
‘ 6 4’.‘ 64 a | 3 zero convolution 3
Oufput
(a) Stable Diffusion (b) ControlNet

Zhang, Lvmin, and Maneesh Agrawala. "Adding conditional control to text-to-image diffusion models." arXiv preprint
arXiv:2302.05543 (2023).

Research Center for Information Technology Innovation, Academia Sinica




Text-to-Video
Imagen Video (Google), Phenaki (Google), Make-a-Video (Meta)

A bunch of autumn A clear wine glass with A giraffe underneath a A panda taking a selfie
leaves falling on a turquoise-colored microwave.

calm lake to form the waves inside it.

text ‘Imagen Video’

Smooth

Video credit: https://imagen.research.google/video/

Ho, Jonathan, William Chan, Chitwan Saharia, Jay Whang, Ruigi Gao, Alexey Gritsenko, Diederik P. Kingma et al. "Imagen video: High definition video generation
with diffusion models." arXiv preprint arXiv:2210.02303 (2022).

Villegas, Ruben, Mohammad Babaeizadeh, Pieter-Jan Kindermans, Hernan Moraldo, Han Zhang, Mohammad Taghi Saffar, Santiago Castro, Julius Kunze, and
Dumitru Erhan. "Phenaki: Variable length video generation from open domain textual description." arXiv preprint arXiv:2210.02399 (2022).

Singer, U., Polyak, A., Hayes, T., Yin, X., An, J., Zhang, S., Hu, Q., Yang, H., Ashual, O., Gafni, O. and Parikh, D., 2022. Make-a-video: Text-to-video generation
without text-video data. arXiv preprint arXiv:2209.14792.

Research Center for Information Technology Innovation, Academia Sinica ; 20



Challenges

* The evolution of the deepfake technology is ongoing and
upgrading in a very fast speed.

* The technologies are widely accessible to the public and much
easier to use than before.

Research Center for Information Technology Innovation, Academia Sinica

21



Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Common Deepfake Manipulation

- .
— Output Video
o

c

-

o0

G)

4

} ¥

Q \

S |

[7,]

c ;

© J

} . v(l

-

DeepFakes FaceSwap

Facial Reenactment Face2Face NeuralTextures

Research Center for Information Technology Innovation, Academia Sinica
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Deepfake Detection

« Sample visual cues for detection

Deepfake@FaceForensics++

StyleGAN Irregular Pupil Shape [Rossler et I. 2019]

[Karras et al. 2019] [Hui et al. 2022]

Our method focusing
on blending artifacts

Manipulate - Blend I il

(‘“ - Previous methods focusmg ( -~
StyleGAN FaceXRay Deep Rhythm
[Karras et al. 2019] [Li etal. 2020]

Research Center for Information Technology Innovation, Academia Sinica
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Deepfake Detection

* Train a binary classifier to distinguish real images from fake

ones.
\
M REAL ;
\
\
I 1 . A A \ ..
%% A A s
N h
DCNN model EAKE N .

Feature Extraction

Research Center for Information Technology Innovation, Academia Sinica 25



Global Texture Enhancement for Fake Face
Detection In the Wild

wel

O "AUCS EXE

AUOD TXT
a9l AUOOD ext

28 AUOD £XE

43

AUOD £X¢

AUOD EXE
AUOD £X¢

nau|

821 AUOD £X§
821 AUOD £X¢

4%
4%

512x512 64x64 512x512 64x64 kernel size 25 std 5
Training set | Testingset | Method | Original% | 8x|% | JPEG% | JPEGSx| | Blur % | Noise% | Avg.
StyleGAN | Co-detect | 79.93 £ 1.34 | 71.80 = 1.30 | 74.58 £3.25 | 71.25 =1.18 | 71.39 +£1.42 54.09 £245 | 7051
StyleGAN Vs, ResNet 96.73 +3.60 | 85.10 £6.22 | 96.68 + 3.50 | 8333 £595 | 7948 +8.70 | 87.92+6.16 | 88.20
Vs, CelebA-HQ | Gram-Net | 99.10 + 1.36 | 95.84 + 1.98 | 99.05 + 1.37 | 92.39 + 2.66 | 94.20 + 557 | 9247 +4.52 | 9551
CelebA-HQ PGGAN Co-detect | 71.22 £3.76 | 62.02 +2.86 | 64.08 £ 1.93 | 61.24 +2.28 | 62.46 + 3.31 4996 £ 0.28 | 61.83
Vs. ResNet 93.74 £3.03 | 77.75 £ 4.82 | 89.35+ 1.50 | 69.35 +£3.25 | 78.06 + 7.57 82.65 +2.37 | 81.82 B IT -l IT 1l 7
CelebA-HQ | Gram-Net | 98.54 + 1.27 | 82.40 £ 6.30 | 94.65 + 3.28 | 79.77 + 6.13 | 91.96 + 4.78 | 88.29 + 3.44 | 89.26 F]. F]. e F]. Fﬂ
PGGAN Co-detect | 91.14 £0.61 | 82.94 + 1.03 | 86.00 + 1.70 | 8246 + 1.06 | 84.24 + 093 5477 £ 242 | 80.26 l IT ol
PGGAN vs. ResNet | 9738+ 0.52 | 90.87 £ 1.90 | 9467+ 1.15 | 89.93 £ 1.50 | 97.25+ 087 | 66.60+9.61 | 89.45 G' = (F" F)pxn = : '
Vs, CelebA-HQ | Gram-Net | 98.78 + 0.49 | 94.66 + 3.10 | 97.29 + 1.05 | 94.08 + 3.22 | 98.55+0.92 | 70.32 + 12.04 | 92.28 i 2 N
CelebA-HQ | StyleGAN | Co-detect | 57.30 £ 1.62 | 57.41 + 0.85 | 52.90 £ 1.67 | 8246 = 1.06 | 57.41 +093 | 50.08+0.10 | 5147 FITEpL ... FEITRL
Vs, ResNet 9798 £ 190 | 8791 +£1.01 | 92.03 +4.14 | 8223 +£1.39 | 9479+ 132 | 60.89 +7.24 | 85.97 T 1 T T
CelebA-HQ | Gram-Net | 98.55 + 0.89 | 91.57 = 2.95 | 94.28 + 3.67 | 83.64 =343 | 97.05 = 1.04 | 60.07 +7.32 | 87.52 - =
StyleGAN StyleGAN | Co-detect | 69.73 +2.41 | 67.27 + 1.68 | 67.48 +2.83 | 64.65 + 1.67 | 64.55+ 1.93 5466 £ 397 | 64.74
Vs, Vs, ResNet 90.27 £3.05 | 70.99 £ 1.13 | 89.35+342 | 67.96 + 1.13 | 75.60 + 10.75 | 81.32+5.06 | 81.50
FFHQ FFHQ Gram-Net | 98.96 + 0.51 | 89.22 +4.44 | 98.69 + 0.81 | 87.86 ~3.42 | 70.99 £ 6.07 | 94.27 + 2.12 | 90.00

[Liu et al. 2020]

Research Center for Information Technology Innovation, Academia Sinica




What makes fake images detectable? Understanding
properties that generalize

Handling 2D Deepfakes (Patch-Forensics)

ud | b > b2 [=[1)~»
Train\Test DF FF FS NT ] @ ; .

Input l

Conv2d - m »@.. Com2d @ .
Deepfake (DF) 0990 0698 0524 0.738 s o | ]

Face2Face (FF) 0.627 0991 0.547 0964 'g [ﬂ

FaceSwap (FS) 0595 0.575 0953 0.496 . . . .
-
.
{'_‘!m-H

block 1 block 2block 3 output

Chai, Lucy, David Bau, Ser-Nam Lim, and Phillip Isola. "What makes fake images detectable? understanding properties that generalize."
In European conference on computer vision, pp. 103-120. Springer, Cham, 2020.

NeuralTexture Deep

" -
s (NT) 0.623 0938 0.533 0.982 fakas

Research Center for Information Technology Innovation, Academia Sinica
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Improving the Efficiency and Robustness of Deepfakes

Detection through Precise Geometric Features

feature vector
sequence

Final Prediction

@ RNN

92 feature vector
T . sequence
©- "~ @

I
: @ from backward LK:
1 I
: from filter '
Frame i Eremel+1 tor=re=r-r ;
| | Stepl LK operation |
v

: o from forward LK |
1

__Detected |

(Predicted ]  [_Filtered ]

I
I
1
I
1
I
1
1
1
I
1
I
I
1
I
1
1
1
I
1
I
" 1
1
I
I
I
I
1
1
1
1
I
I
1
1
I
1
I
I
1
I
1

V ' LR ] = Q " - }
t . a
Calibration Module Framei+1 Framei+1 Framei +1
| I I [ | Step2 Kalman filter I
Configurations Testing Datasets
Methods Size Aug. Training ||UADEV FFi+ Celeb-DF
Meso4 [1] 0.03M x  Unpub. 84.3  84.7 54.8
FWA [18] 26 M/ Unpub. 974  80.1 56.9
DSP-FWA [18] || 28M / Unpub. 97.7  93.0 64.6
Xception [25] ]|20.8 M X FF++ 80.4  99.7 48.2
Capsule [23] I5M X FF++ 613  96.6 57.5
CNN+RNN [26][]1243 M x FF++ 709 983 61.5
" LRNet (ours) || 0.1I8M x FF++ || 98.5 999 56.9

Sun, Zekun, Yujie Han, Zeyu Hua, Na Ruan, and Weijia Jia. "Improving the efficiency and robustness of deepfakes detection through precise geometric

features.” In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp. 3609-3618. 2021.

Research Center for Information Technology Innovation, Academia Sinica
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Face X-ray for More General Face Forgery Detection

Ig: background face

Ip: background face

W Nearest

N/ 2 P D
v g s
; » Color

g3 s correction
v “es

.

7

3

Ip : foreground face

Deformation
& Blur

Landmarks of Ip Initial mask M: final mask

B: face X-ray

Prediction

Jelclcls o olz o o
Jsicofs ¢ o [alele
Ja g olEllofeo o
EEEEAEIN P
fs o slaiofelolo

[Li et al. 2020]

Prediction

Research Center for Information Technology Innovation, Academia Sinica

Model Training set Test set AUC
DF  BI | DF F2F FS NT | FF++
Xception [36] v — | 9938 75.05 49.13 80.39 | 76.34
HRNet v — | 9926 68.25 39.15 71.39 | 69.51
Face X-ray v — | 99.17 94.14 7534 93.85 | 90.62
v v 19912 97.64 98.00 97.77 | 97.97
F2F  BI | DF F2F FS NT | FF++
Xception [36] v — | 8756 9953 6523 6590 | 79.55
HRNet v — | 83.64 9950 56.60 61.26 | 74.71
Face X-ray v — | 9852 99.06 72.69 91.49 | 93.41
v v 199.03 9931 98.64 98.14 | 98.78
FS BI | DF F2F ES NT | FF++
Xception [36] v - 7012 61.70 9936 68.71 | 74.91
HRNet v — 16359 64.12 9924 68.89 | 73.96
Face X-ray v — | 93.77 9229 9920 86.63 | 93.13
v v 19910 98.16 99.09 96.66 | 98.25
NT  BI | DF F2F FS NT | FF++
Xception [36] v — | 93.09 8482 4798 9950 | 83.42
HRNet v — | 94.05 8726 64.10 98.61 | 86.01
Face X-ray v — |1 99.14 9843 70.56 9893 | 91.76
v v 19927 9843 97.85 099.27 | 98.71
FF++ BI | DF F2F FS NT | FF++
Xception [36] - v | 9895 97.86 89.29 97.29 | 95.85
HRNet - v 1 99.11 9742 83.15 98.17 | 94.46
Face X-ray - v 19917 98.57 98.21 98.13 | 98.52
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More Self-Supervised Deepfake Detection Approaches

Ig=I,OM+1,O(1-M)
« Self-Blended Image - ~ g o R
Source-Target . :
Augmentation Blending
‘ applied to either -
% . i iivivininiviviinininiiniinininivinilsinininininisisisivivisteisininininis = > A N\ source or target Resize &
[ Previous methods blending different faces l \\‘ I : Base image : Translation
\ Source image ! M
Landm.ark | | E [ .
matching ' Mask Generator !
: Boneeimage Landmark _’r 1_. Convex Mask
; E Detection ’ \ Hull Augmentation
; Blended image ! \_ e =
. Baseimage | Ta_u:g_e_l_ir_n_a_g_e _________________ e Method Input Type Training Set Test Set AUC (%)
Kt | T Real Fake CDF DFD DFDC DFDCP FFIW
/ | Our method blending a same face %
i ': DSP-FWA [41] Frame v v 6930 - - - -
E ' ? Face X-ray + BI [3Y] Frame v - 93.47 - 71.15 -
E I Transformation | : Face X-ray + BI [39] Frame v v - 95.40 - 80.92 -
i ; LRL[13] Frame v v 78.26  89.24 - 76.53 -
E Source image E FRDM [44] Frame v v 79.4 91.9 - 79.7 -
; E PCL + 12G [65] Frame v 90.03  99.07 67.52 74.37 -
i Base image @I_ Self-blended image E Two-branch [_l?] Video v v 76.65 - - _ -
' ; DAM [67] Video v v 75.3 - - 72.8 -
3 Target image ,," LipForensics [27] Video v v 82.4 - - - -
R T e R T U D e R A A TR - FTCN [66] Video v v 86.9 9440" 71.00" 74.0 74.47"
EFNB4 + SBIs (Ours) Frame v 93.18 97.56 72.42 86.15 84.83

Shiohara, Kaede, and Toshihiko Yamasaki. "Detecting deepfakes with self-blended images." In Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pp. 18720-18729. 2022.

Research Center for Information Technology Innovation, Academia Sinica




More Self-Supervised Deepfake Detection Approaches

supervision

ﬂ region

|:| |:| blending type

|:| |:| blending ratio
|:| I real/fake

region prediction
blending type

blending ratio

Forgery Synthesis

configuration

reference adversarial forgery

region selection: 0. left eye blending type selection: blending ratio:

(g) No. 4.

Comb. No. 0 & 1

(i) No. 6.

Comb. No. 1 &2 Comb. No. 0, 1 & 2

Comb. No. 2& 3 Comb. No. 0,1,2& 3 alpha blending

l.righteye 4. Comb. 0&1 7. Comb. 2&3 05 alsha blendin 2. mixup 4 confintots number (b) Random reference (:) \{‘1\1 ; (rl)n ':;»l 3. ‘nn‘\h.) 1:1]: (i) . (j) No. 7.
;: . 2: ggz:: ?g g: gzzﬁ: g:ii‘i IRt Poission blenging 3 il s within [0,1] s ’ SRR
Method DF F2F ES NT Ave.
DFDC CelebDF DF1.0 | DFDC CelebDF DF1.0 | DFDC CelebDF DF1.0 | DFDC CelebDF DF1.0

Xception [41] | 0.654 0.681 0.617 | 0.708 0.598 0.745 | 0.708 0.601 0.605 | 0.646 0.625 0.838 | 0.669
Face X-ray [24] | 0.609 0.554 0.668 | 0.633 0.684 0.766 | 0.646 0.697 0.795 | 0.613 0.703 0.866 | 0.686
F3Net [39] 0.682 0.664 0.658 | 0.679 0.654 0.761 | 0.679 0.636 0.651 | 0.672 0.689 0.932 | 0.696
RFM [47] 0.758 0.723 0.717 | 0.736 0.663 0.732 | 0.714 0591 0.714 | 0.726 0.600 0.846 | 0.710
SRM [30] 0.679 0.650 0.720 | 0.687 0.693 0.775 | 0.671 0.643 0.771 | 0.656 0.651 0.936 | 0.711
Ours 0.772 0.730 0.742 | 0.787 0.781 0.786 | 0.742 0.800 0.695 | 0.741 0.759 0.889 | 0.769

) |

(m) deformed
final mask

(k) No. 8. (o) Forgery by

mixup blending

(I)No. 9. (n) Forgery by (p) Forgery by

Poisson blending

Chen, Liang, Yong Zhang, Yibing Song, Linggiao Liu, and Jue Wang. "Self-supervised learning of adversarial example: Towards good generalizations for
deepfake detection.” In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, pp. 18710-18719. 2022.
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Video Consistency(1/?

layer output size
convi Sx1x1,64, stride1,1,1 64x32x224x224
e Temporal Incon5|stency between frames ek pooh | x93 max.side . 4,4 | 256323636
IxIx1,64
i | res2 Ix1x1.64 x3 256x32x56 %56
(c)  Tine:- | 1x1x1,256 |
Eye sequence iaaua:.'-' TemporanransformcrEnooder puo]z 2x1x 1 max, stride 2, 1,1 256 % 16X 5656

[ Ix1x1,128 7

o @5 ress Ix1x1. 128 | x4 512x 16x28x28
attaotion oy Epey e (EETU SSSSSaRNRass Position i [ 1x1x1,512 ]
l!.mheddlng Ix1x1,256
| | *Extra learnable Ix1x1, 256

resy ®6 1024 x16x 14x 14
class embedding

Lmear Pro_]ectlon of Temporal l‘caturcs IxIx1, 1024
[ 1x1x1.512 ]
5 2 2
Features at ress 3x1x1,512 | %3 2048 x 16x7x7
. . — Ix1x1,2048
different time - =
t=1 t=2 t=3 t=N spatial-related average pool 2048 x 16 1x1

In Ictu Oculi: Exposing Al Generated Fake Face

Videos by Detecting Eye Blinking, WIFS 2018 Exploring Temporal Coherence for More General Video
’ Face Forgery Detection, ICCV 2021

e Audio-visual inconsistencv l -

i) . o] .LL.LJ.E

Stream | | Stream

gﬁal-—ﬁ |

-/ ﬁﬂﬁ b ) TGl | [T Ha
2 )

) ) Video frames (R}Raw waveforms ® ©
D Erriwor?(;/lns Eont L;ﬁ' A:ﬁAUC::{O'VlsuaIADe&ﬂT\IA(QZ 5 Joint Audio-Visual Deepfake Detection, ICCV 2021

T C Hy, W) T, €, 1] T3 5 Hi W ITé.ci. 1]

Fake or Real

(e 1]
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https://arxiv.org/pdf/2012.07657.pdf

Video Consistency(?/?

* More temporal inconsistency

freeze

8u)jooq |esodwa)

512-D embeddings temporal network
(one per frame) pretrained on lipreading

feature extractor
pretrained on lipreading

video clip with
landmarks

aligned grayscale
mouth crops

REAL/
FAKE

Jayisse|) Jeaur]

Lips Don’t Lie: A Generalisable and Robust Approach

to Face Forgery Detection, CVPR 2021
« Spatio-temporal inconsistency

=III
el |
=

Patch

-. Merging
Illl |
Hdl B4l

0123

Frame Sequence

Stage 1: Representation Learning

N
e Hoa e H]

Ellu

Leveraging Real Talking Faces via Self-Supervision

.

Stage 2: Face Forgery Detection

supervised head

/'/\
-class«ﬁer

............

for Robust Forgery Detection. CVPR 2022

TALL: Thumbnail Layout for Deepfake Video
Detection, ICCV 2023




SELF-SUPERVISED AUDIO-VISUAL MUTUAL LEARNING FOR DEEPFAKE
DETECTION (ICASSP 2023)

* Develop an effective audio-visual self-supervised pretraining-based feature extractor which
can significantly improve the generalization of finetuned Deepfake detector for unseen
Deepfakes.

Phase 1: Self-supervised Learning Phase 2: Face Forgery Detection

1

Face
- Detection
& Alignment

Lossgce

Face Clips

e Real / Fake
Audio e

MFCCs

Feature

Extracton udio
Method Accuracy
Mesolnception-4 72.9
Meso-4 459
XceptionNet 44.0
EfficientNet-BO 63.2
VGGI16 78.0
Multi-modal-1 50.0
Multi-modal-2 67.4

AVTS-DFD (ours) 94.4

ChangSung Sung, Jun-Cheng Chen, Chu-Song Chen, "Hearing and Seeing Abnormality: Self-supervised Audio-Visual Mutual Learning for Deepfake Detection," EEE
International Conference on Acoustics, Speech and Signal Processing (ICASSP), 2023.
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CNN-generated images are surprisingly easy to spot... for now

2
=
v
=
=
c
>
@

ProGAN StyleGAN BigGAN CycleGAN IMLE Super-res. Deepfakes

Training settings Individual test generators Total
Family Name .
Trin  Input (o —eEment P NS aE O S San CRN IMLE SITD SAN P maAP
Blur JPEG
Zhang Cyc-Im CycleGAN RGB - 843 657 55.1 100, 902 799 745 906 678 820 532 776
etal, ---CyoSpec  CycleGAN Spec - 3514 527 M6 100. 1. 708 647 713 922 785 M5 T2
[50) Auto-Im AutoGAN  RGB - 738 o0l 46.1 99.9 100. 490 825 T7L0O B0 867  BOR 755
Auto-Spec AutoGAN  Spec - 756 686 849 100, 100. 610 808 753 89.9 66l 390 765
2-class ProGAN  RGB 2 ¥ v 988 733 66.4 BR.7 873 874 940 973 852 529 581 81.3
4-class ProGAN  RGB - ¥ v 99.8 g70 740 932 923 941 958 975 878 585 596 854
8-class ProGAN  RGB 8 ¥ v 909 942 78.9 943 919 954 989 994 912 586 638 BT9
16-class ProGAN  RGB 16 ¥ v 100 98.2 87.7 96.4 955 981 99.0 997 953 63l 719 914
Ours ~~ ~ Noauwg ~ ~ ProGAN =~ "RGB™ 20~~~ ~ 777 7T U007 T 963 T 722 T BIO T T100. T 67.0 T 935 T 003 T 962 ~ 936 ~ 982 T 000
Blur only ProGAN  RGB 20 ¥ 100, 990 815 90.1 0. 747 666 667 996 537 951 844
JPEG only ProGAN  RGB 20 v 100 990 878 932 918 975 990 995 887 781 88.1 93.0
Blur+IPEG (0.5)  ProGAN  RGB 20 ¥ v 100, 985 88.2 96.8 954 981 989 995 927 639 663 908
Blur+JPEG (0.1  ProGAN  RGB 20 i i 0o, 996 845 935 982 R95 982 984 972 705 R9O0 926

Wang, Sheng-Yu, Oliver Wang, Richard Zhang, Andrew Owens, and Alexei A. Efros. "CNN-generated images are surprisingly easy to spot... for
now." In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition, pp. 8695-8704. 2020.
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Towards the Detection of Diffusion Model Deepfakes(1/?/

Wang et al. (2020) Gragnaniello et al. (2021) Mandelli et al. (2022a)

AUROC /Pd@5% / Pd@1%
Blur+JPEG (0.5) Blur+JPEG (0.1) ProGAN StyleGAN2

ProGAN 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 / 100.0:/ 100.0 91.2/ 546/ 275
StyleGAN 98.7/ 937/ 814 99.0/ 955/ 844 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 89.6/ 43.6/ 14.7
ProjectedGAN 948/ 738/ 49.1 909/ 61.8/ 345 1000/ 999/ 99.3 999/ 99.6/ 9738 504/ 84/ 24
Diff-StyleGAN2 999/ 996/ 979 100.0/ 999/ 993 100.0 / 100.0 / 100.0 100.0 / 100.0 / 100.0 100.0 /100.0/ 999
Dift-Projected GAN 038/ 695/ 433 88.8/ 546/ 272 999/ 999/ 99.2 998/ 99.6/ 96.6 62.1/ 105/ 28
Average 974/ 873/ 743 957/ 824/ 69.1 100.0 / 100.0/ 99.7 DLUO/ 99R/S 989 804/ 434/ 295
DDPM 852/ 378/ 142 80.8/ 296/ 93 96.5/ 794/ 39.1 95.1/ 69.5/ 30.7 5747 38/ 0.6
IDDPM 8l1.6/ 306/ 10.6 799/ 276/ 78 943/ 64.8/ 25.7 92.8/ 58.0/ 21.2 629/ 7.0/ 1.3
ADM 68.3/ 132/ 34 68.8/ 141/ 4.0 778/ 20,7/ 5.2 70,6/ 13.0/ 25 605/ 82/ 1.8
PNDM 790/ 275/ 9.2 75.5/ 226/ 63 91.6/ 52.0/ 16.6 91.5/ 53.9/ 222 T1.6/7 1547 4.0
LDM 7871 2471 T4 7771 243/ 69 96.7/ 799/ 42.1 97.0/ 81.8/ 48.9 5487 7.7 21
Average 78.6/ 268/ 9.0 76.6/ 237/ 68 914/ 59.3/ 25.7 89.4/ 55.2/ 25.1 614/ B4/ 2.0

Ricker, Jonas, Simon Damm, Thorsten Holz, and Asja Fischer. "Towards the Detection of Diffusion Model Deepfakes." arXiv
preprint arXiv:2210.14571 (2022)

Research Center for Information Technology Innovation, Academia Sinica



Towards the Detection of Diffusion Model Deepfakes(?/?/

Fine-tuned on

n, ?§
& &

b

o
Woay W
& T FS

ProGAN 100.0 99.9 100.0 100.0 100.0
StyleGAN 98.5 100.0 98.0 99.9 989

ProjectedGAN 93.7 87.8 100.0 946 100.0

Diff-StyleGANZ 994 99.8 993 100.0 99.5

Diff-ProjectedGAN 93.2 864 100.0 93.9 100.0

992 993 996 993
955 982 98.1 96.8
909 ©1.8 382 923
97.6 969 B4.6 99.1

91.0 918 895 903

@3@«:?53@ ?‘9@@0@ o

Q LUMIEN v

998

97.8

B6.8

99.3

91.0

F
100.0 99.9 100.0
100.0 99.9 100.0
100.0 98.1 100.0
100.0 98.9 100.0

100.0 98.6 100.0

DDPM 824 775 8§18 880 826

Tested on

IDDPM (80.5 [77.9 [79.7 [82.7 81.7

o [ Y D O

PNDM RS RESS 9O 831 [E18

[0 2 i

LDM

100.0 999 99.7 99.1

99.8 100.0 99.9 979

|93.3 074 999 B59

(a) AUROC

93.2

979

93.0

998 999 998 1000 99.2

92.4 100.0 100.0

89.6 100.0 100.0

|ﬁ 100.0 100.0

93.3 100.0 100.0

976 092 995 046 Il']l].l]l 87.9 100.0 100.0

Fine-tuned on
-
# 5 8

s S
I S &
P& ITE S

i
& F &
ST Y

ProGAN 100.0 989 994 100.0 99.8 |959 965 97.6 94.8 98.0|100.0 99.4 100.0

81.8 855 E 100.0 98.4 1000
100.0 86.2 100.0
89.5 92.0(100.0 89.7 100.0
EINV] ESWE(100.0 88.9 100.0
99.0 93.5 B1.8 100.0 100.0
99.3 93.9 ﬁm 100.0 100.0

StyleGAN [78.5 mn.n 088 830 [k

ProjectedGAN 100.0 FERY 100.0 R

Diff-StyleGAN2 889 96.1 889 100.0 929

Diff-ProjectedGAN EEE] BERT 995 ELEe] 100.0|ERY

R 105] 7.1 | 93 f199] 100] €
OO s | 70| 7.4 [122] o2 [
BN 24 | s |24 | 17| 52 |20 [GSOIER 99.7 99.9
FNDM HHM 96.7 987 96.6 100.0 89.1 100.0 100.0
LDM Hnu 262 927 lﬂﬂ.ﬁm 100.0 100.0

(b) PD@1%.

Tested on

Ricker, Jonas, Simon Damm, Thorsten Holz, and Asja Fischer. "Towards the Detection of Diffusion Model Deepfakes." arXiv
preprint arXiv:2210.14571 (2022)
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Foundation Model

* “Any model that is trained on broad data (generally using self-supervision at
scale) that can be adapted (e.g. fine-tuned) to a wide range of downstream
tasks”.

 Foundation Models: BERT,GPT-n,CLIP, ...

« CLIP (Contrastive Language-Image Pre-Training) is a neural network trained on
400 millions of (image, text) pairs.

| e

soer the —_ |
S5 B Text
aussie pup | — A o : |
. Encoder A photo of Text

l l l l a R |  Encoder

) 5 |
- Ty Ty T ‘ Tn
D

—> LT | T | T 1

—————
> h LTy [IpTy | Ty Iy Ty 1 ‘ T, | Ty ‘ ‘ ™
1 1 1
Image .
w Encoder R =T | 5T . - (BTN ' H gmage > 0| [ 4T | 0T | BT Ty
: : : = I
—» Iy INT) [ InT2 | INT3 | . |INTN v

* The Center for Research on Foundation Models(CRFM), Stanford Institute for Human-Centered Artificial Intelligence's(HAI) coined the term "Foundation Model" in August 2021.
¢ Alec Radford, et al., “Learning transferable visual models from natural language supervision,” International conference on ma- chine learning (ICML), 2021.

Research Center for Information Technology Innovation, Academia Sinica




Other Popular Vision Foundation Models

valid mask valid mask annotate
Latent Space ondltionln t . 1
_ Diffusion Process W lightweight mask decoder model data
" Denoising U-Net €g
T T— train <—J
ﬂ model
/L image Segment Anything 1B (SA-1B):
encoder
= * 1+ billion masks
2 cat with F;i::}:r * 11 million images
Pixel Space | ° black cars * privacy respecting -
T T " ) T * licensed images -
segmentation prompt image promp image
pd & 2 T U— : : | -
denoising step Crossattention  switch  skip connection concat ) (a) Task: promptable segmentation (b) Model: Segment Anything Model (SAM) (c) Data: data engine (top) & dataset (bottom)

Stable Diffusion
loss:
- p2log pi Q

softmax

softmax

centering

student ggs > | teacher gg

ema

() A (=)
Dino/Dinov2

* Rombach, Robin, Andreas Blattmann, Dominik Lorenz, Patrick Esser, and Bjorn Ommer. "High-resolution image synthesis with latent diffusion models”,CVPR. 2022.

+ Kirillov, Alexander, Eric Mintun, Nikhila Ravi, Hanzi Mao, Chloe Rolland, Laura Gustafson, Tete Xiao et al. "Segment anything." ICCV 2023.
* Oquab, Maxime, Timothée Darcet, Théo Moutakanni, Huy Vo, Marc Szafraniec, Vasil Khalidov, Pierre Fernandez et al. "Dinov2: Learning robust visual features without

supervision." arXiv preprint arXiv:2304.07193 (2023).

Research Center for Information Technology Innovation, Academia Sinica




Strong Generalization Capability to Many Downstream Tasks(1/2)

« WinCLIP (o)

'd H i text
{ [Metal mefted ] {
H Aphmo{ Acmpwd photo of
[ tstate) e a (state) (circuit)

| Window > WinCLIP
e~ ke e -
r L) . - |
(=) () (i) — - -0
L L A 1
n -E e T e,
. . (vision-based) with reference
Dl 1]
T L M ™ et B s
 DenseCLIP
K-class text 2
[dog] & Text _embeddings pixel-text
.H \DDD C] J score maps
[y Encoder o Pixel-Text Matching Loss
prompt | \ e M t
3 J ground-truth
Transformer

'
'
i ™
H + - Yo
e ; .| B
—+ | Image — I | |
encoder ' }— ! i
. ey
may map

Anomaty

classification )

-
WinCLIP

Aggregated Pluel-level
anomaly score map pregiction
(language-guided)

Image
Encoder

Jeong, Jongheon, Yang Zou, Taewan Kim, Dongqing Zhang, Avinash Ravichandran, and Onkar Dabeer. "Winclip: Zero-/few-shot anomaly classn" cation and segmentation." CVPR. 2023.
Rao, Yongming, Wenliang Zhao, Guangyi Chen, Yansong Tang, Zheng Zhu, Guan Huang, Jie Zhou, and Jiwen Lu. "Denseclip: Language-guided dense prediction with context-aware

prompting." CVPR 2022.

image embeddings

_/ f | / K jmge :

labels

Desoder Task Loss

Wood Screw Macaronis1 PCB3
(MVTec-AD)  (MVTec-AD) (VisA) (VisA)

W W

Image

Ground truth
mask

WinCLIP
(0-shot)

WinCLIP+
(1-shot)

input ImageNet CLIP DenseCLIP ground-truth

e B
2 A S A

-'_“‘ ""'
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Strong Generalization Capability to Many Downstream Tasks(?/2)

» Open-Vocabulary Panoptic Segmentation with Text-to-Image Diffusion Models (ODISE)

N mask predictions {m; }

% Text-to-Image Diffusion UNet
binary mask
loss

Mask * Frozen during training

- #  cross aftention

#  skip connection

supervsed by
category label
supervsed by
mage caption

-

N mask embeddings {2; };V 1

cross entropy
loss CC

T (Cerain) / T (Cuora)

or

or I " ¥ Text Encoder T | O
1 ‘—_J |
image |two cats are watching b K rsin / K oea text embeddings . grounding L
caption | and inthe tv... = loss G

Open-Vocabulary Panoptic Segmentation
Prediction from ODISE

K-Means Clustering of
Frozen Diffusion Features
)~ A\

Xu, Jiarui, Sifei Liu, Arash Vahdat, Wonmin Byeon, Xiaolong Wang, and Shalini De Mello. "Open-vocabulary panoptic segmentation with text-to-image diffusion
models." In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp. 2955-2966. 2023.
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DE-FAKE: Detection and Attribution of Fake Images
Generated by Text-to- Image Generation Models

1.0
0.8
> >
g0.6 I 306
s [ ‘- o | 3 n S
A’“r‘;‘;;?ng‘ ;Zkz'fshif — o= Glasiiomion < 0.4 Forensnc classifier < 0.4
< ml . = Image Only
E: ‘ e L 0.2 B Hybrid (natural prompts) 0.2
ek her | BN Hybrid (generated prompts)
making pizzas = 0.0 0.0
Image-Only detection @@ Image embedding 1, Real images sD LD GLIDE DALL-E 2 GLIDE DALL-E 2
Hybrid detection D Prompt embedding —, Fake images .
] Fake images generated by other text-to-image s e (a) MS CO CO (b) FlleI’30k
generation models —> Input

Sha, Zeyang, Zheng Li, Ning Yu, and Yang Zhang. “De-fake: Detection and attribution of fake
images generated by text-to-image diffusion models.” ACM CCS 2023x
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Parameter Efficient Transfer Learing (PETL)

(a) Adapters (b) Prompt Tuning (c) Ladder Side-Tuning (Ours)

Backbone
(Frozen)

]

New Param
(Updated)

—

Forward

-->

Backward

Sung, Yi-Lin, Jaemin Cho, and Mohit Bansal. "Lst: Ladder side-tuning for parameter and memory efficient transfer learning."
Advances in Neural Information Processing Systems 35 (2022): 12991-13005.

Research Center for Information Technology Innovation, Academia Sinica
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Parameter Efficient Transfer Learning (PETL)

Head ¢ Tuned g Frozen
Embed i
m 5 Ba(:kb()neI = Transformer Encoder Layer : = Transformer Encoder Layer
Pretrained -1 m... Ill...

WET S

Transformer Encoder Layer Transformer Encoder Layer

ma -

W e Rdxd

Xg Py E, Xy Py E,

(a) Visual-Prompt Tuning: Deep (b) Visual-Prompt Tuning: Shallow

¥ Tuned
Frozen

Adapter (LORA)

Prepend (default) Prepend-pixel Concat-channel

Visual Prompt Tuning

* Hu, Edward J., Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang, and Weizhu Chen. "Lora: Low-rank adaptation of large

language models." arXiv preprint arXiv:2106.09685 (2021).
+ Jia, Menglin, Luming Tang, Bor-Chun Chen, Claire Cardie, Serge Belongie, Bharath Hariharan, and Ser-Nam Lim. "Visual prompt tuning." ECCV 2022.

Research Center for Information Technology Innovation, Academia Sinica




Ladder Side Tuning

(a) Ladder Side Network (b) Ladder Side Network for Encoder-Decoder

Output
Backbone f Side Network g Side Enc g side Dec g7 _A
' P=rC
oF :_ Backbone
Backbone Enc f* Backbone Dec f” (Frozen)
: : : [
‘i NI r [ L ]
1 ] 1
A I 1 ! New Param
IJ.,. d ﬁf , 95 , ' | (Updateq)
02 . T : Dll q
A éy T 'I?l Forward
e
0, D Backward
A 3 6P —)
A A Forward
—b* (Low-dim)

0 — o 8

Input Input Decoder Input Gate

Sung, Yi-Lin, Jaemin Cho, and Mohit Bansal. "Lst: Ladder side-tuning for parameter and memory efficient transfer learning."
Advances in Neural Information Processing Systems 35 (2022): 12991-13005.

Research Center for Information Technology Innovation, Academia Sinica
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Deepfake Detection through Foundation Model

V K . ‘ QO K V
1 | l(_)” 1 .
] ﬂ
Attention Decoder : l l
on
, (alinten : Multi-Head
L Vy Ky lo] \ Attention
; |}
: . D I ]
—» Foundation Model — X Laver Norm
FELP) 1 p o, . _lye
—7 3 | :
; . . Feed
. Attention Decoder : Fo i
3 ]
ﬁ luned E F+C : 4.%
Real Images "% Frozea Real/Fake :
(a) Top-level architercture (b) Attention Decoder

Research Center for Information Technology Innovation, Academia Sinica
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Deepfake Detection through Foundation Model

Detection Training Generation Testing DMs Testing GANs Total

method dataset  model Pro- Style-  Projected-  Difl- Diff- Avg.
ADM DODFM IDDPM PNDM 1DM  Guan GAN  GAN  StyieGAN2 ProjeciedGAN

CNNDet [4] LSUN  ProGAN 50.1/66.4 50.3/82.5 50.1/78.9 50.1/77.5 50.2/75.9 99.7/100 59.2/97.1 52.6/92.6 80.9/99.7  51.6/91.2 59.5/86.2

GANDet [30] LSUN  ProGAN 50.0/61.2 50.0/59.0 50.1/64.6 50.4/73.4 50.1/56.9 54.4/89.9 51.4/90.0 50.1/58.5 95.1/99.6  50.3/628 552716

SBI [32) FF++  Multiple 49.5/49.3 50.2/50.0 50.7/50.6 49.6/49.9 50.2/50.2 50.0/50.2 49.8/50.2 49.4/49.5 50.1/50.0  50.8/50.9  50.0/50.1

TwoStream [33) FF++  Multiple 50.0/49.9 50.0/52.3 50.0/50.9 50.0/56.2 50.0/50.3 50.0/53.4 50.0/53.0 50.0/47.9 50.0/529  50.0/49.2  50.0/51.6

CNNDet* (Tuning) LSUN-B ADM  94.3/99.4 95.0/99.6 98.0/99.9 97.5/99.6 90.0/98.9 98.6/99.8 86.2/97.0 70.9/88.6 70.2/86.8 68.6/88.6 86.9/958
CNNDet* (Re-train) LSUN-B ADM  92.8/99.4 93.3/99.5 98.4/99.9 95.4/99.8 85.4/98.7 94.3/98.8 82.5M97.5 63.5/82.6 61.5/874 61.8/85.6 829949
LSUN-B. ADM  99.2/7100 100/100 99.7/100 99.9/100 99.8/100 100/]100 99.8/100 99.7/100  99.9/100 99.8/100  99.8/100

AdaptCLIP (ours) LSUN-B. IDDPM  98.5/100 99.6/100 99.6/100 99.8/100 99.8/100 99.7/100 99.5/100 99.4/100  99.8/100 99.2/999 99.5/999
LSUN-B. LDM 725013 94.0/99.1 87.4/97.5 99.2/100 99.3/100 99.5/100 98.9/99.9 98.2/99.8 99.4/100 98.6/99.9 94.7/98.8

Trainsd on Trainvgd on
I3 . o 1% _ 5
g 5 g R 8 £ 5§ 8 § &
ADM* 99.9 ECIESRE) 7 100.096.4|87.6 97.7 92.1 96.6 98.6 Adaptatlon LSUN-B FFHQ MSCOCO
LDM 25E1100. 7t : 97.1100.091.4 87.7 91.6 99.5 92.3 Method (TethImage)
C ProjectcdGAN ECRE 87.9 83.8/100.0100.099.7 99.0 97.7 (a) CNNDet*(Tuning) 56.2/60.3 50.4/63.4  47.6/45.5
}:’,’un.sw.eamm 057 833(98.8100.099.6 99.2 99.8 (b) LinearCLIP 76.6/85.3 51.8/62.2 50.2/51.8
& SterGAN 1823 99.1100.096.8 9.2 950 91.8(99.5100.0100.0100.0100.0 (c) AdaptCLIP (ours) 99.7/100 60.8/77.2 57.4/60.9
StyleGAN2 81.2 [3BY83.7 99.3 99.5100.098.8  99.4 99.4/99.7100.0100.0100.099.9
Sty!eGAN3 50.1{52.0 m 99.6 931 850[91.2 99.1 97.9 95.4100.0 ACC(%)/AUC(%) Scores
(a) ACC (b) AUROC
FFHQ
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More Deepfake Detection through Foundation Model

Instruction

Is this photo real S.

by

|

|
I

VLol MS-COCO_SD2_

LLM Tokenizer [ Q-former Tokenizer
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8 24 68 17 (x1) 3 14 38 37 <>z<2>
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Chang, You-Ming, Chen Yeh, Wei-Chen Chiu, and Ning Yu. "AntifakePrompt: Prompt-Tuned Vision-
Language Models are Fake Image Detectors." arXiv preprint arXiv:2310.17419 (2023).

Detection:

Output : Yes i No
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More Deepfake Detection through Foundation Model

Methods Training set No. of param. MS COCO Flickr SD2 SDXL IF DALLE-2
Wange-2020 ImageNet vs. ProGAN 23.51M 96.87 96.67 0.17 0.17 19.17 3.40
DE-FAKE MS COCO vs. SD2 308.02M 90.67 90.50 99.20 68.97
DIRE LSUN Bedroom vs. StyleGAN 23.51M 81.77 77.53 3.83 18.17 6.93 2.13
InstructBLIP - 188.84M 98.93 99.63 40.27 23.07 20.63 41.77
InstructBLIP + LoRA MS COCO vs. SD2 4.19M 91.83 96.33 86.60 99.57
AntifakePrompt MS COCO vs. SD2 4.86K 91.00 97.27 89.73 99.57

P MS COCO vs. SD2+LaMa 4.86K 81.04 97.10 88.37 99.07
Methods Training set No. of param SGXL ControlNet Inpainting Super Res.

g - OF param. LaMa SD2 LTE SD2

Wange-2020 ImageNet vs. ProGAN 23.51M 79.30 11.43 7.53 0.17 15.27 1.40
DE-FAKE MS COCO vs. SD2 308.02M 56.90 63.97 13.03 16.00 9.97 29.70
DIRE LSUN Bedroom vs. StyleGAN 23.51M 45.27 9.90 13.23 11.37 12.53 2.77
InstructBLIP - 188.84M 69.53 33.97 10.90 44.23 97.23 69.10
InstructBLIP + LoRA MS COCO vs. SD2 4.19M 97.67 92.87 59.50 99.53 99.97
AntifakePromot MS COCO vs. SD2 4.86K 99.97 91.47 39.03 99.90 99.93

P MS COCO vs. SD2+LaMa 4.86K 99.93 93.27 100.00  99.97

- Deeper- Attack

Methods Training set No. of param. Forensics Adver. Backdoor Data Poisoning Average
Wange-2020 ImageNet vs. ProGAN 23.51M 0.30 4.93 15.50 0.97 22.08
DE-FAKE MS COCO vs. SD2 308.02M 86.97 60.40 22.23 55.87 59.22
DIRE LSUN Bedroom vs. StyleGAN 23.51M 0.27 1.60 1.93 1.00 18.14
InstructBLIP - 188.84M 13.83 5.50 3.17 1.60 42.09
InstructBLIP + LoRA MS COCO vs. SD2 4.19M 98.80 64.30 53.40 50.87 86.13
AntifakePrompt MS COCO vs. SD2 4.86K 97.90 96.70 93.00 91.57 91.59

P MS COCO vs. SD2+LaMa 4.86K 97.77 97.20 97.10 93.63 92.60

Chang, You-Ming, Chen Yeh, Wei-Chen Chiu, and Ning Yu. "AntifakePrompt: Prompt-Tuned Vision-
Language Models are Fake Image Detectors." arXiv preprint arXiv:2310.17419 (2023).
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Artificial Fingerprinting for Generative Models:
Rooting Deepfake Attribution in Training Data

> Lk < Legend
Fingerprint Fingerprint Stage 1
encoder decoder Steganography training
E D Stage 2
Fingerprint embedding
GAN training
Stage 4
T T ' Fingerprint detection
T » Lpce
: : D Trainable model
1 )
' . . . ' :
Fingerprint Fingerprinted GAN Fingerprinted &0 printed Fingerprint i i Fixed model
w'r training data Training :egepr?akes ;decodef ......... »
: G Dis i D \
DH |:|D nono . O i
= g
e T T S S Matching
1
A\

A

Yu, Ning, Vladislav Skripniuk, Sahar Abdelnabi, and Mario Fritz. "Artificial fingerprinting for generative models: Rooting deepfake attribution in
training data." In Proceedings of the IEEE/CVF International Conference on Computer Vision, pp. 14448-14457. 2021.
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A Recipe for Watermarking Diffusion Models

Implant the watermark in training data Training Diffusion Models from scratch Detect Watermark from generated data
Pretrained
Watermark encoder m , -
Unconditional/ : 0¥ S B
Class-conditional -> => I :,. ‘ o =)  Noise—64x64 =P OO -
Generation < 'dﬁ :
| - ' : e
Watermarked training data Resulting model Generated images Watermark decoder
Predefined watermark string: u 11 nu
Implant the watermark in the pretrained model Produce the watermark via text prompt
Predefined Selected
watermark image trigger prompt Of
Text-to-1 (=] -
eriio. Ao P Text—512x512 —|— Text—512x512 T
. H 2 — “v|” ext—512x512
Generation “J - =] v = =5 =
E «[v]n
Pretrained Watermarked Generated Watermark

Potential choices for watermark images: icons, photos or QR code... Text-to-Image Model Text-to-Image Model (e.g, Scannable QR code)

Zhao, Yunging, Tianyu Pang, Chao Du, Xiao Yang, Ngai-Man Cheung, and Min Lin. "A recipe for watermarking
diffusion models." arXiv preprint arXiv:2303.10137 (2023).
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Enhancing the Robustness of Deep Learning Based
Fingerprinting to Improve Deepfake Attribution (1/2)

fﬂg = Ty

GAN
Training Datz (w/DA)
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Enhancing the Robustness of Deep Learning Based
Fingerprinting to Improve Deepfake Attribution (2/2)
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Tree-Ring Watermarks: Fingerprints for Diffusion Images
that are Invisible and Robust

Generation
/ Watermarking
% Fourier Space Watermarked x, Watermarked Image
; e et A ]
o IFFT G DDIM
A i ‘“ATeddybearin [P Bt
T % WashingtonDC*  E &
//' T
Predefined Key: (§00 11|
Detection N Attack
Distance to o Inverted Fourier Space Strong Perturbation

“: DDIM Inversion
il +FFT

”f_ ** (empty prompt)
i

Wen, Yuxin, John Kirchenbauer, Jonas Geiping, and Tom Goldstein. "Tree-Ring Watermarks: Fingerprints
for Diffusion Images that are Invisible and Robust." arXiv preprint arXiv:2305.20030 (2023).
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Possible Countermeasures

* Passive Defense
» Deepfake Detection
» Digital Watermark
* Proactive Defense
» Adversarial Attack

Research Center for Information Technology Innovation, Academia Sinica
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Disrupting Deepfakes: Adversarial Attacks Against Conditional
Image Translation Networks and Facial Manipulation Systems

G Deepfake
P (manipulated image)

Input Image Attacked Image Disrupted Output

i Facial
» Qeepque * * Manipulation »
Disruption System
+.007 x =
GANimation

: gl Original Image N . E 5 % .
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[Goodfellow et al. 2015] :

Input with
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Cross-Model Universal Adversarial Watermark

Batch

-~ Attack Attack Attack Attack
Loop = AL

Ber ANl = AGG.GAN P [UATT.GANY =%  HisD

_ Update UAP Update UAP Update UAP  Update UAP
Batch of images

Hao Huang, Yongtao Wang, Zhaoyu Chen, Yuze Zhang, Yuheng Li, Zhi Tang, Wei Chu, Jingdong Chen, Weisi Lin, and Kai-Kuang Ma. "Cmua-
watermark: A cross-model universal adversarial watermark for combating deepfakes." In Proceedings of the AAAI Conference on Artificial
Intelligence, vol. 36, no. 1, pp. 989-997. 2022.
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The Proposed Cross-Model Universal Adversarial Watermark

Epoch
Loop

Batches
Loop

—

Batch of images

TABLE I: The evaluation results of cross-model UAP.

DGMs| StarGAN AggGAN | ATTGAN HiSD

Attacks ASR 2 ASR o ASR ¥ ASR 2
CMUA_vl [100.0% 0.457] 99.2% 0.107/20.2% 0.037| N/AT N/A!
CMUA _v2 [100.0% 0.199]100.0% 0.128]95.3% 0.066|100.0% 0.108
CMUA_12 [ 97.0% 0.081]100.0% 0.046[86.1% 0.047|100.0% 0.107
Ours 100.0% 0.766(100.0% 0.133/98.2% 0.124|100.0% 0.113

TABLE II: The results of visual quality for perturbed images.

Attack Attack
Star GAN  ATT_GAN
Attack Attack
AGG_GAN HiSD
Update UAP

PSNRT SSIM T Time Batch size
CMUA_v2 32.4939 0.7821 N/A- 64
CMUA_I2 32.2755 0.7736 800s 12
Ours 33.4651 0.8186 170s 8
60
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Model training
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Shan, Shawn, Jenna Cryan, Emily Wenger, Haitao Zheng, Rana Hanocka, and Ben Y. Zhao. "Glaze: Protecting artists from style mimicry by text-to-image
models." arXiv preprint arXiv:2302.04222 (2023).
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Takeways

* The evolution of the deepfake technologies (VAE, GAN,
Diffusion models, etc) is fast and requires more ethical
consideration for it.

* Educate the public to less rely on the videos as the evidence.

* The release of powerful Al models should be careful.

Researc h Center for Information Technology Innovation, Academia Sinica
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Safe Deployment of Diffusion Model

Erasing Nudity Erasing Artistic Style Erasing Objects
Ori Edited Model
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Gandikota, Rohit, Joanna Materzynska, Jaden Fiotto-Kaufman, and David Bau. "Erasing concepts from diffusion
models." arXiv preprint arXiv:2303.07345 (2023).
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Thank You!
Any Questions?

Jun-Cheng Chen
Research Center for Information Technology Innovation, Academia Sinica
pullpull@citi.sinica.edu.tw

Research Center for Information Technology Innovation, Academia Sinica

64



References

[Li et al. 2020] Li, Lingzhi, Jianmin Bao, Ting Zhang, Hao Yang, Dong Chen, Fang Wen, and Baining Guo. "Face x-ray for more
general face forgery detection." In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp.
5001-5010. 2020.

[Rossler et al. 2019] Rossler, Andreas, Davide Cozzolino, Luisa Verdoliva, Christian Riess, Justus Thies, and Matthias NielSner.
"Faceforensics++: Learning to detect manipulated facial images." In Proceedings of the IEEE/CVF International Conference on
Computer Vision, pp. 1-11. 2019.

[Liu et al. 2020] Liu, Zhengzhe, Xiaojuan Qi, and Philip HS Torr. "Global texture enhancement for fake face detection in the wild."
In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp. 8060-8069. 2020.

[Hui et al. 2022] Guo, Hui, Shu Hu, Xin Wang, Ming-Ching Chang, and Siwei Lyu. "Eyes Tell All: Irregular Pupil Shapes Reveal GAN-
generated Faces." International Conference on Acoustics, Speech, and Signal Processing (ICASSP), 2022.

[Masi et al. 2020] Masi, lacopo, Aditya Killekar, Royston Marian Mascarenhas, Shenoy Pratik Gurudatt, and Wael AbdAlmageed.
"Two-branch recurrent network for isolating deepfakes in videos." In European Conference on Computer Vision, pp. 667-684.
Springer, Cham, 2020.

[Wang et al. 2020] Wang, Sheng-Yu, Oliver Wang, Richard Zhang, Andrew Owens, and Alexei A. Efros. "CNN-generated images
are surprisingly easy to spot... for now." In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 8695-8704. 2020.

[Ho et al. 2020] Ho, Jonathan, Ajay Jain, and Pieter Abbeel. "Denoising diffusion probabilistic models." Advances in Neural
Information Processing Systems 33 (2020): 6840-6851.

[Haliassos et al. 2022] Haliassos, Alexandros, Rodrigo Mira, Stavros Petridis, and Maja Pantic. "Leveraging Real Talking Faces via
Self-Supervision for Robust Forgery Detection." In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 14950-14962. 2022.

Research Center for Information Technology Innovation, Academia Sinica

66



References

[Chai et al. 2020] Chai, Lucy, David Bau, Ser-Nam Lim, and Phillip Isola. "What makes fake images detectable?
understanding properties that generalize." In European Conference on Computer Vision, pp. 103-120. Springer,
Cham, 2020.

[Zhao et al. 2021] Zhao, Tianchen, Xiang Xu, Mingze Xu, Hui Ding, Yuanjun Xiong, and Wei Xia. "Learning Self-
Consistency for Deepfake Detection." In Proceedings of the IEEE/CVF International Conference on Computer
Vision, pp. 15023-15033. 2021.

[Ning et al. 2019] Yu, Ning, Larry S. Davis, and Mario Fritz. "Attributing fake images to gans: Learning and
analyzing gan fingerprints." In Proceedings of the IEEE/CVF International Conference on Computer Vision, pp.
7556-7566. 2019.

[Ning et al. 2021] Yu, Ning, Vladislav Skripniuk, Sahar Abdelnabi, and Mario Fritz. "Artificial fingerprinting for
generative models: Rooting deepfake attribution in training data." In Proceedings of the IEEE/CVF International
Conference on Computer Vision, pp. 14448-14457. 2021.

[Goodfellow et al. 2015] Goodfellow, lan J., Jonathon Shlens, and Christian Szegedy. "Explaining and harnessing
adversarial examples." ICLR 2015.

[Ruiz et al. 2020] Ruiz, Nataniel, Sarah Adel Bargal, and Stan Sclaroff. "Disrupting deepfakes: Adversarial attacks
against conditional image translation networks and facial manipulation systems." In European Conference on
Computer Vision, pp. 236-251. Springer, Cham, 2020.

[Chris Ume and Miles Fisher ] https://www.youtube.com/watch?v=nwOywe7xLhs

Research Center for Information Technology Innovation, Academia Sinica

67



