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• What is steganography and steganalysis
• Motivation for the use of mobile steganography and for a mobile app database
• How a mobile stego app works
• Example of steganography embedding algorithm (LSB)
• How to create a mobile steg image database using stego apps
• Data in StegoAppDB

Overview 
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• Steganography: to send a message camouflaged inside an ordinary-looking object so it avoids 
suspicion of covert communication

• Goal: make payload visually and statistically undetectable so there is no evidence of communication

What is steganography? Hiding in plain sight

Mobile Steg app

message

Innocent or cover image

Steg Detection
= SteganalysisStego image

input

input
output
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Motivation to work with mobile steganography
• Steganography is used to promote 

these types of threats:

• In National / Foreign intelligence acts
• Stealing intellectual property
• Pornography acts
• Spying
• Communication for criminal activity
• Hide notes & files, etc. from illegal 

activities such as off the book financial 
transactions, etc.
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Motivation to create a mobile steganography data set
• A smartphone offers advantages 

that computers don’t have:
• Ease of use
• Low level of skill needed to use

• Need a special data set to learn how 
mobile steganography works

• StegoAppDB*

• Steganography is used to promote 
these types of threats:

• In National / Foreign intelligence acts
• Stealing intellectual property
• Pornography acts
• Spying
• Communication for criminal activity
• Hide notes & files, etc. from illegal 

activities such as off the book financial 
transactions, etc.

*StegoAppDB: A steganography apps forensics image 
database,” IS&T Int’l. Symp. on Electronic Imaging, 
Media Watermarking, Security, and Forensics 2019, 
Burlingame, CA, pp. 536-1-536-12 (12), 2019. 

Link for StegoAppDB: https://forensicstats.org/data/

https://forensicstats.org/data/
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Scenario: How using a mobile stego app works
• Alice wants to send a secret 

message to Bob
• Downloads mobile stego app 

onto smartphone and opens it
• Chooses a photo
• Types in secret message
• The app produces a stego image 

visually indistinguishable from 
the original

• Sends to Bob
• Uses same app to extract the 

hidden message
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Key questions

• How to detect these kinds of stego images?
• Can we extract messages?

• Alice wants to send a secret 
message to Bob
• Downloads mobile stego app 

onto smartphone and opens it
• Chooses a photo
• Types in secret message
• The app produces a stego image 

visually indistinguishable from 
the original

• Send to Bob
• Uses same app to extract the 

hidden message
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Some Popular Steganography Apps on Google Play
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Design criteria for StegoAppDB database: 
a Digital Evidence Data Set
• To be useful in a forensic context:

o Authentication: Provenance for each image
o Representation: Includes practical representatives found in crime cases
o Evaluation: Data can evaluate and benchmark algorithms
o Free public access, no copyright or privacy issues

• Types of variety useful in this steganography database
1. Variety of embedding algorithms / apps
2. Variety of smartphones (models, devices) where apps execute (Android, iOS)
3. Variety of different images
4. Variety of message sizes
5. Actual stego images
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How to create a forensically useful stego data set

28 devices, 10 models Created own Cameraw 
app to collect photos

Strict protocol for image capture

Create many stego images 
using mobile stego apps

Verify all data 
and code

Take many photos

All provenance 
information 

available with 
each download
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Example of steganography embedding algorithm: 
LSB Replacement embedding

Pixel value106 
represented by 8 bits

0
 1
 1
 0
 1
 0
 1
 0

106 = 

0

1

0

LSB =
Least
Significant
Bit

MSB =
Most
Significant
Bit

0
MSB plane

LSB plane

The 8 bit-planes of an 8-bit image (grayscale)
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Example: Steganography embedding algorithm
LSB Replacement

• Take a grayscale image and 
observe its LSB plane

Cover image values

LSB values of cover image

Cover image: no message
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LSB Replacement

Payload bits - array

Payload bit string: 010010000100010101010010010001010010000001000001010100...

Cover image values

LSB values of cover image

• Take a grayscale image and 
observe its LSB plane

• Convert payload into sequence 
of binary bit values (0s and 1s) 
and form into array the size of 
the image
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LSB Replacement

Payload bits - array

Cover image values

LSB values of cover image

Stego image values

• Take a grayscale image and 
observe its LSB plane

• Convert payload into sequence 
of binary bit values (0s and 1s), 
uniformly distributed and form 
into array the size of the image

• Replace the (cover) image’s LSB 
values with the payload bits

• The stego image’s gray value is 
the (new) base-10 number if the 
LSB bit is changed
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LSB Replacement
1
 0
 0
 1
 0
 1
 0
 0

148 = 

1
 0
 0
 1
 0
 1
 0
 1

149 = 

LSB

cover stego

Payload bits - array

Cover image values

LSB values of cover image

Stego image values

• LSB replacement simply 
overwrites the existing bit 
with the payload bit
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• Steganalysis Machine Learning (ML) algorithms need training pairs
o One cover image (no message), and corresponding stego image with hidden message

• Use pairs to train ML algorithm to “learn” difference between cover and stego
• Test with other data, pass through ML algorithm, get output, determine the error rate

Why do we need stego images?
To Do Steg Detection/Steganalysis: Machine Learning  
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How a stego app works on a smartphone
• Input an original, clean image from the 

gallery or camera
• Input password (optional)
• The app outputs the stego image
• What happens internal to the app is 

unknown except to the developer of 
the app

• Note the “cover image” is internal to 
the app
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How a stego app works on a smartphone
With no access to cover images, 
Machine Learning is not possible

Machine Learning

• Input an original, clean image from the 
gallery or camera

• Input password (optional)
• The app outputs the stego image
• What happens internal to the app is 

unknown except to the developer of 
the app

• Note the “cover image” is internal to 
the app
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How to create stego images using mobile apps?
• Answer:
• We get inside the developer’s code 

by reverse-engineering several 
android apps

• This way, we can generate the cover 
image – stego image pairs to do 
machine learning

With no access to cover images, 
Machine Learning is not possible

Machine Learning
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Reverse Engineer Android Stego Apps
• Reverse engineering process*

1. Identify important GUI widgets
2. Locate corresponding callback 

methods
3. Analyze binary code with control 

flow graphs
• Tools used:
• APKTool, Smali

<node resource-
id="id/action" 
text="Hide It“/>

public void onClick(View 
v)
{
   ….
} 

findViewById(0x7f050003)
.setOnClickListener(…);

id/action = 0x7f050003

*Forensic analysis of android steganography apps,” In G. Peterson and S. Shenoi, eds., 
Advances in Digital Forensics XIV, Cham. Springer Int’l. Publishing, pp. 293-312, 2018. 
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Modified app code allows generation of desired data* 

• Once we reversed-engineered the app, we 
can obtain any information and data inside 
the app
• Obtain Covers
• Identify image processing 
• Determine the precise embedding 

algorithm the developer implemented 
• Implement specific embedding rates of 

own choosing
• Create Machine Learning algorithms 

needing pairs of cover-stego images

Machine Learning

(other info: 
signatures, 
libraries used, 
etc.)

*W. Chen, L. Lin, M. Wu, Y. Guan, and J. Newman. "Tackling Android Stego Apps in the Wild,” 2018 Asia-Pacific Signal and 
Information Processing Association Annual Summit and Conference (APSIPA ASC), Honolulu, HI, pp. 1564-1573, 2018. 
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• The four images as used by developers in their code
o Original image
o Input image
o Cover image
o Stego image (6 different mobile stego apps, 5 

embedding rates)
• 20 images for one scene acquisition

o 2 format types: high-quality jpeg, and DNG
o 10 different exposure settings
o Acquired using our camera app Cameraw

• Data associated with each image
o Acquisition parameters – EXIF
o Image association between original, input, cover and 

stego versions
o Embedding text (The Complete Works of William Shakespeare)

o Small-sized images (512 x 512 center crop)

What Data is in StegoAppDB? 
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Example of image types from StegoAppDB

Original image

Input image Cover image Stego image Stego image

Dimensions 4032 X 3024

Size 2.1 MB

Camera Pixel2-1

Format JPEG

Colorspace RGB

JPEG Qual 90

ISO 500

Exposure time (s) 1/60

Dimensions 512 X 512

Size 188 KB

Format PNG

Colorspace Gray

Processing Cropped

Processing JPG -> Gray PNG

Dimensions 512 X 512

Size 336 KB

Format PNG

Colorspace RGB/Gray

Processing Known

Dimensions 512 X 512

Size 337 KB

Format PNG

Colorspace RGB/Gray

Processing Message 
embedded

Steg app MobiStego

Emb. Rate 5 %

Dimensions 512 X 512

Size 389 KB

Format PNG

Colorspace RGB/Gray

Processing Message 
embedded

Steg app MobiStego

Emb. Rate 10 %
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Count of images in StegoAppDB: 724,460 images
• Steganography images are created from the original images using 5-6 mobile apps
• The apps were reverse engineered using program analysis and symbolic execution 

techniques to determine how they worked
• We modified the app code to include the ability to extract the cover image prior to 

embedding; control the embedding text and the rate of embedding; and control the 
amount of data supplied to the app code to generate thousands of stego images

• We used Shakespeare’s. As text, randomly selecting a starting line and length of text 
to embed at the required rate

• We verified the text embedded in each image by performing an extraction of the 
hidden message to compare with the known embedded message
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StegoAppDB webpages

27

https://forensicstats.org/stegoappdb/
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Download files
csv files (≤ 3), folder structure, & readme
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CSV File: original image information
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CSV File: input & cover image info
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CSV File: stego image information
• Heavily provenanced
• Name of original image used in creation path to stego image
• Mobile app used; message content; embedding rate; etc. 
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Thank you!

Questions?


